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UNA WEB HACKEADA
CUESTA (SIEMPRE)
MAS QUE UNA CAIDA

CHANGE MY MIND
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<+ New SEO B Howdy,

Screen Options ¥ Help ¥
Dashboard Users AddNew
Allin One SEO
Welcome to the newest version of WP Smush! Auto-smushing on upload is lightning Fast now that we handle all the smushing asynchronously. Find out more here >>
) Jetpack
Al (5) | Administrator (3) | Contributor (2) Search Users
! Unyson Bulk Actions _-J Apply Change role to... _vJ Change 6 items
| Username Name Email Role Posts
Blog Posts
: admin ‘ Administrator 78
e F
ETE
n akmin no@email.com Administrator 1
Comments :
Forms janel _ w Contributor 0
| FooGallery
: ! Contribut 33
Portfolio oy n “ ontributor
Feedback
managed-wp-migration- Managed WordPress Migration User noreply@secureserver.net Administrator 0
Forms 465790ae
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BulkActionsj Apply Changeroleto...j Change 6 items




Current Revision by T S L e ST,
3 months ago (4 Mar @ 09:03) Restore This Revision

Title
Hacked By BALA SNIPER Hacked By GeNErAL
Content

<p>Hacked By BALA SNIPER<br />

Kurdish Hacker Here<br />
If you want Fix Problem Website &#8230; !<br />
Contact Me via Gmail : darinsniper©07@ gmail.com<br />

Contact Me Via Facebook : https://www.facebook.com <title>~!Hacked By GeNErAL alias Mathis!~</title>

/balasnipere@7 </p> <h2>Hacked By GeNErAL</h2>&nbsp;</font></p><img
border='0' src='http://www.officialpsds.com/images/thumbs
/Baby-Devil-Toon-psd9848.png'><br><br><br><b>Greetz :
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Hacked by El Moujahidin

e Syria
#Free Palestine

ites , To Send The Slessa;:,

We Will Not Ex
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| Cyb3R_SwlrD Hacking Group Form Bangladesh |
1 Security Ooesn't Exit Our Dictionary_ 1

{ Feel The Power Of Cyb3R_SwerD..... |
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DESIGNS
FREE SHIPPING !!!

BUY VIAGRA
NOW

Phone:
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Remote site: /public_html/wp-content/plugins

Filename

Login-wall-KiLxb
Login-wall-NUJIF
advanced-custom-fields
all-in-one-wp-security-and-firewall
alltimeusdflowingin
contact-form-7
disable-comments
google-sitemap-generator
joomjs

js_composer

page-links-to
really-simple-captcha
sucuri-scanner

wordfence

wordpress-seo
wp-pagenavi-master
hello.php

index.php

Filesize

24313
28

Remote site: /public_html/wp-content/plugins/joomjs

Filename

_inc

views

index8632.php
joomjs.php.suspected
index.php

akismet.php
class.akismet-widget.php
error_log

readme.txt

wrapper.php
class.akismet-admin.php
class.akismet.php

Filesi




This Account has been suspended.

Contact your hosting provider for more information.



200 Security error

¢ &

The site ahead contains harmful programs

Attackers on EEEEESS———— might attempt to trick you into installing

programs that harm your browsing experience (for example, by changing your homepage
or showing extra ads on sites you visit).

(V] Automatically report details of possible security incidents to Google. Privacy policy

Details Back to safety




GO g|e site-anotherinfectedsite.dom cheap

Cheap Nike Shox Boys 6.5 23 Air Jordan Comforters ...
anotherinfectedsite. dom/page/Ivixxp1D »
cheap nike shox boys 65 Shog r premiu

for great prices Boys’ toddier nike air max 90 pre

Air Yeezy Shoes Cheap Real Air Yeezy Shoes - Natural ...
anotherinfectedsite.dom/page/IpNxoxxxS8vuK
Results great but cheap air yeezy shoe cheap shoes men's ¢

wes men's flats as well a heap and r e online get Size 6 nike a

Cheap Jordan Sneakers Wholesale Cheap Jordan Website ...

anotherinfectedsite dom/page/iv1if JVH v
heap jordan sneakers wholesale we cheap jordan sneakers wholesale are a cheap

1} website je wh 5 5 nike dunks and retailer

Example Domain
www.example.com/ ¥
This site may be hacked.

Example Domain. This domain is established to be used for illustrative examples in
documents. You may use this domain in examples without prior coordination or asking
for permission. More information...




Not eligible

Ad disapproved due to:

© Malicious or unwanted software

e Read the policy

Appeal

Y Adstat

Edit ad

Your Website Ad | Advertising
for Revenue

® example.com
Lorem ipsum dolor sit amet, consectetur
adipisicing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna.

Example Campaign

Example Ad Group

Disapproved
Malicious or
unwanted
software




Google

Google Membership
Rewards

#~ Congratulations
&

Every Tueday we select 10 lucky Apple ut
our sponsors. This free gift is exclusively
continuous support for our product and si

You have been selected to win a gift from

The page at promotion.com-rewards.club says:

Congratulations iPad user!

You are selected by Google to be among the first few
persons to win an iPhone 6s or other Google prizes! This
free gift is exclusively only for loyal Apple users in Canada.

Please confirm that you are the owner of this iPad phone
by clicking OK. Google Gift!

wd!) from —
0K i is just our way to thank you for your

WOrtn up 10 3749 1T you answer tne next 4 questions correctly.

ACT NOW! 9 other Apple users have received this invitation with only 5 prizes to win.

‘ou have 1 minutes 30 seconds to answer the g

Question 1 of 4: Who founded Google?

Bill Gates
Mark Zuckerberg

Larry Page
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Show notifications




& domain.com

This site can’t be reached

nogluten.com’s server |P address could not be found.

DNS_PROBE_FINISHED_NXDOMAIN
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Ejemplos de Cierres por Ransomware
en Hosting Europeo

CloudNordic / AzeroCloud Proveedores de Hosting
(Dinamarca) Pequenos y Medianos
e Agosto 2023 e Diversos proveedores de
e Un ataque de ransomware menor tamano en Europa han
cifré todos los sistemas, cesado operaciones tras
incluyendo las copias de ataques.
seguridad. e Compromiso de sistemas
e La empresa declaré la pérdida principales y backups.
total de datos y el cese de e Falta de recursos para la

operaciones. recuperacion.






GDPR
Data Breach Notice Letter

My Company
Additional Information
Street, Number

City, Region

Country

Customer Name,

At My Company, we respect the privacy of your personal data. \We are writing to let you
know about a data security incident that involves the personal information you have with us.

On Jan 01, 2019, we have discovered a data breach in our systems. The data accessed may
have included the following types of personal information:

e |dentify types of personal information breached: Email, First and Last Name
To the best of our knowledge, the data accessed did not include any:
e |dentify types of personal information not breached: Shipping Address
We deeply regret that this incident occurred. We are conducting a review of the affected

records and of all our computer systems. We will notify you if there are any significant
developments.
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ETid-2942

ETid-2941

ETid-2935

ETid-2934

ETid-2933

ETid-2914

ETid-2894

ETid-2887

ETid-2886
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BIZUM, S.L.

GESTION DE VENTAS IBERIAS.L.

DIGI SPAIN TELECOM, S.L.U.

II+#’/ ll*ll+0/

SERVICIOS FINANCIEROS
CARREFOUR, E.F.C.

SERVACE S.L.

Property manager

Acs F AV A A tme 20t

Art. 32 GDPR

Art. 14 GDPR

Art. 6 (1) GDPR
("/T ,*

Art. 5 (1) f) GDPR

Art. 5 (1) f) GDPR, Art
(1) GDPR

Art. 32 GDPR
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There are two types of

companies: those'who
have been hacked, and
those who don’t yet know
they have been hacked.

John Chambers
Chief Executive Officer of Cisco
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Due Diligence and Due Care

* Precautions -
* Investigations Due Diligence
* Compliance _

* Duty of care '
*  Prudent man
¢ Courtcases
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™

https://WentzWu.com
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Affected software | Vulnerability

@ Advanced Custom Fields: Extended 09.0.5-091.1 Unauthenticated Remote Code Execution vulnerability
® WavePlayer <= 370 Unauthenticated Arbitrary File Upload vulnerability

® Gravity Forms <=29.211 Unauthenticated Arbitrary File Upload via Legacy Chunked Upload vulnerability
® AlEngine <=31.3 Unauthenticated Sensitive Information Exposure to Privilege Escalation vulnerability

@ Post SMTP <=3.6.0 Missing Authorization to Account Takeover via Unauthenticated Email Log Disclosure vulnerability

Fixed status of published vulnerabilities
s
e —;

gg | cybers :
Y\, B Not fixed
\ J?QL Bay Gr

B Fixed

Priority

P
R

i~
X

»

»

10

10

9.8

9.8

#4771 48%

#5112 52%

@ © @ © © @9

®Q

®

®Q

Q]

Disclosed

Dec 3, 2025

Nov 25, 2025

Nov 17, 2025

Nov 5, 2025

Nov 3, 2025

(@

-_



Breakdown by patch priority
]

o—
]
High (Resolve immediately)

Medium (Resolve in 14 days)

Low (Resolve in 30 days)

]gi;‘g cybersecurity
W/ Dauy Granada

#1,867 19%

#1,867 20%

#1,867 61%

Breakdown by CVSS severity
]

|
[=—————————————————————]

B Critical (9.0-10.0)
B High (70-89)
B Medium (4.0-69)

B Low (01-39)

#807 8%

#3,877 39%

#5,170 52%

#29 0%

o



Most common security vulnerabilities

#1 Cross-Site Scripting (XSS)

#2 Other vulnerabilities

#3 Cross-Site Request Forgery (CSRF)
#4 Broken Access Control

#5 SQL Injection

#6 Sensitive Data Exposure

#7 Arbitrary File Upload

Disclosed by [l Patchstack [l Other sources
f%' 2\ %\ CYbEersecudritTy
\ \/“ij
\“ﬁb Bay Granada

41.562%

20.60%

13.40%

13.42%

591%

271%

2.45%

#1

#2

#4

#5

#6

#7

IIIH||

How to fix common vulnerabilities

(0] 1000

3000

4000
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fFor ransom? _4
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4 X« 12 (6 XQD EUHFKD GH GDWRV"

SOLQFLGHQWH GH VHJXULGDG TXH QR
GDWRYV SHU\RRQUDWDPLHQWRY GH GDW
SHUVRQD®HWY XQOD EUHFKD GH GDWR\
GDGR RHSRGU D SURGXFLU GD3RV VR
GHUHFKRYV \ OLEHUWDGHY GH ODXMRSWH |
GDWRYV VRQ REMHWR GHO WUDWDPLHC
LQGHSHQGLHQWHPHQWH GH RWURYV Sl
SURGXFLU DO UHVSRQVDEOH R HQFDU
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