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quInerabiIity ‘l Exploit ‘l Injection

Final Code ” Backdoor




1)

dominio.com

(2) IP:!
10.56.34.137

/(3) IP:
10.56.34.137

(4) Contenido: ",
HTML, CSS, JS y media



'HVFULSFLYQ &DWHJRUtD /IHYHO

3KLVKLQJ | ,Q\HFFLYQ R HQJDXxR SDIHSKWOWDyR%EY +DELOLGDG )U
6SDP LQIRUPDFLYQ /IRJLQ PROQLWRU




Remote site: /public_html/wp-content/plugins/joom,

Remote site: /public_html/wp-content/plugins

Filename

_inc

views

index8632.php
joomjs.php.suspected
index.php

akismet.php
class.akismet-widget.php
error_log

readme.txt

wrapper.php
class.akismet-admin.php
class.akismet.php

Filename #

Fi .

Login-wall-KiLxb
Login-wall-NUJIF
advanced-custom-fields
all-in-one-wp-security-and-firewall
alltimeusdflowingin
contact-form-7
disable-comments
google-sitemap-generator
joomjs

js_.composer

page-links-to
really-simple-captcha
sucuri-scanner
wordfence

wordpress-seo
wp-pagenavi-master
hello.php

index.php

Filesize

24313
28
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$7$48( '"HVFULSFLYQ &DWHJIRUtD IJHYHO

3KLVKLQJ  ,Q\HFFLYQ R HQJDXxR SDIHSKWOWDYRE®E +DELOLGDG )U
6SDP LQIRUPDFLYQ IRJILQ PRQLWRU
)XHU]D %UXSMIREDU FRPELQDFLRQHVYRGHQ '$) SOXJLQ S
'LFFLRQDULRVXDULR FRQWUDVHXD LQIRUPDGR, B-@RORV LQWHQWR)

 :LNLSHGLD

BPRVWBFRPPRQBSDVVZRUGV
. KDYHLEHHQSZQHG FRP
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Website Application Firewall (WAF)

Protect and Speed Up Your Website

Application Signatures Correlation

All Original Host

HTTP / HTTPS Traffic

Profiling and Heuristics Engine

Good
HTTP / HTTPS Traffic

Bad
HTTP / HTTPS Traffic
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3KLVKLQJ
6SDP

'"HVFULSFLYQ

,Q\HFFLYQ R HQJDxR S
LQIRUPDFLYQ

&DWHJRUtD

DSHS K IV DWW Dy
/IRJILQ

RS

IHYHO

+DELOLGDG
PRQLWRU

)U

)XHU]D %U
'LFFLRQDU

LRVXDULR FRQWUDVHXD
 :LNLSHGLD

XSULREDU FRPELQDFLRQHYRGHQ

BPRVWBFRPPROBSDVVZRUGYV
v KDYHLEHHQSZQHG FR

LQIRUPDGR

P

.é&QF

'$) SOXJLQ S
RORV LQWHQWR)

‘66

SHGLUHFFLYQ -6

SHS

ﬁgiF

LyQ

 QWHJULGDG

' $
G

H
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Google

Google Membership
Rewards

Congratulations !
Every Tueday we select 10 lucky Apple ut
our sponsors. This free gift is exclusively
continuous support for our product and si

You have been selected to win a gift from~

The page at promotion.com-rewards.club says: * |

Congratulations iPad user!

You are selected by Google to be among the first few ]
persons to win an iPhone 6s or other Google prizes! This

free gift is exclusively only for loyal Apple users in Canada.

Please confirm that you are the owner of this iPad phone

by clicking OK. Google Gift!

v 1) from T——————————

i is just our way to thank you for your

‘WOrtn up to-$ 74y 1ryou-answer tme next 4 questions correctly.

ACT NOW! 9 other Apple users have received this invitation with only 5 prizes to win.

You have 1 minutes 30 seconds to answer the questions before someone else takes over your spot. Good luck!

Question 1 of 4: Who founded Google?

Bill Gates

Mark Zuckerberg

Larry Page



i Apps @

& https://newsfile.clu mezdez

newsfile.club wants to

Show notifications

Block
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3KLVKLQJ
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,Q\HFFLYQ R HQJDxR S
LQIRUPDFLYQ

&DWHJRUtD

/IRJLQ

DIUHS K IV DWW Dy

IHYHO

+DELOLGDG
PRQLWRU

)U

)XHU]D %U
'LFFLRQDU

LRVXDULR FRQWUDVHXD
 :LNLSHGLD

v KDYHLEHHQSZQHG FR

XSULREDU FRPELQDFLRQHYRGHQ
LQIRUPDGR

BPRVWBFRPPROBSDVVZRUGYV

P

'$) SOXJLQ S
B MRORV LQWHQWR)

‘66

SHGLUHFFLYQ -6

SHS

ﬂng
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1XHYDV 9X

OBVFXEULU QXHYDV Y X(

DQHUDELOLC

B%EHV

,QYHVWLJDF

L



https://en.wikipedia.org/wiki/Wikipedia:10,000_most_common_passwords
https://haveibeenpwned.com/

$7$48( '"HVFULSFLYQ &DWHJIRUtD IJHYHO
3KLVKLQJ  ,Q\HFFLYyQ R HQJDXxR SDIHSKO/OWDYRE® +DELOLGDG )UR
6SDP LQIRUPDFLYQ IRJILQ PRQLWRU
)XHU]D %UXSMIREDU FRPELQDFLRQHVYRGHQ '$) SOXJLQ SC

‘'LFFLRQDU

LRVXDULR FRQWUDVHXD

 :LNLSHGLD
BPRVWBFRPPRQBSI

_ KDYHLEHHQSZQHG FR

DVVZRUGYV
P

LQIRUPDGR

&‘:QRORV LOQWHQWRY

‘66
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LyQ
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Man in the Middle



Attacker

» | www
Injects fake / ‘

DNS entr 7 .
y Request resolves Fake website

to fake website

v
. .
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E
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NS
C"ent Issues request Rea' website

to real website




SSL

Secure Sockets Layer

Data Theft Eavesdropping

% Internet %

([—m
-]
-1

¢ SSL o|| Y

W
= \l/ — b

Encrypted Connection Website
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Internet Service Providers Hackers Govemments

@ Encrypted tunnel

. VFN

Using your computer Internet
abroad



$7$48( '"HVFULSFLYQ &DWHJIRUtD IJHYHO
3KLVKLQJ  ,Q\HFFLYyQ R HQJDXxR SDIHSKO/OWDYRE® +DELOLGDG )UR
6SDP LQIRUPDFLYQ IRJILQ PRQLWRU
)XHU]D %UXSMIREDU FRPELQDFLRQHVYRGHQ '$) SOXJLQ SC

‘'LFFLRQDU

LRVXDULR FRQWUDVHXxD
'LNLSHGLD

e

L 4

LQIRUPDGR

%’

RORV LQWHQWR)

BPRVWBFRPPRQBSDVVZRUGV
. KDYHLEHHQSZQHG FRP
'66 SHGLUHFFLYQ -6 SHSXWDFLYQ '$)
,QWHJULGDG GH

1XHYDV 9XOBVFXEULU QXHYDV'YXOQHUDELOLG%%HV ,QYHVWLJDFL

0DQ LQ WKHQWHUYHQLU FRPXQLFDFLRQHYV &RPXQLFDFLRQHV

OLGGOH

'R6 ''"R6 | 'HVKDELOLWDU VHUYLFLRV RPY¥DLFDFLRQHYV
5HEXUVRV
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'HVFULSFLYQ &DWHJRUtD /IHYHO

64/  QMHFWBR@®@TXH D OD EDVH GH GDWRYV %S DVH GH 'DWRYV
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64/ ,QMHFV

'HVFULSFLYQ

VBERV@Q TXH D OD EDVH GH

&DWHJRUtD /IHYHO

GDWRYV

25 |

ODOVH GH 'DWRYV

5DQVRPZD!

JBIHFXHVWUR GH ORV GO

WRV ILFKHU

JLEKHURYV

&




{ Onanimus?7 R4nsomwar3 }

Lt Change the Filename because it Can Dam the File If Y. O Return You

site

Bitcoin (BTC) Address : [1HmEGmGDuBITEb3Q4NQ|

| B | [ Decrypt |

Contact Telegram : @feyensss

~Tap Background to music~

Must Enter the P



|_] .ftpquota.Ox4f6e616e696d757337 17 OX4F6E616.. 26/

[ .htabackup 114 HTABACK.. 26/
[ .htabackup.Ox4f6e616e696d757337 57 OX4F6E616.. 26/
[ .htaccess-DISABLED 114 HTACCESS.. 26/
[) .htaccess.Ox4f6e616e696d757337 57 OX4F6E616.. 26/
] 7.php.0x4f6e616€696d757337 215 OX4F6E616... 26/ B s e b nenne e
E::Z:'php s 26/, [Bd57 d972 e248 167d 1e7f 4556
.php.0x4f6e616e696d757337 2742 OXAF6E616.. 26/ SEE SEEE SRed madl mags Rk
[ cgi-bin.zip.0x4f6e616e696d757337 202.318.369 OX4F6E616... 19/ 8548 2414 4290 9442 9962 7147
[ error_log 32.096 File 27/ 2116 574d 44db 8e00 a3bb 2fe7
[ error_log.0x4f6e616e696d757337 2304 OXAF6E616.. 26/ e445 37f9 dbdb 1b74 8b26 le4l
€ googlec55310faa35eldc.html 54 Firefox HT... 27/ 29§g g;gg izgi “1‘%33 832;_ ;gg;
€ indexhtmi GV Fuetomtil. 211 S3dc Be69 2450 (269 47c2 Adic
Bl index.php 0 PHP File 27/ 4962 la2e €103 22d5 69c8 056
[ index.php.0x4f6e616e696d757337 251 OX4F6E616.. 26/ af2c 410e 6b35 813c bc25 4830
[ license.txt.0x4f6e616696d757337 7.283 OX4F6E616.. 26/ 8e2c 10a7 82dc ale3 c8d8 3894
(") onanimus7.php.Ox4f6e616e696d757337 2130 OX4F6E616.. 26/ e e
[ readme.html.Ox4f6€616e696d757337 2993 OXAF6E616.. 26/ 2‘2’22 ‘;;éz g’jg; gig; 813? gggz
1a99 8813 2146 8aa7 9f59 0412
c70f ©c2c be2a 22bc 808b 2826
f4ba 35d4 279d a3bd 6f3e 0dd7
5ff3 799b 3964 9fdb 4199 2359
f9a6 43a5 a7f9 5576 9976 84ed
ceed4 6f6e 279 74fb 3152 74af
— - — 4b88 5595 8e86 2e43 6ecc 0259
[ test.html.Ox4f6e616e696d757337 5 OX4F6E616.. 26/
['] wp-activate.php.Ox4f6e616e696d757337 2416 OX4F6E616.. 26/
['] wp-blog-header.php.0x4f6e616e696d757337 225 OX4F6E616... 26/
E]wp-comments-post.php.0x4f6e616e696d75... 1.046 0X4F6E616.. 26/
Dwp-config-sample.php.0x4f6e616e696d757... 1.190 O0X4F6E616... 26/

[ wp-config.php.Ox4f6e616e696d757337 1.884 OXAF6E616.. 26/
e} =

- AA™ SN ABS PR - sa
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Top 10 Web Application Security Risks

There are three new categories, four categories with naming and scoping changes, and some consolidation in
the Top 10 for 2021.

2017 2021
A01:2017-Injection A01:2021-Broken Access Control
A02:2017-Broken Authentication A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure A03:2021-Injection
A04:2017-XML External Entities (XXE) (New) A04:2021-Insecure Design
A05:2017-Broken Access Control A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization (New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities / A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey
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