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WisleX Nelan

» Computer Science Engineer &
Technology consultant

» Photographer & Early Adopter
» Truly curious guy

» 2015: SUCURI
Incident Response & Easy SSL

» 2019: GoDaddy Spain
Interim Head of IT @ GoDaddy
Nelellp!
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Sucuri: Anaconda
(No Securi / Security)

Website security

Fully remote (people from > 25
countries around the world)

2008: Foundation

2017: Proud part of the
GoDaddy family GODaddy

Free scanners:

Sitecheck
(sitecheck.sucuri.net)

Performance
(performance.sucuri.net)

#WCOsaka2019 Nestor Angulo (@pharar)



Hacker VS Cyberterrorist

Concepts Malware

Cybersecurity

Facts

Targets

The Art Of War: Hacking WordPress i / Know your Weaknesses

In the mind of your enemy Process

Defacements

Hacking WordPress

\ Gallery of Horrors Black Hat SEO

DDoS / BotNets

Characters in this story
Countermeasures: Security as Layer-based system
Reactive vs Proactive The more Doors, the higher Risk

Reactive vs Proactive Measures

WAF

#WCOsaka2019 Nestor Angulo (@pharar)




#WCOsaka2019 Nestor Angulo (@pharar)

—
—

Concepts

GIVING CONTEXT



DISCLAIMER 12

a Any sensitive information has been protected/encrypted to
preserve privacy. Any similiarity with reality is a coincidence.

" I'm responsible of what | say, not what you infterpret.

;f Always ask an expert.

#WCOsaka2019 Nestor Angulo (@pharar)



There are two types of

companies: those'who
have been hacked, and
those who don’t yet know
they have been hacked.

John Chambers
Chief Executive Officer of Cisco
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John Chambers
Chief Executive Officer of Cisco
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HACKER VS Cyberterrorist

Hacker:

Curious person who loves to go
beyond limits or convetionalisms.

#WCOsaka2019 Nestor Angulo (@pharar)

Cyberterrorist / Cracker:

Computer Hacker, whom intentions are
always aligned to enrich himself in a zero-
sum game situation.

The bad guy



Hacker Hat Colours 16

» Black Hat » Grey Hat » White Hat
Cyberterrorist, White Hat using Security Analyst,
thief illegal procedures  ethical hacker

A4

A4
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Malware 17

» Software intentionally designed to cause
damage to a computer, client, or computer
network.

» Some types:
» Backdoors, zero-day

610CPARSOOM#

» Exploifs

» Trojan horses, Fremium plugins

(1oisoyd@) ojnbuy JoJsoN

» Ransomware, Spyware
» Adware, Scareware ‘



CyberSecurity Cyber Security |G

& Web Security NP . COR——

i

==ss mme=
|
CYbe!'SG.CUl'Ii'Y: = Network Defense ' System Administration ﬁ
Security in the digital world
Web Securify: Logging and Monitoring ?8}2,81@3}@ Cryptography and ﬁ;oz
Field of Cybersecurity e
Covers what happens
Th rou g h pOI’T 80 / 4 43 Web Application Security Programming Foundations < / >
Threats and Vulnerabilities w Project Management ﬁ
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Infected Websites Platform Distribution - 2018

90%

46% 4.
— s 37%  09%  06% 04%  0.7%

w " X @ x ZF T -

WordPress Magento joomla! Drupal ModX PrestaShop OpenCart Others

Source: Website Hack Trend Report 2018 — sucuri.net
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The Art of War

IN THE MIND OF YOUR ENEMY



Common Targets

: — Website
e Users info — Content
Infrastructure Bot Net Q Reputation

#WCOsaka2019 Nestor Angulo (@pharar)



23

Know your weaknesses

» You are your weakest point
» You can be scammed
» Passwords.
» Vulnerable to brute force attacks
» Leftovers
» Admin users
» Outdated/vulnerable software

» Enabled/Disabled notf-in-use
plugins/themes

» Non-secure connection (avoid public wifi)
» Vulnerable to Man-In-the-Middle attacks

#WCOsaka2019 Nestor Angulo (@pharar)



Hacking WordPress. The Process

e

D

e

D

Injection

Final code

o

Backdoor

Spam /
defacement

Final code

BotNode

N
N
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Definitions

» Vulnerability

» Bug in the code or posibility of misuse
that can be exploited to perform
unauthorized actions within @
computer system.

» Exploit

» Software that leverages a
vulnerability

» Backdoor

» Malware which allows remote
execution of code

#WCOsaka2019 Nestor Angulo (@pharar)
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WPScan Vulnerability Database

Cataloging 16867 WordPress Core, Plugin and Theme vulnerabilities

Free Email Alerts . Y Try our API

Latest WordPress Vulnerabilities

2019-10-14
2019-10-14
2019-10-14
2019-10-14
2019-10-14
2019-10-14
2019-09-05

WordPress <= 5.2.3 - Admin Referrer Validation

WordPress <= 5.2.3 - JSON Request Cache Poisoning

WordPress <= 5.2.3 - Server-Side Request Forgery (SSRF) in URL Validation
WordPress <= 5.2.3 - Stored XSS in Customizer

WordPress <= 5.2.3 - Stored XSS in Style Tags

WordPress <= 5.2.3 - Unauthenticated View Private/Draft Posts

WordPress <= 5.2.2 - Cross-Site Scripting (XSS) in URL Sanitisation

Latest Plugin Vulnerabilities

2019-11-26
2019-11-19
2019-11-19
2019-11-17
2019-11-14

WP Spell Check <= 7.1.9 - Cross-Site Request Forgery (CSRF)

Jetpack 5.1-7.9 - Vulnerability in Shortcode Embed Code

WP Maintenance <= 5.0.5 - Cross-Site Request Forgery to Stored Cross-Site Scr...
Sassy Social Share <= 3.3.3 - Cross-Site Scripting (XSS)

Blog2Social < 5.9.0 - Cross-Site Scripting Issue

#WCOsaka2019 Nestor Angulo (@pharar)

SEARCH

WPScan
Vulnerabillity

BDlelfeleloN=

wpvulndb.com



https://wpvulndb.com/
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Defacements
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Example 1:
Photographer
Gallery
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Photography Engagements Portraits 31
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Newborns & Headshots &
Maternity Seniors Executive Portraits
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Gallerics - ALL

32

Seniors

5 |

Protogaphy - Haeked B ralellhlmZ
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Example 2:
Pet food store




Dog
Dry Dog Food

Wet Dog Food

Dog Treats & Dog Bones

Dog Supplements & Special Food
Dog Kennels, Dog Flaps & Gates
Dog Crates & Dog Travel

All

Cat

Dry Cat Food

Wet Cat Food

Cat Litter

Cat Litter Boxes & Litter Trays
Cat Trees & Cat Scratching Posts
Cat Baskets & Beds

All

. SPECIALIST DIETS &

SUPPLEMENTS

Healthy from whisker to'@'tan

Top recommendations:
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Hacked by El Moujahidin
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#Free Syria
#Free Palestine

Tell Your Gov , Te Know About Palestine
We Will Countinue Hacking The Sites , To Send The Message Of Our Palestine And All Arabs
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I:‘ Partial / full replacement of welbsite

frontend.

DEFACEMENTS

A
s,
-}
z

- Users (hear theml)

Easy detection:
- Scanners

Target:
Awareness or social/political
revindication

#WCOsaka2019 Nestor Angulo (@pharar)




Black Hat SEO /
Spam
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- H) web Design Inspirat
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e ’ ﬂ %am/g, Home. But nothing beats the prices at Droidepot, the best android phones

marketplace.. Also, don't forget to check out the best android smarphones at
"You've dealt with the rest, now hire the best" -
Droidepot.

Commercial Cleaning. But nothing beats the prices at Droidepot, the best

android phones marketplace.

Carpet. Droidepot.com is the only android hardware shop you must visit.

610CPARSOOM#

Stone, Tile, & Grout. Also, don't forget to check out the best android smarphones

at Droidepot.

Construction. But nothing beats the prices at Droidepot, the best android

phones marketplace.

(1oioyd@) ojNBuy JI0JSON

Professional Janitorial Services

Consistency. Simplicity. Value.

Trusted by "businesses

—
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- H) web Design Inspirat... %

Example Domain
www.example.com/ ~
This site may be hacked.

N
V)

0ZOAOSODMH

Example Domain. This domain is established to be used for illustrative examples in

documents. You may use this domain in exam
for permission. More Information. ..

9 Aomatcaby Bt S

ples without prior coordination or asking




site-anotherinfectedsite dom cheap Remote site: /home /N htm|

Filename

wp-includes-srcbak
wp-admin-srcbak
wp-content
yyociwe

Cheap Nike Shox Boys 6.5 23 Air Jordan Comforters ... cO1fce

anotherinfectedsite. dom/page/ivioxp1D v

cheap nike shox boys 6.5 Shop our premium selection

_ _ docs
f bovs nike shox turbo online

now for great prices Boys toddler nike air max 90 premium running shoes ZZijUCG
wp-includes

Air Yeezy Shoes Cheap Real Air Yeezy Shoes - Natural ... wp-admin
anotherinfectedsite dom/page/IpNxoxxS8vukK v .sucuriquarantine

Results great but cheap air yeezy shoe cheap shoes mer

DISABLED
info.php

Cheap Jordan Sneakers Wholesale Cheap Jordan Website ... .user.ini
anotherinfectedsite dom/page/iviCxooxiQVH v .htaccess
Cheap jordan sneakers wholesale we cheap jordan sneakers wholesale are a cheap gd-config.php

robots.txt

asual shoes men’s flats as well as cheap and more onli

jordan website large wholesaler cheap wholesale nike dunks and retailer

Cheap Jordan Flight 45 - Natural Medicine Journal license.txt

anotherinfectedsite dom/page/IRxxxxxyvnd v zzkwjuce.zip
Cheap jordan flight shop jordan flight shoes at foot locker All of the popular jordan flight 69089f65dd9.php.suspected

high max release date jordan flight shoe models like cheap jordan flight
| ' ' - 11380aa99fe.php.suspected

. . history-template.php.suspected
Paypal Cheap Air Jordans 13 Cheap Custom Air Jordans ... Y ) P PRp=ER
anotherinfectedsite dom/page/IviooxRNH » wp-conflg.php

Cheap authentic retro jordans with paypal Cheap buy wholesale air jordan retro xiii he 75130638c52.php.suspected

got game. Need new jordans for valentines 2014 new laces Og 2014 nike

i
N

6 LOCOARSOOM#
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BLACK HAT
SEO / SPAM

@

#WCOsaka2019

Spam/unwanted content in
your site

- Scanners (Easy)
Defection: - users (near them!)

- Search Engine warnings

Target:
Your SEO and reputation

Nestor Angulo (@pharar)



DDoS Attacks /




Definitions

DoS affack
Denial of Service

Overhelmed application due to a

O huge amount of petitions
el DDoS attack
e Distributed DoS

BotNet

Net of websites linked to act
coordinated

Initiate
Attack

Initiate Attack Attack Traffic

i

Attacker
Control

Server

Botnet
Attach Nodes

Have bot nodes and a bot master

#WCOsaka2019 Nestor Angulo (@pharar)



S NORSE

ATTACK ORIGINS ©

# 0 Country

8 = United States

2 ™ China

1 @ Canada

1 W Italy

1 W Mexico

1 ™ Russia

ATTACKS ©
Timestamp
Organization Location P

2014-08-26 01:14:30.45 Shanghai QianWan Shanghai, China 219.235.2.112  unknown, Bulgaria ms-sql-s 1433
2014-08-26 01:14:31.80 N/A unknown, Italy 93.186.241.139  unknown, Italy unknown 8090
2014-08-26 01:14:32.47 | CariNet San Diego, United States 71.6.165.200 Saint Louis, United States memcache 111
2014-08-26 01:14:33.80  CariNet San Diego, United States 71.6.167.142 Miami, United States EtherNet/IP-2 44318
2014-08-26 01:14:34.47  Nether Network Englewood, United States 204.42.253.130  unknown, France snmp 161
2014-08-26 01:14:34.80  Highload Lab Moscow, Russia 93.180.5.26 Saint Louis, United States domain 53

&

3

kv,

48

ATTACK TARGETS ¢

#.0  Country
9 = United States

@) T France

0]

-t b h e e - N SR

Service

db-Isp-disc
ms-sql-s
isakmp
unknown

» f &
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Affecting to your infrastructure

BOTNETS, - Usually difficult

CRYPTOMINERS, Q Detection: -Strange use of resources
BIBDION - File Integrity Scanner

l?h WAF recommended

- Your server's resources
(@’) Target: - User's resources.

- Zombie node

#WCOsaka2019 Nestor Angulo (@pharar)
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W

Characters in the Story
(if something happens)

PR O

610CPARSOOM#

e Owner / e Agent / C3 e Security >
atelagligh e Support & department 5
* Developer &  Backups * External g
Designer services )

e Users/clients



Security In Layers

You ( the weakest layer )

Your device ( Antivirus )

Your connection ( SSL )

Your website ( WAF )

Your credentials ( Strong Passwords / 2FA )
Your site security ( monitor / updates )
Your server security ( monitor / updates )
Your database ( monitor )

vV v v vV v vV VvV VY Y

Maintenance tasks

#WCOsaka2019 Nestor Angulo (@pharar)




Measures: Reactive vs Proactive

%
Reactive: Proactive:
When bad things have Before anything bad
already happened happens

Pain mitigation Risk mifigation

#WCOsaka2019 Nestor Angulo (@pharar)



, » Scan your site:
Reactive » Status: Sitecheck.sucuri.net
medasures » Blacklist: Virustotal.com

» CRC: Check, Remove and
Change

Oar‘

4@ » Update
) » Restore a backup

#WCOsaka2019 Nestor Angulo (@pharar)



A AT e, <= New SEO ¥ Howdy,

Dashboard Users Add New

Allin One SEO
| Welcome to the newest version of WP Smush! Auto-smushing on upload is lightning fast now that we handle all the smushing asynchronously. Find out

Jetpack

All (5) | Administrator (3) | Contributor (2) Search Users

Unyson Bulk Actions j Apply Change role to... j Change 6 items
Username Name Email Role Posts

Blog Posts
- sinin AT Oy -
Pages

n akmin no@email.com Administrator 1
Comments :
Forms : janel — w Contributor 0
FooGallery
Portfolio L levy m “_ Contributor 33
Feedback

managed-wp-migration- Managed WordPress Migration User noreply@secureserver.net Administrator 0
Forms 465790ae
Appearance )

wp.service.controllernlHmp6 None 0
Plugins (3
Users 7 Username Name Email Role Posts

BulkActionsj Apply Changeroleto..._vJ Change 6 items



Proactive » Reduce admins, plugins and
themes

» Backups

» Updates

» Invest In Hosting & Security
» WAF

Mmeasures

o

#WCOsaka2019 Nestor Angulo (@pharar)




“To Caesar, what is Caesar's”.
Admin stuff with admin account. The
rest, with a limited account

The more Doors,
the higher Risk

All user's passwords MUST be
unique and strong
(better with 2FA when possible)

Applied to all layers
(wp-admin, [S]FTP, cPanel, dashboard,

db, ...)

#WCOsaka2019 Nestor Angulo (@pharar)




BACKUPS

» Have a backups sirategy

NEVER store the backups in your
production server

A clean and FUNCTIONAL
backup will be your best friend a
bad day

- You need backup

#WCOsaka2019 Nestor Angulo (@pharar)



BACKUPS

» Have a backups sirategy

NEVER store the backups in your
production server

A cleanand FUNCTIONAL

backup will be your best friend a
bad day

#WCOsaka2019 Nestor Angulo (@pharar)



Updates

PLUGINS

THEMES @ P@ATE

N LA AT S

APACHE / NGINX
SERVER
CPANEL / PLESK

vV vV v vV v v VY

#WCOsaka2019



How Frequently do you Install
Security Patches for your clients'?

AUTOMATIC UPDATES ENABLED (208)
36.9% G

AS SOON AS POSSIBLE (172)
30.5% G

CLIENTS ARE RESPONSIBLE (72)
12.8% G

WHENEVER | HAVE TIME (69)
12.2% G

WHEN PROMPTED OR CLIENT REQUESTS (30)
5.3% D

| DON'T (13)
23% @

#WCOsaka2019 Nestor Angulo (@pharar)

63

"
= N

Updates

Source:
Web Professional Security
Survey 2019 - Sucuri.net




Remember 1o Invest In

o

SECURITY HOSTING



Hosting

FIRST LAYER OF BALANCE BETWEEN e R e O A acE

YOUR SITE'S DEFENSE PRICE AND FEATURES AND MAINTENANCE

#WCOsaka2019 Nestor Angulo (@pharar)
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QUE HAY ABAJO, HE ROBAPO UN

I Vs Naw PN N

TAYUPANPO'A LOS BOMBEROS,

iME GUSTARIA SABER
QUIEN FUMA PE ESA
MANERA EN EL VES-

i TieULO!

1PLES VAYA UN MONSTRUO QUE ME HA
SALIPO! 1EN CLUANTO SE ENTERA DE QUE |8
AY UN INCENDIO POR AHI, SE ME DES-

MAYA!

1HORROR! 15) TODAVIA NO HAN ;
PUESTO LA LONA ! {50CORR000!

“Humo! Ml HACER
SENALES!IMI HACER
. SENALES! _

iEL NUEVO INQUILINO, CAT
QUE. HAY UN INCENQIO CERCA,5A-
\ | £ CORRIENDO CON LA MANTA!

TOH! iCON ESTE HUMO, EN VEZ DE HA-
CERLE LA OPERACICN AL em’ol, SE
LA HE HECHO AL DUERO!

——

< JE ENVIE ANULANTO
P eEGUROS PIF 229ABE LA CARTA OUE BNV S 57 E A
POEGUROS T1% L5, "ISCENPOS pe Mi TI gt



Source: 2019 Sucuri survey to ecommerce owners.

O~
N

How much budget do you have to invest in website security?

ZERO (77)

45.6% G

6 LOCOARSOOM#

UP TO $100 PER MONTH (64)
37.9% G

UP TO $500 PER MONTH (18)

3.0% @@

N
10.7% G Q@
c
O
UP TO $1,000 PER MONTH (5) o]
Q
o)

$1,000+ PER MONTH (5)
3.0% @@



WAF

Your guard
ofele

L] 1

FILTERS ALL YOUR
WEB TRAFFIC

PROTECTS AGAINST
XSS, DDOS, ...

92 ff\@

IF IT INCLUDES CDN, FORENSIC ANALISYS
IMPROVES YOUR SITE'S TOOL

SPEED &
PERFORMANCE

#WCOsaka2019 Nestor Angulo (@pharar)

n

PATCHS VIRTUALLY WIDELY
KNOWN SOFTWARE
VULNERABILITIES

ALLOWS MANUAL
BLOCKING
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Sucuri Network

All Application Signatures Correlation Original Host

HTTP / HTTPS Traffic Profiling and Heuristics Engine

Good
HTTP / HTTPS Traffic

HTTP / HTTPS Traffic

#WCOsaka2019 Nestor Angulo (@pharar)
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