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Un hackeo practicamente
nunca es orientado a un
cliente

(98% of cases)

Los parches de seguridad
y actualizaciones
aparecen normalmente
después de descubrirse la
existencia de exploits

debido a un control y
mantenimiento
deficientes

Errare Humanum Est

Un certificado SSL
no es un escudo
anti-hacking

La Seguridad nunca
garantiza (ni lo hard) un
100% de efectividad




Hacking WordPress. El Proceso

Vulnerabilidad

. Inyeccion
-> Exploit i

|

Cddigo Final Backdoor

Spam /
defacement

BotNode Cddigo final




Posibles objetivos en WordPress







Hacker: Ciberterrorista / Cracker:

Hacker informatico, cuyo objetivo es
siempre enriquecerse en una
situacion juego de suma cero.

Persona curiosa que le gusta
ir mas alla de los limites y
convencionalismos.



* Black Hat * Grey Hat * White Hat
Ciberterrorista, White Hat Hacker  Analista de
Ladrén, el chico que utiliza métodos seguridad, Hacker
malo. ilegales. ético.



Definiciones

* Vulnerabilidad

* Error en el cédigo o posibilidad de utilizacion
malintencionada de un recurso que puede ser
explotado para realizar actividad no autorizada en un

sistema informatico.

* Exploit
* Programa que aprovecha una vulnerabilidad

* Backdoor
* Malware que permite ejecucién remota de codigo



Personajes en esta historia (si pasa algo)

Tu sitio Proveedor Hosting Experto en Seguridad
Dueno / Admins Agentes / C3 Departamento
Desarrollador & Soporte & Backups Interno

Disefiador Servicios externos

Usuarios/clientes



Qué es la
Seguridad de
Informacion

Communication
.d

- ~__ * Confidencialidad
Concepto

CID (CIA) B Disponibilidad

Conceptor ML Sl
A\D) * Alteracion

(B/2\8)F 1« Destruccion
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Seguridad: Modelo por capas simplificado

___ Cpa Proteccién

T4, la capa mas débil Conocimiento

Tu dispositivo Antivirus

Tu conexidn SSL

Tu sitio web WAF

Tus credenciales Contrasenas fuertes, 2FA

La seguridad de tu sitio monitor, plugins, updates
La seguridad del server monitor, sysadmin, updates
La base de datos monitor, sysadmin

Tareas de mantenimiento
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There are two types of

companies: those'who
have been hacked, and
those who don’t yet know
they have been hacked.

John Chambers
Chief Executive Officer of Cisco

#WCZGZ - 2020 Nestor Angulo (@p
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Timestamp Type

Organization Location P Location Service Port
2014-08-26 01:14:30.45  Shanghai QianWan Shanghai, China 219.235.2.112 unknown, Bulgaria ms-sgl-s 1433
2014-08-26 01:14:31.80 N/A unknown, Italy 93.186.241.139  unknown, Italy unknown 8090
2014-08-26 01:14:33.80  (ariNet San Diego, United States 71.6.167.142 Miami, United States EtherNet/IP-2 44318
2014-08-26 01:14:34.47  Nether Network Englewood, United States 204.42.253.130  unknown, france snmp 161
2014-08-26 01:14:34.80  Highload Lab Moscow, Russia 93.180.5.26 domain
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Attacker

o WWW
Injects fake / ‘

DNS entr 3 .
y Request resolves Fake website

to fake website
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User Web Application
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Man in the Middle




SOL

Secure Sockets Layer
Data Theft Eavesdropping
@ Internet %
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Encrypted Connection Website
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Using your computer Internet
abroad






Remote site: /public_html/wp-content/plugins/joom,

Remote site: /public_html/wp-content/plugins

Filename

_inc

views

index8632.php
joomjs.php.suspected
index.php

akismet.php
class.akismet-widget.php
error_log

readme.txt

wrapper.php
class.akismet-admin.php
class.akismet.php

Fi

Filename

Login-wall-KiLxb
Login-wall-NUJIF
advanced-custom-fields
all-in-one-wp-security-and-firewall
alltimeusdflowingin
contact-form-7
disable-comments
google-sitemap-generator
joomjs

js_.composer

page-links-to
really-simple-captcha
sucuri-scanner
wordfence

wordpress-seo
wp-pagenavi-master
hello.php

index.php

Filesize

24313
28



A : ¥ 6 4 New SEO B Howdy,

Screen Options ¥ Help ¥

&2 Dashboard Users Add New
Allin One SEO

I Welcome to the newest version of WP Smush! Auto-smushing on upload is lightning fast now that we handle all the smushing asynchronously. Find out more here >>

@ Jetpack
Al (5) | Administrator (3) | Contributor (2) Search Users
N Unyson Bulk Actions LI Apply Change role to... _:] Change 6 items
Username Name Email Role Posts
A Blog Posts
: admin ‘ Administrator 78
8 medis A
B Pages
n akmin no@email.com Administrator 1
® Comments 1
£ Forms janel — Contributor 0
& FooGallery
& Portfolio levy n Contributor 33
F=] Feedback
managed-wp-migration- Managed WordPress Migration U Administrator 0
E=l Forms 465790ae
¥ Appearance .
wp.service.controllerlHmp6 None 0
% Plugins @3
& Users Username Name Role Posts

All Users BulkActionsj Apply Changeroleto..._v_l Change 6 items

Add New
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Actualizar temas

(] seleccionar todos

(] > Twenty Fifteen
h Tienes la version 2.5. Actualiza a la 2.6.

J
1
u

Twenty Fourteen
Tienes la versidn 2.7. Actualiza a la 2.8.

Twenty Nineteen
Tienes la version 1.4. Actualiza a la 1.5.

Twenty Seventeen
Tienes la version 2.2. Actualiza a la 2.3.

Twenty Thirteen
Tienes la version 2.9. Actualiza a la 3.0.

(] weowswmowss  Twenty Twenty

— Mumwun of Maderm Art

Tienes la versién 1.1. Actualiza a la 1.2.
N
B |

(] seleccionar todos

Actualizar temas
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Documents

Scientific =
Reports

Subscription s -
Information

Competitor
Websites

TOR Encrypted sites

o——— Drug Trafficking
o——— Private Communications
o—— Political Protests
o— |llegal Information




Surface Web

Deep Web

Dark Web

Academic databases
Medical records

Financial records

Legal documents

Some scientific reports
Some government reports
Subscription only information
Some organization-specific
repositories

TOR

Political protest

Drug trafficking

and other illegal activities

of content on the
Web (estimated)




4%
OF www
CONTENT

s the ‘Invisible Web', it is the content that

° n 5
(o] ~annot be indexed ,”»\,,' search o"‘.;r',‘.'",o‘\ And L 1S

OF Www
CONTENT




The Deep Web

Only 4% of Web content (~8 billion pages)
is available via search engines like Google

The Deep Web

Approximately 96% of { tal
universe is on Deep Web sites
protected by passwords




Compara le revisioni di “Hacked By Shade”

« Torna all'editor

[ Confronta due revisioni qualsiasi

Precedente « o

Revisione corrente di
1 settimana fa (3 Mar @ 09:17)

Titolo
Hacked By GeNErAL
Contenuto

<title>=lHacked By GeNErAL alias Mathis!~</title>
<h2>Hacked By GeNErAL</h2>&nbsp;</font></p><img border='0"
src="http://www.officialpsds. com/images/thumbs/Baby-Devil-
Toon-psd9848.png ' ><br><br><br><b>Greetz : Kuroi'SH, RxR,
K3LOT3X </b><br><br></FOOTER><b><code><h1>\1/Just for Fun
~Hacked By GeNErAL\!/</code></hl></b><p
align="'center'><font color='red' /><font face='Superdie'
size='5' color='#FFO000'>Hacked By GeNErAL! !</font>
</font></p>

Hacked By Shade

<title>Hacked By Shade</title><h2>Hacked By
Shade</h2>&nbsp;</font></p><img border='0' src='https://s-
media-cache-ake.pinimg.com/originals/e0/38
/0e/e0380e49476ace36T11579c15784db37. jpg ' ><br><br>
<br><b>GreetZ: Prosox - Sxtz - KDZ - RxR HaCkEr - GeNErAL
- Holako - Golden-Hacker - ~Abo-Al EoS<br><br><br><font
color="'#1560BD' />Twitter: @ShadeHaxor</b><br><br>
</FOO0TER><b><code><h1></code></h1></b><p
align='center'></p>



Medidas: Reactivas vs Proactivas

Reactiva: Proactiva:

Cuando ya ha pasado algo malo Antes de que pase lo malo

Mitigacion de danos Mitigacion de riesgos



Recuerde invertir en

SEGURIDAD HOSTING
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Website Application Firewall (WAF)

Protect and Speed Up Your Website

| Sucuri Network

All Application Signatures Correlation : Original Host
HEIE [HLIES Tratic Profiling and Heuristics Engine -
Good
HTTP / HTTPS Traffic

Il

Bad
HTTP / HTTPS Traffic



Filtra todo el

Trafico web

Parchea
virtualmente una
gran cantidad de
vulnerabilidades
conocidas

Herramienta de
analisis forense

Protege de ataques

XSS, DDOS, ...

Si incluye CDN,
mejora la velocidad
y rendimiento

Permite bloqueo
manual
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Ever'ybody Nneeds a hackEr



