WordCamp Switzerland 2023
#WCCH

Nestor Angulo de Ugarte

Round 1! FIGHT! - Or how
to survive againsta
malicious hacker

A lot is said about security, fences, plugins ... But what
does all this REALLY mean? Let’s imagine that you are a
“Street Fighter” or a “Mortal Kombat” character from
those 80’s video games and you have to face your
particular fight against a bad guy.
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Hacker:

Curious person who loves to
go beyond limits or
convetionalisms.
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Cyberterrorist / Cracker:

Computer Hacker, whom intentions
are always aligned to enrich himself
In @ zero-sum game situation.

The bad guy
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Final Code Backdoor




1)

dominio.com

(2) IP:!
10.56.34.137

/(3) IP:
10.56.34.137

(4) Contenido: ",
HTML, CSS, JS y media



$SWWDFN '"HVFULSWLRQ &DWHJRU

3KLVKLQJ 6SRRIHFWLRQ RU XVH RI WR FDSWXUH LQlRUDWgBZJQ




Remote site: /public_html/wp-content/plugins/joom,

Remote site: /public_html/wp-content/plugins

Filename

_inc

views

index8632.php
joomjs.php.suspected
index.php

akismet.php
class.akismet-widget.php
error_log

readme.txt

wrapper.php
class.akismet-admin.php
class.akismet.php

Fi

Filename

Login-wall-KiLxb
Login-wall-NUJIF
advanced-custom-fields
all-in-one-wp-security-and-firewall
alltimeusdflowingin
contact-form-7
disable-comments
google-sitemap-generator
joomjs

js_.composer

page-links-to
really-simple-captcha
sucuri-scanner
wordfence

wordpress-seo
wp-pagenavi-master
hello.php

index.php

Filesize

24313
28
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$SWWDFN '"HVFULSWLRQ &DWHJRU

3KLVKLQJ 6SDMHFWLRQ RU XVH RI WR FDSWXUH LQlRUPDW/J;,}ZEQ

%UXWH RUFH/U\ XVHUQDPH SDVVZRUG FRPEL@DWQRQV LQIRUPHG
'LFWLRQDU\ RU QRW fi

. :LNLSHGLD BPRVWBFRPPRQBSDVVZRUGYV e
¢ KDYHLEHHQSZQHG FRP
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3KLVKLQJ 6SDMHFWLRQ RU XVH RI WR FDSWXUH LQIRUPDW/EZ?Q

%UXWH )RUFH7U\ XVHUQDPH SDVVZRUG FRPEL@DWQRQV LQIRUPHG
'LFWLRQDU\ RU QRW

 :LNLSHGLD BPRVWBFRPPRQBSDVVZRUGYV e
¢ KDYHLEHHQSZQHG FRP

;66 SHGLUHFWLRQ -6 5HS
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Google

Google Membership
Rewards

Congratulations !
Every Tueday we select 10 lucky Apple ut
our sponsors. This free gift is exclusively
continuous support for our product and si

You have been selected to win a gift from~

The page at promotion.com-rewards.club says: * |

Congratulations iPad user!

You are selected by Google to be among the first few ]
persons to win an iPhone 6s or other Google prizes! This

free gift is exclusively only for loyal Apple users in Canada.

Please confirm that you are the owner of this iPad phone

by clicking OK. Google Gift!

v 1) from T——————————

i is just our way to thank you for your

‘WOrtn up to-$ 74y 1ryou-answer tme next 4 questions correctly.

ACT NOW! 9 other Apple users have received this invitation with only 5 prizes to win.

You have 1 minutes 30 seconds to answer the questions before someone else takes over your spot. Good luck!

Question 1 of 4: Who founded Google?

Bill Gates

Mark Zuckerberg

Larry Page
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&U\SWRPLQLQ@VH RI WKLUG SDUW\ LQIUDVWUXFWXUH WR PLG U\SW
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Top 10 Web Application Security Risks

There are three new categories, four categories with naming and scoping changes, and some consolidation in
the Top 10 for 2021.

2017 2021

A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
A03:2021-Injection
(New) A04:2021-Insecure Design

% A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization (New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities / A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

A01:2017-Injection
A02:2017-Broken Authentication
A03:2017-Sensitive Data Exposure
A04:2017-XML External Entities (XXE)
A05:2017-Broken Access Control
A06:2017-Security Misconfiguration

* From the Survey
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$SWWDFN 'HIHQVH V

SKLVKLQJ 6SDP +DELOLGDG )URQWHQG PRQLWRU SHS




SWWDFN 'HIHQVH V &DWH
SKLVKLQJ 6SDP +DELOLGDG )URQWHQG PRQLWRU SHSEX
%UXWH )RUFH 'LFWLR@®DULPLW ORJLQ SOXJLQ /IRJLQ







Website Application Firewall (WAF)

Protect and Speed Up Your Website

| &ORXG )L U H z D Cl— 1

All Application Signatures Correlation : Original Host
HEIE [HLIES Tratic Profiling and Heuristics Engine -

Good
HTTP / HTTPS Traffic

Bad
HTTP / HTTPS Traffic
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SWWDFN 'HIHQVH V &DWH
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;66 :$) J)LOHV LQWHJULW\ VFDQQHU 5HSX

1HZ YXOQHUDELOLWLHYS) PDLQWHQDQFH SHVHDUFK
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Secure Sockets Layer

Data Theft Eavesdropping
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abroad
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166 :$) J)LOHV LQWHJULW\ VFDQQHU 5HSXWI
1HZ YXOQHUDELOLWLHY) PDLQWHQDQFH 5HVHDUFK
0DQ LQ WKH OLGGOH 66/ 7/6 &RPPXQLFDWLRQYV
'R6 ''R6 '$) &RPPXQLFDWLRQV 5H
64/ ,QMHFWLRQ :$) /RJIV 'DWDEDVH
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1HZ YXOQHUDELOLWLHY) PDLQWHQDQFH 5HVHDUFK
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ODQ LQ WKH OLGGOH | 66/ 7/6 &RPPXQLFDWLRQV
'R6 ''R6 :$) &RPPXQLFDWLRQV
64/ QMHFWLRQ :$) /RJIV '‘DWDEDVH
SDQVRPZDUH %DFENXSV J)LOHV
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SDQVRPZDUH DFNXSV JLOHYV
&U\SWRPLQLQJ /IRJV XVHUYV SHVRXUFHV OG5HS.
YRW1IRGH :$) /RJIV &RPPXQLFDWLRQV )

&URVV 6LWH &RQWDPLQLODOWVRIQQWHIULW\ VFEFDQQHU JLOHYV
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