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dQuién soy?

 CISSP (ISC2.0rg - 2022)

* Web Security Analyst (2015-2023)
@GoDaddy WebSecurity
@sucuri.net

e Software Engineer (2023)
& Brand Ambassador

= patchstack
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A« <4 New SEO ‘ B  Howdy,

Screen Options ¥ Help ¥
Dashboard Users Add New
Allin One SEO
Welcome to the newest version of WP Smush! Auto-smushing on upload is lightning fast now that we handle all the smushing asynchronously. Find out more here >>
) Jetpack
All (5) | Administrator (3) | Contributor (2) Search Users
! Unyson Bulk Actions L] Apply Change role to... j Change 6 items
, Username Name Email Role Posts
* Blog Posts
; Media admin ‘ P Administrator 78
Pages
n akmin no@email.com Administrator 1
Comments :
Forms i janel — w Contributor 0
Il FooGallery
Portfolio levy n “ Contributor 33
=] Feedback
managed-wp-migration- Managed WordPress Migration User noreply@secureserver.net Administrator 0
=] Forms 465790ae
Aministradores falsos...
llcarmama Nama Ermail Dnla Dncke
RUsers Bulk Actions _:I Apply Change rOleW-VaLEchiéhﬂ@@tup (May-23) || Nestor Angulo (@pharar) 6 items

dd New



Current Revision by
3 months ago (4 Mar @ 09:03)

Title
Hacked By BALA SNIPER Hacked By GeNErAL
Content

<p>Hacked By BALA SNIPER<br />

Kurdish Hacker Here<br />

If you want Fix Problem Website &#8230; !<br />
Contact Me via Gmail : darinsniper©07@ gmail.com<br />

Contact Me Via Facebook : https://www.Tacebook.com <title>~1Hacked By GeNErAL alias Mathis!~</title>
/balasniper@@7 </p=> <h2>Hacked By GeNErAL</h2>&nbsp;</font></p><img

border='0' src='http://www.officialpsds.com/images/thumbs
/Baby-Devil-Toon-psd9848.png ' ><br><br><br><b>Greetz :
Kuroi'SH, RxR, ~ </b><br><br></FO0TER><b><code>

T\ ! e d Far Con _Unrlrad Dy CalCyAL N Y o drndas

Tus post cambian...

OTINL I AL A AV R A VAR BV AV ¥ o
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Aparece una portada
”ligeramente” diferente...

HACKED By m4g!c_mun5h!

[ Cub3R_Sw@rD Hacking Group Form Bangladesh |
[ Security Doesn't Exit Our Dictionary.... 1

[ Feel The Power OF Cub3R_Sw@rD...... 1
Sheetz : Bl4Ck_CRD3R | Haxor_Injector | R30 CA0O3R | Al Member Cyb3R_SwarD

'We Are : -={ BUCk_COD3R - Haxor_Injector - mdg!c_mUnSh! - H3ART_BL33D - GIOw!INg - FIR3 - HEX_KHAN - XL33TX_SN4P3R - CYB3R_DARK - L33T_COD3R - L33T_TOMON - INCRYPTO_HAXOR - TIG3R_TR4C3 - MR.CYB3R_K!I3R |=
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Bl O webpesion nspivat... x G

€ (0 frasadesigns.com C | |Q Buscz w e ] il

:
; | l S | | ABOUT OUR WORK SERVICES CONTACT

DESIGNS
FREE SHIPPING !!!

‘ BUY VIAGRA
NOW

Phone: 562.381.2702
Address: 6831 Suva St Bell Gardens, CA 80201

Email: graphicdesign{@frasadesigns.com

Venta de viagra y similares ...




Remote site: ]/puinc_htmI/wp-content/pIugins

Filename # Filesize

-~

) Login-wwéll'-KiLxB
. Login-wall-NUJIF
advanced-custom-fields
all-in-one-wp-security-and-firewall
alltimeusdflowingin
contact-form-7
disable-comments
google-sitemap-generator

- joomjs |
. js_composer

page-links-to

really-simple-captcha

sucuri-scanner

wordfence

wordpress-seo

wp-pagenavi-master

hello.php 24313
index.php 28

WP Valencia Meetup (M3Y*

Remote site: /public_html/wp-content/plugins/joomjs

Filename

_inc

views

index8632.php
joomjs.php.suspected
index.php

akismet.php
class.akismet-widget.php
error_log

readme.txt

wrapper.php
class.akismet-admin.php
class.akismet.php

File




This Account has been suspended.

Contact your hosting provider for more information.




The site ahead contains harmful programs

Attackers on IS might attempt to trick you into installing
programs that harm your browsing experience (for example, by changing your homepage
or showing extra ads on sites you visit).

Automatically report details of possible security incidents to Google. Privacy policy




Google site:anotherinfectedsite.dom cheap ) n

All Images Shopping Videos Maps More » Search tools

About 91,300 results (0.31 seconds)

Cheap Nike Shox Boys 6.5 23 Air Jordan Comforters ...
anotherinfectedsite.dom/page/IlvUxxxp1D ~

cheap nike shox boys 6 5 Shop our premium selection of boys nike shox turbo online
now for great prices Boys' toddler nike air max 90 premium running shoes

Air Yeezy Shoes Cheap Real Air Yeezy Shoes - Natural ...
anotherinfectedsite. dom/page/IpNxxxxx58vuK v

Results great but cheap air yeezy shoe cheap shoes men's casual shoes women's
casual shoes men's flats as well as cheap and more online get Size 6 nike air

Cheap Jordan Sneakers Wholesale Cheap Jordan Website ...
anotherinfectedsite dom/page/iviCxxoxxiQVH v

Cheap jordan sneakers wholesale we cheap jordan sneakers wholesale are a cheap
jordan website large wholesaler cheap wholesale nike dunks and retailer

Example Domain
www.example.com/ ¥
This site may be hacked.

Example Domain. This domain is established to be used for illustrative examples in
documents. You may use this domain in examples without prior coordination or asking
for permission. More information
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Not eligible
Ad disapproved due to:

© Malicious or unwanted software

e Read the policy

incididunt ut labore et dOlQK@\Bﬂza@f}\ae.etup (May:23) || Nestor Angulo (@pharar)

Appeal Edit ad
Y Adstat PP

@ Ad Campaign Ad group Status
Your Website Ad | Advertising .
for Revenue Disapproved

Malicious or

example.com Example Campaign Example Ad Grou

- Lorem ipsum dolor sit amet, consectetur s Paig P P | unwanted
adipisicing elit, sed do eiusmod tempor software




The page at promotion.com-rewards.club says:

Go:i,»gle

] Congratulations iPad user!

Google Membership
You are selected by Google to be among the first few

Rewards persons to win an iPhone 6s or other Google prizes! This

free gift is exclusively only for loyal Apple users in Canada.

Please confirm that you are the owner of this iPad phone
#7 Congratulations | by clicking OK. Google Gift!

Every Tueday we select 10 lucky Apple u! He 1) Firo

our sponsors. This free gift is exclusively oK i is just our way to thank you for your
continuous support for our product and si

You have been selected to win a gift from~ ‘WOrtn up o $ 7491 you-answer e next 4 questions correctly.
ACT NOW! 9 other Apple users have received this invitation with only 5 prizes to win.

You have 1 minutes 30 seconds to answer the questions before someone else takes over your spot. Good luck!

Question 1 of 4: Who founded Google?

Bill Gates
Mark Zuckerberg

Larry Page




@ https:/newsfile.club 2 i fel *« @ I v 8 ®

X  DDecode-PHPD.. [ managedsslint.go.. [ AutoDash § Blacklist Review T.. [ SucuriDecoder Ff MSSL Invalid Sale...

newsfile.club wants to

Show notifications

Allow







CONCLUSION

- E-commerce con uso normal:
- Beneficios: 50.000€ - 100.000€
Hackeado
- Pérdidas: - (270.000€ - 300.000%€)

- Coste de medidas de seguridad -> 500€ - 1.000€

OGRINON

#WCGrinon







La Policia en tu casa....



kanad,

a

HaekedA ., A ByA,A JakR a s

=

beranida.,a matid, a i, 4 ™mgonesiand, a

Tidak ada seorangpun, hewan atau banci yang disakiti dalam hacking ini
Jiwa Kegelapan Team
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YOU'VE BEEN HACKED!




OHMMMMMM
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Es aceptable sentirse hecho polvo...
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i ACTUEMOS!




Primero... Conceptos
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Communication

Que es la Seguridad
de Informacion

e Confidencialidad
e Integridad
e Disponibilidad

e Filtracion
e Alteracion
e Destruccion




Ser diligente y tomar acciones
Due Diligence and Due Care

* Precautions .
“* Investigations Due Diligence
* Compliance

* Duty of care
*  Prudent man
* Courtcases

https://WentzWu.com “) leni ns 251



Seguridad y gestion
de riesgos (Security
and Risk
Management)

Comunicaciony
seguridad de red
(Communications &
Network Security)

Operaciones de
seguridad (Security
Operations)

Seguridad de activos
(Asset Security)

Gestion de identidad
y acceso (IAM)
(Identity & Access
Management)

Seguridad de
desarrollo de
software (Software
Development

Security)

DOMINIQOS en ciberseguridad segun CISSP

Arquitectura de
seguridad e
ingenieria (Security
Architecture and
Engineering)

Evaluacion de
seguridad y pruebas
(Security
Assessment &
Testing)



There are two types of

companies: those'who
have been hacked, and
those who don’t yet know
they have been hacked.

John Chambers
Chief Executive Officer of Cisco



DEALING WITH CYBRER STRESS

ENIHSIHE

M3701S NOo1L TS\QQ
D i DTN
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Hackers vs Ciberterrorista

e Persona curiosa que disfruta yendo
mas alla de los limites y convenciones.

e Hacker informatico, cuyo objetivo es

O llspisaeldle:. . enriquecerse.
e El malo.
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Seguridad: Modelo de capas simplificado

T4, la capa mas débil Conocimiento

Tu Dispositivo Antivirus

Tu Coneccidn SSL

Tu trafico Web WAF

Tus Credenciales Contrasenas fuertes, 2FA
Seguridad Web monitores, plugins, updates
Seguridad Servidor monitor, sysadmin, updates
Base de datos monitor, sysadmin

Mantenimiento

WP Valencia Meetup (May-23) || Nestor Angulo (@pharar)



-—————

1

dominio.cont

(2) IP:.
10.56.34.137

/(3) IP:
10.56.34.137

(4) Contenido: ",
HTML, CSS, JS y media .
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-————

1

dominio.cont

(2) IP:.

10.56.34.1‘§7
I | l /(3) IP: !

. 10.56.34.137
o Tu|
‘responsabilidad L

(4) Contenido: .
HTML, CSS, JS y media .

——

[t S — -
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Responsabilidad de
las empresas
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Responsabilidad de

las empresas
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/

4

Site Owner
e App
eData f

eSecurity of the site

Ao

-~ e

WAL N

=

Hosting provider
eNetworks

eHardware ‘
eSO
eVirtualization
eSecurity

Security Liability



Posibles objetivos en Seguridad Web

Base de
datos

Contenido

Reputacion
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Como se infecta un sitio WordPress:

->

Vulnerabilidad

Exploit — Inyeccion

Backdoor

Cddigo Final

Spam /

defacement BotNode

WP Valencia\Meetup (May-23) || Nestor At




#)ownsp

OWASP
Open Web Application Security Project



Top 10 Web Application Security Risks

There are three new categories, four categories with naming and scoping changes, and some consolidation in
the Top 10 for 2021.

2017 2021
AD1:2017-Injection N A01:2021-Broken Access Control
A02:2017-Broken Authentication A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure »A03:2021-Injection
A04:2017-XML External Entities (XXE) (New) A04:2021-Insecure Design
A05:2017-Broken Access Control A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) * A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization / (New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities / A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey



Hechos

Un hackeo casi nunca
esta orientado a un
cliente

Casi siempre se debe Un certificado SSL
a mal mantenimiento no es un
o mal control. escudo anti- hacking

(98% of cases)

Los parches de La seguridad no es
seguridad aparecen Errare Humanum Est 100% efectiva

después de identificar (El Ser Humano falla)
los exploits

(Y NUNCA lo sera)
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Agentes (si algo sale mal)

Soporte
Hosting

* Duefios / e Agentes / C3 eDepartmento
Adm'lns Soporte y de seguridad

' Bg;egf,’g’f” Copia; de * Servicios

e Usuarios / seguridad externos

clientes (¢GDPRo
similar?)
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Agentes (si algo sale mal)

e Duenos /
Admins

e Developer,
Designer

e Usuarios /

clientes (¢GDPR o
similar?)

e Agentes / C3

e Soportey
Copias de
seguridad

e Departmento
de seguridad

e Servicios
externos



Medidas:

REACTIVAS PROACTIVAS
Cuando las cosas malas ya han pasado Antes de que pase nada malo
Mitigacion de Dafos Mitigacion de Riesgo

INCIDENT RESPONSE ANALISIS Y MONITOREO
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Segundo, la RESPUESTA A
INCIDENTES

/
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Incident response (IR) is the effort to quickly
identify an attack, minimize its effects, contain
damage, and remediate the cause to reduce the

risk of future incidents.
(vmware.com)



Medidas reactivas (AKA Incident Response)

- Front-end: sitecheck.sucuri.net
1) ESCANEA tu sitio

Escaner gratis en plugin: WordFence, etc.

TODO
Incluyendo el software del servidor.

2) ACTUALIZA

Admins, plugins, temas, contrasenas ...

3) CRC: Check, Remove and Change

- webpagetest.org

Posible pérdida de informacion

O restaurar BACKUP Y Volver a 1)

Posible re-instalacion de malware
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Bl Intentemos primero entender que
ha pasado.

FrontEnd analisis:
sitecheck.sucuri.net

tscanen | S
ESCANEA i.e. WordFence

tu sitio Si tienes acceso al server,

ejecuta un antivirus (i.e. Clam AV)

El colmo: Escaner de integridad
B de ficheros (activado ANTES del hackeo) T
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WEB SERVER

Q & jQuery NGINX aut

zZepto.Js z BACKEND LANGUAGE

>
& 3
=

&
=2 nede

Java

@ python §J Scala

-~ lI '-‘ ':, 'n - :'
DATABASE

® mongoDB &P redis

MySOL qwq.

CLIENT SIDE SERVER SIDE

INTERNET

>
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SITECHECK IEIntecrity Files

Virustotal




vwepsite riie Cnanges ivionitor

Added Files Modified Files Deleted Files

Added Files
Bulk Actions v @ Apply Last scan; September 3, 2019 4:44 am

Path Name

/var/www/www.wpwhitesecurity.net/public_html/wp- fake_page.php
content/new_xfolder/xfiles

/varfwww/www.wpwhitesecurity.net/public_html/wp- legin.php
content/new_xfolder/xfiles

/var/www/www.wpwhitesecurity.net/public_html/wp- cron_run.exe
content/new_xfolder/xfiles

varfwww/www.wpwhitesecurity.net/public_htmi/wp- index.php
content/new_xfolder/xfiles

Nar/www/www.wpwhitesecurity.net/public_html/wp- report.html.php
content/new_xfolder/xfiles

var/vwww/weaw.wpwhitesecurity.net/public_html/wp-content/themes  log-lolia
/var/www/www.wpwhitesecurity.net/public_html/wp-content/themes  bazzinga
varfwww/www.wpwhitesecurnty.net/public_html/wp-content/themes  joint
/var/www/www.wpwhitesecurity.net/public_html/wp-content/plugins  wp-security-audit-log

/var/\amm/wsw.'.wp\-.-hitesecumy.net/public_html/wp-conte\rlw\{yp}@glz?n@ua “ggs%k-?grc(il-\/;la%wc‘z/?-’)ngrlagNeerg';cx?ars'tA‘quuIO (@pha

File

File

File

File

File

—
<
m

Theme Install

Theme Install

Theme Install

Plugin Install

Date

09-03-2019 4:44:59

09-03-2019 4:44:59

09-03-2019 4:44:59

09-0

n

019 4:44:59

wJ

09-03-2019 4:44:59

09-03-2019 4:.44:59

09-03-2019 4:44:59

09-03-2019 4:44:59

09-03-2079 4:44:59

09-03-2019 4:44:59

<
W
-
>
W
wv
o
®

<RI < I < < < T < B < I <



Ejemplos de Plugins/Themes falsos

wp-content/plugins wp-content/themes

e wp-lazyload-{random e seotheme
chars} e classic

e task-controller e themes

e core-stab / core-engine

® WpP-ZIp

e plugins
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Orden de ejecucion en WordPress

Apache - NGINx directivas
.htaccess file

.user.ini — php.ini

index.php

M wp-blog-header.php
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{ Onanimus7 R4nsomwar3 }

Your Website Is Encrypt3d

Jon't Change the Filename because it Can Damag

Send Me $2

he File If You War

00 For Back Your Website

Bitcoin (BTC) Address:

1HMEGmGDuBrTEb3Q4NQ]

B | [ Decrypt |

Contact Telegram : @feyensss

~Tap Background to music~



wp-admin

wp-content

wp-includes
D ftpquota.Ox4f6e616e696d757337
D .htabackup
[ .htabackup.Ox4f6e616e696d757337
D .htaccess-DISABLED
D .htaccess.Ox4f6e616e696d757337
| '] 7.php.Ox4f6e616e696d757337
.anon.php
| ] anon.php.0x4f6e616696d757337
D cgi-bin.zip.0x4f6e616e696d757337
D error_log
D error_log.Ox4f6e616e696d757337
€ googlec55310faa35eldc.html
€ index.html
Bindex.php
D index.php.0x4f6e616e696d757337
| ] license.txt.Ox4f6e616e696d757337
D onanimus7.php.Ox4f6e616e696d757337
[ ] readme.html.0x4f6e616696d757337

| ] test.html.Ox4f6e616e696d757337
| ) wp-activate.php.Ox4f6e616e696d757337
D wp-blog-header.php.0x4f6e616e696d757337

D wp-comments-post.php.0x4f6e616e696d75...
|—‘] wp-config-sample.php.Ox4f6e616e696d757...

D wp-config.php.Ox4f6e616e696d757337
wp-cron.php

wp-links-opml.php

wp-load.php

wp-login.php

17
114
57

114
57

215
5.063
2.742
202.318.369
32.096
2.304

File folder
File folder
File folder

0X4F6E6G16...
HTABACK...

0X4F6EG16...
HTACCESS...
OX4F6EG16...
OX4F6E616...

PHP File

0X4F6EG16...
OX4F6EG16...

File

0X4F6EB16...
Firefox HT...
Firefox HT...

PHP File

0X4F6E616...
OX4F6E616...
0X4F6EG16...
0X4F6E616...

OX4F6EG16...
0X4F6E616...
OX4F6EG16...
0X4F6E616...
0X4F6E616...
OX4F6E616...

PHP File
PHP File
PHP File
PHP Fi

>

wp-config.php.0x4f6e616e696d757337

pd57
63b3
8548
2116
e445
59e8
4c38
e2dc
4962
af2c
8e2cC
1796
335b
S5ceb
1a99
c70f
f4ba
5ff3
f9ab
ceed
4b88

d972
d86cC
a4l4
574d
3719
d265
07b9
8e69
la2e
410e
10a7
41fc
ec27
b6
8813
0c2c
35d4
799b
43a5
6f6e
5595

e248
aeee
4390
44db
dbdb
1263
4c74
2450
el03
0b35
82dc
b7ab
84e7
2783
2140
b02a
279d
3964
a7f9
279
8e86

167d
8929
9442
8e00
1b74
4159
17dd
c209
22d5
813cC
alo3
507e
4ebl
bc4a
EEY
22bc
a3bd
9fdb
5576
74Tb
2e43

le7f
81d8
9962
a3bb
8b26
885c¢C
a’782
47c2
69c8
bc25
c8d8
4338
67aa
9f7f
9159
808b
6T3e
4199
9976
3152
becc

%P valencia Meetup (May-23) || Nestor Angulo (@pharar)

4556
8c30
7147
2fe?
le4l
16a3
39b0
a3lc
0516
4830
3894
74e4
af23
3daa
0412
2826
0dd7
2359
84ed
74af
0259




Warning: Malware Detected

Infected with malware. Immediate action is required Request Cleanup

5 8 Pages scanned: 37 System running on: LiteSpeed, Powered by: PHP/5.4.45
Javascript files scanned: 21 IP address:
URLs Scanned Other files: 0 More Details

Y

Medium Critical Security Risk

Low
Malware Found Definition

http://www.” ' - wp-includes/js/jquery/jquery.js? rogueads.unwanted_ads?9.5
ver=1.12.4 (More details)

Malware Found Definition

http://www.| ' - 'wp-includes/js/jquery/jquery- rogueads.unwanted_ads?9.5

miarato min ichrar=1 A 1 (NMara Aataile)
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Actualiza todo, incluidos plugins, temas y
el propio WordPress.

(S EG U N D O) Esto hara que tapemos agujeros de
idad, evitand ibl
ACTUALIZA | 7

También, sobreescribira codigo

comprometido/corrupto con codigo
confiable del repositorio oficial.
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ACTUALIZA

PLUGINS TEMAS CORE PHP
APACHE / CPANEL /
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iISECRETO!

Downloads » wordpress »

- wp-admin

wp-activate.php

wp-comments-post.php

wp-config-sample.php

wp-links-opml.php

wp-login.php

wp-settings.php

wp-trackback.php

WP Valencia Meetup (May-23) || Nestor Angulo (@pharar)

-wp-content

s index.php

q readme.html

s wp-blog-header.php
wp-config.php
wp-cron.php
wp-load.php
wp-mail.php
wp-signup.php

xmlirpc.php




(TERCERO) CRC:

Check, remove and change

Check & Remove Change Contrasenas

e Admins innecesarios

e Plugins y temas que no
sean estrictamente
necesarios

e Copias de seguridad

e Sitios de test/en
desarrollo en el servidor
de produccion.

e Connexiones (cPanel, FTP,
SSH, ...)

e Base de datos (recuerda
actualizar luego el wp-
config.php)

e Panel admin (wp-admin)

e Acceso al proveedor de
hosting.
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ALEIIVIVIL, OF PEIUCid LUdIYUIE! PeIdUIIdIIZaliVil YUue Tidydd 1IEUIIV d 1UD alLlIvud ug)

‘ Actualizar temas ’

() seleccionar todos

O T B ~  Twenty Fifteen
hﬂ Tienes la versién 2.5. Actualiza a la 2.6.

Twenty Fourteen

Twenty Nineteen

Tienes la versidn 1.4. Actualiza a la 1.5.

Twenty Seventeen

Twenty Thirteen

O weomeumesman  TWENtY Twenty
Tienes la version 1.1. Actualiza a la 1.2.
EXEE
i |

() Seleccionar todos

Actualizar temas

Tienes la versidn 2.7. Actualiza a la 2.8.

Tienes la version 2.2. Actualiza a la 2.3.

Tienes la version 2.9. Actualiza a la 3.0.

New SEO

Users AddnNew

| Welcome to the newest version of WP Smush! Auto-smushing on upload is lightning fast now that we handle all the smushing asynchronously. §

Al (5) | Administrator (3) | Contributor (2)

Bulk Actions _v_| Apply

Username

admin
n akmin
1
janel
levy

managed-wp-migration-
465790ae

wp.service.controller.lHmp6

Username

Bulk Actions j Apply

Change role to... _vJ Change

Name

A

S
R

Managed WordPress Migration User

Name

Change role to... j Change
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Email

F

no@email.com

w
RNy

noreply@secureserver.net

Email

Role

Administrator

Administrator

Contributor

Contributor

Administrator

None

Role



(ULTIMA OPCION) Restaurar una
Copia de Seguridad

* Puedes perder IN CASE OF HACK
informacion

* No sabemos a ciencia
cierta cuando
comenzo la infeccion

BREAK GLASS
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THE GREATEST TRILOGY...
EVER MADE...

WP Valencia Meetup (May-23) || NestorAngulo (@phara“f) -




TIPS: COPIAS DE SEGURIDAD

Ten una buena Nunca las almacenes Una copia FUNCIONAL

estrategia en tu servidor de puede ser tu mejor
., amiga un mal dia
produccion



iRECUERDA! Medidas reactivas

Front-end: sitecheck.sucuri.net

1) ESCANEA tu sitio

Escaner gratis en plugin: WordFence, etc.

TODO
Incluyendo el software del servidor.

2) ACTUALIZA

Admins, plugins, temas, contrasenas ...

3) CRC: Check, Remove and Change

- webpagetest.org

Posible pérdida de informacion

O restaurar BACKUP Y Volver a 1)

Posible re-instalacion de malware
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Bots, Motores de Busqueda vy Blocklists

© 00

INTERNET ESTA LOS MOTORES DE BLOCKLISTS -> MIENTRAS MAS
CONSTANTEMENTE BUSQUEDA 'Y REPUTACION FAMOSA SEA LA
RASTREADO POR EMPRESAS DE BLOCKLIST MAS
BOTS SEGURIDAD ACEPTADA.
TIENEN

BLOCKLISTS
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No es un proceso inmediato

e Lainclusion en blocklists toma su tiempo
e Salir también

Normalmente, no dan informacién de por
qué

FACTS Las RRSS tienen en cuenta las blocklists

Las empresas de Ads bloguean campanas

Los motores de busqueda eliminant el sitio
de las SERP

e Algunos eliminan completamente el rankeo SEO
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Un cosa (importante) mas ...

Algunas leyes de proteccion de datos pueden requerir que se
reporte cualquier brecha de seguridad con pérdida de datos
sensibles a las autoridades competentes

En el caso de que que afecte a un ciudadano Euroeo, |a GDPR
da 72h tras la deteccidon de la brecha para notificarla.

Comprueba las leyes aplicables, depende de pais en el que
operes y la nacionalidad de los clientes.
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Solucion a las

blocklists

1. UNA VEZ LIMPIA tu web,
comprueba las blocklists:

Virustotal.com

2. Procede a solicitar una
reconsideracion por cada
empresa en las blocklists,
individualmente.

’\i No security vendors flagged this URL as malicious

http://anonymousfox.com/

anonymousfox.com

% LL:YYJ,‘ ty v
DETECTION DETAILS COMMUNITY

Abusix () Clean
ADMINUSLabs ©) Clean
AlienVault () Clean
Antiy-AVL (¥) Clean
Artists Against 419 () Clean
BADWARE.INFO () Clean
benkow.cc () Clean
BitDefender ©) Clean
Blueliv } Clean
Chong Lua Dao () Clean
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406

Acronis

AICC (MONITORAPP)
alphaMountain.ai
Armis

Avira
Baidu-International
Bfore.Ai PreCrime
BlockList

Certego

CINS Army

text/html

/) Clean

(@) Clean

Clean

(¥) Clean

) Clean

©

Clean

) Clean

(v) Clean

) Clean

(v) Clean

2022-02-13 19:05:33 UTC



Informe Post-Mortem

Es duro, requiere servicios forenses y expone tu gestion.

Un informe claro de lo que paso tras el ataque exitoso:

e CoOmo y cuando ocurrid

e CoOmo y cuando fue descubierto

e Qué se hizo para mitigar el dano y recuperar la situacion normal
e Lecciones aprendidas

Ayuda a aprender para futuras situaciones

Ayuda a recuperar |la confianza de los usuarios

Muestra a tu empresa alineada con los conceptos de transparencia.
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Y nara finalizar...
|Paz Mentall
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Medidas Proactivas

X Reducir admins, plugins y temas (LEAST PRIVILEGE RULE)

P»» Gestor de Contrasefias, cambiar periédicamente, 2FA + Fuertes

E Copias de Seguridad (i VALIDARLAS!)

\é iACTUALIZA! (Los parches vienen DESPUES de los EXPLOITS)

A Vigila tu sitio (WPSCAN.com, PatchStack & Integridad de Ficheros)

’?‘ WAF (Web Application Firewall)
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iRecuerden! INVERTIR en:

~ I ©

HOSTING SEGURIDAD
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EVGI'YbOdy Nneeds a hacker



iGracies!

Ara
vosaltres:
Preguntes?
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