Hacking WordPress

... and countermeasures

Nestor Angulo (@pharar) - WordCamp Vienna 2020
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* A curious guy
... sometimes even more than a cat

- Computer Science degree & Techonology Advisor

° 2015
Who | am » Security Analyst @ Sucuri

°2017
» ATS & Managed SSL specialist @ GoDaddy
(Security Group)

° 2019
» Interim Head of IT @ GoDaddy Spain
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* Sucuri: Anaconda !( Securi | Security )

- Website security

* Fully remote (people from > 25 countries)
- 2008: Founded

* 2017: GoDaddy family proud member

* Free scanners:

- Sitecheck
sitecheck.sucuri.net

- Performance
performance.sucuri.net
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DISCLAIMER

Any sensitive information has been protected or
encoded to preserve privacy. Any similarity with the
reality is just a coincidence.

I’'m responsible of what | say, not what you interpret.

This talk is intended to be DIDACTIC. | don’t promote
any hacking attempt with illegal intentions.
° Always ask to an expert if you have questions.
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Es gibt zwei Arten von
Unternehmen:
diejenigen, die gehackt wurden,
und diejenigen, die noch nicht
wissen, dass sie gehackt

wurden.

John Chambers
Chief Executive Officer of Cisco
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Hacking WordPress

~ The Hacking i

#WCVIE

Hackers vs Cyberterrorists

Layers of Security

The Castle and the Wall

~ The Art of War

About holes and tools

Facts

The Process

The Vulnerability

What would happen if...

Countermeasures
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The Art of War




If you know yourself and you
also know your enemy, you
won't be defeated in any battle

All warfare is based on
deception




About the
atackers

... AKA hated angels.
... AKA loved demons.
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Hacker VS

Cyberterrorist

@

Hacker:

Curious person who loves
to go beyond limits or

#WCVIE

conventions.
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Cyberterrorist [ Cracker:

Computer Hacker, aligned to enrich
himself in a zero-sum game situation.

The bad guy
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acker Hat Colours

Black Hat Grey Hat White Hat

Cyberterrorist, thief ~ White Hat one using  Security Analyst,
illegal procedures ethical hacker
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Layer-based Security simplified Model
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Protect AP

... Wait, do | actually own a
Castle?
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Your Castle

#WCVIE

© O

USERS DATABASE CONTENT

2

INFRASTRUCTURE BOT NET REPUTATION
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Build a
great Wall!

...Well, what is “great” for
you?
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Your Wall

Antivirus

SSL certificate

WAF
Passwords
Monitors & Scanners

Updates

Plugins & Themes
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Every wall
has holes...

... AKA weak points
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* You are your weakest point
*You can be scammed

- Passwords.
* Vulnerable to brute force attacks

The

- Leftovers
* Ex: Admin users, FTP users, db dumps, etc.

Weaknesses

... some examples.

- Outdated/vulnerable software
- Enabled/Disabled not-in-use plugins/themes

- Non-secure connection (avoid public wifi)
* Vulnerable to Man-In-the-Middle attacks
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The tools

... AKA weapons
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Software intentionally designed to
cause damage to a computer, client,
or computer network.

Malware

Backdoors, , Troya?ns, Ransom Adware,
Exploits Fremium ware,
zero-day : Scareware
plugins Spyware
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‘Vulnerability

*Bug in the code or posibility of misuse
Definitions that can be used to perform
unauthorized actions within a
computer system.

‘Exploit
- Software that leverages a vulnerability

Backdoor

- Malware which allows remote
execution of code
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ome facts

... let’s blow your mind!
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Site hacking
almost never is

client-oriented
(98% of cases)

Patches & security
updates appear
almost always after
hacking exploits

Almost always
happens due to a
deficient monitoring
| maintenance

Errare Humanum Est
(Human being fails)
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A SSL certificate

Is not

an antihacking shield

Security never Is
GLIAVIRT

100% effective




Then...
is WordPress secure?




#WCVIE
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Yes

At least, the most it can be.
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The problem is that...

... iIs extremely easy to create
an insecure site with WordPress
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The Process

Vulnerability » Exploit #I Injection

Final Code

Backdoor

Spam / BotNode Code

defacement
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Searching the
vulnerability




Google Hacking

Database

exploit-db.com/

google-hacking-
database

#WCVIE

& exploit-db.com

Google Hacking
Database

Show‘ 15

Date
Added ¥

2020-01-17

2020-01-10
2020-01-09
2020-01-09
2020-01-09
2020-01-09

2020-01-09
2020-01-06

2020-01-06

Dork

intitle:"WS02 Management Console”

intitle:"webview login" alcatel lucent

intitle:"LABVANTAGE Logon"

site:*/cgi/domadmin.cgi

inurl:":8080/login.jsp?os_destination="

intitle:"index of" "wp-security-audit-log"

intext:"powered by codoforum” inurl:"/user/login”

inurl:"/index.php?enter=guest"

intitle:"Zabbix" intext:"username” intext:"password”

Nestor Ang TS APRIKARdex B8]

Y Filters Y Reset All

Quick Search I

Category

Various Online Devices

Pages Containing Login
Portals

Pages Containing Login
Portals

Pages Containing Login
Portals

Pages Containing Login
Portals

Files Containing Juicy
Info

Pages Containing Login
Portals

Various Online Devices

Pages Containing Login
Portals

Author

Alfie

Bruno Schmid

Reza Abasi

Reza Abasi

Reza Abasi

Reza Abasi

Prasanth
Reza Abasi

Reza Abasi
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WPScan
Vulnerability

Database
wpvulndb.com

#WCVIE

WPScan Vulnerability Database

Cataloging 16867 WordPress Core, Plugin and Theme vuinerabilities

Free Email Alerts Submit a Vulnerability Try our API

Latest WordPress Vulnerabilities

2019-10-14
2019-10-14
2019-10-14
2019-10-14
2019-10-14
2019-10-14
2019-09-05

WordPress <= 5.2.3 - Admin Referrer Validation

WordPress <= 5.2.3 - JSON Request Cache Poisoning

WordPress <= 5.2.3 - Server-Side Request Forgery (SSRF) in URL Validation
WordPress <= 5.2.3 - Stored XSS in Customizer

WordPress <= 5.2.3 - Stored XSS in Style Tags

WordPress <= 5.2.3 - Unauthenticated View Private/Draft Posts

WordPress <= 5.2.2 - Cross-Site Scripting (XSS) in URL Sanitisation

Latest Plugin Vulnerabilities

2019-11-26
2019-11-19
2019-11-19
2019-11-17

MAdA dd A~

WP Spell Check <= 7.1.9 - Cross-Site Request Forgery (CSRF)
Jetpack 5.1-7.9 - Vulnerability in Shortcode Embed Code

WP Maintenance <= 5.0.5 - Cross-Site Request Forgery to Stored Cross-Site Scr...

Sassy Social Share <= 3.3.3 - Cross-Site Scripting (XSS)

Nest20¥831/0-(1@ pHatag2Swcial < 5.9.0 - Cross-Site Scripting Issue

PSSR AN W SOISSERE , SRETRESE g T SESURIEE, (S F SRR a4~ o~ Bl Thanvan
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Google

Exa: Using

Google
Hacking DB

#WCVIE

intext:»the WordPress» inurl:wp-config ext:txt

O github.com » WOWHoneypot » blob » master » art ¥ Traducir esta pagina
WOWHoneypot/wp-config.txt at master - morihisa ... - GitHub

<?php. /**. * The base configuration for WordPress. *. * The wp-config.php creation script uses
this file during the. * installation. You don't have to use the web ...

B www N > \wp-content > uploads > 2018/07 » wp-config-... ¥
wp-config-backup

You don't have to use the web site, you can just copy this file * to "wp-config.php" and fill in the
values. * * @package WordPress */ // ** Ajustes solicitado ...

© I > dup-wp-config-arc___3266a... ¥ Traducir esta pagina

<?php /** Enable W3 Total Cache */ define('WP_CACHE ...

This file has the following configurations: MySQL settings, Table Prefix, * Secret Keys,
WordPress Language, and ABSPATH. You can find more information * by ...

. B ; \/p-config v Traducir esta pagina
<?php /** Enable W3 Total Cache */ define('WP_CACHE', true ...

This file has the following configurations: MySQL settings, Table Prefix, * Secret Keys,
WordPress Language, and ABSPATH. You can find more information by ...

. www. I ;> cms > wordpress > wp-c... ¥ Traducir esta pagina
<?php /** * wp-config.php - the James Canonical Version ...

Nestor Angulo (@pharar) - 2020
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Exa: Using

Google
Hacking DB

#WCVIE

<?php

[ **

*

Configuracién béasica de WordPress.

Este archivo contiene las siguientes configuraciones: ajustes de MySQL, prefijo de tablas,
claves secretas, idioma de WordPress y ABSPATH. Para obtener mds informacién,

visita la pagina del Codex{@link http://codex.wordpress.org/Editing wp-config.php Editing
wp-config.php} . Los ajustes de MySQL te los proporcionard tu proveedor de alojamiento web.

This file is used by the wp-config.php creation script during the
installation. You don't have to use the web site, you can just copy this file
to "wp-config.php" and fill in the values.

* Ok Ok F F F F F F F F

@package WordPress

*
~

// ** Ajustes solicitado 20180626 ** //

// ** Ajustes de MySQL. Solicita estos datos a tu proveedor de alojamiento web. ** //
/** E1 nombre de tu base de datos de WordPress */
define('DB_NAME', (NN ')

/** Tu nombre de usuario de MySQL */

define('DB_USER', '[N '):

/** Tu contrasefia de MySQL */

define('DB_PAssworD', '[N )

/** Host de MySQL (es muy probable que no necesites cambiarlo) */
define('DB_HOST', 'localhost');

/** Codificacién de caracteres para la base de datos. */
define('DB_CHARSET', 'utf8mb4d');

/** Cotejamiento de la base de datos. No lo modifiques si tienes dudas. */
define('DB_COLLATE', '');

/*x#@+

* M1asxrace finim~ae Aa antantiFfiAran~iAn

Nestor Angulo (@pharar) - 2020
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Ex2: Using
WPVULNDB
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WordPress Vulnerabilities

Version Published

5.3

52.4
5.2.3
5.2.2
5.2.1
5.2

51.3
5.1.2
1.1
5.1

5.0.7
5.0.6
5.0.4
5.0.3
5.0.2
5.0.1
5.0

4.9.9
4.9.8
49.7
4.9.6
4.9.5
4.9.4

2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13

Title
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API

Nestor Angulo (@pharar) - 2020
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WordPress 4.7.1 Vulnerabilities

Version released on 2017-01-11
I Changelog

& Download tar

< Download zip

Ex2: Using
WPVULNDB

#WCVIE

N RSS

2019-12-13 WordPress <= 5.3 - Improper Access Controls in REST API fixed in version 4.7.16
2019-12-13 WordPress <= 5.3 - Stored XSS via Crafted Links fixed in version 4.7.16
2019-12-13 WordPress <= 5.3 - Stored XSS via Block Editor Content fixed in version 4.7.16

2019-12-13
2019-10-14
2019-10-14
2019-10-14
2019-10-14
2019-10-14
2019-10-14
2019-09-05
2019-03-13
2019-02-19
2018-12-13
2018-12-13
2018-12-13

2N4Q_19_472

WordPress <= 5.3 - wp_kses_bad_protocol() Colon Bypass
WordPress <= 5.2.3 - Stored XSS in Customizer

WordPress <= 5.2.3 - Unauthenticated View Private/Draft Posts
WordPress <= 5.2.3 - Stored XSS in Style Tags

WordPress <= 5.2.3 - JSON Request Cache Poisoning

WordPress <= 5.2.3 - Server-Side Request Forgery (SSRF) in URL Validation
WordPress <= 5.2.3 - Admin Referrer Validation

WordPress <= 5.2.2 - Cross-Site Scripting (XSS) in URL Sanitisation
WordPress 3.9-5.1 - Comment Cross-Site Scripting (XSS)
WordPress 3.7-5.0 (except 4.9.9) - Authenticated Code Execution
WordPress <= 5.0 - Authenticated File Delete

WordPress <= 5.0 - Authenticated Post Type Bypass

WordPress <= 5.0 - PHP Object Injection via Meta Data

\AlAvADrace ~— E N _ Arvithantinatad Mrace Qita Qarvintina (VQQ)

Nestor Angulo (@pharar) - 2020

fixed in version 4.7.16
fixed in version 4.7.15
fixed in version 4.7.15
fixed in version 4.7.15
fixed in version 4.7.15
fixed in version 4.7.15
fixed in version 4.7.15
fixed in version 4.7.14
fixed in version 4.7.13
fixed in version 5.0.1

fixed in version 4.7.12
fixed in version 4.7.12

fixed in version 4.7.12

fivad in varnian A7 49
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WordPress 4.7.0-4.7.1 - Unauthenticated Page/Post Content
Modification via REST AP

Affects WordPresses

4.7.1 fixed in version 4.7.2

4.7 fixed in version 4.7.2

References
s
CVE 2017-1001000
METASPLOIT auxiliary/scanner/http/wordpress_content_injection
URL https://blog.sucuri.net/2017/02/content-injection-vulnerability-wordpress-rest-api.html
URL https://blogs.akamai.com/2017/02/wordpress-web-api-vulnerability.html
URL https://gist.github.com/leonjza/2244eb15510a0687ed93160c623762ab
URL https://8itlib. com/WOIERRESEANR BB cG%hRit/e357195ce30301 7d51 7aff944644a7a1232926f7

| in version 4.7.16
I in version 4.7.16
| in version 4.7.16
| in version 4.7.16
| in version 4.7.15
| in version 4.7.15
| in version 4.7.15
I in version 4.7.15
| in version 4.7.15
| in version 4.7.15
| in version 4.7.14
| in version 4,7.13
| in version 5.0.1

| in version 4.7.12
lin version 4.7.12

| in version 4.7.12

Iim vmrenian A 7 49
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SULLUTI
Ex3: Using WPVULNDB VULNERABILITY DETAILS

The WordPress REST API got
activated by default in 4.7.0 and
4.7.1version.

Content Injection Vulnerability in

Bug: any visitor can modify any post WordPress
WIthOUt pe rm|SS|OnS FEBRUARY 1, 2017 & MARC-ALEXANDRE MONTPAS [Jofl}

Hundreds of thousands sites got
exploited using this vulnerability
because they didn't updated.

Security Risk: Severe

Exploitation Level: Easy/Remote

DREAD Score: 9/10

Vulnerability: Privilege Escalation / Content Injection
Patched Version: 4.7.2

#WCVIE Nestor Angulo (@pharar) - 2020 43



Previous

Current Revision by
3 months ago (4 Mar @ 09:03)

Title
Hacked By BALA SNIPER
Content

<p>Hacked By BALA SNIPER<br />

Kurdish Hacker Here<br />

If you want Fix Problem Website &#8230; !<br />
Contact Me via Gmail : darinsniper007@ gmail.com<br />

Contact Me Via Facebook : https://www.facebook.com
/balasnipere07 </p>

4

Hacked By GeNErAL

<title>~!Hacked By GeNErAL alias Mathis!~</title>
<h2>Hacked By GeNErAL</h2>&nbsp;</font></p><img
border='0' src='http://www.officialpsds.com/images/thumbs
/Baby-Devil-Toon-psd9848.png' ><br><br><br><b>Greetz :
Kuroi'SH, RxR, ~ </b><br><br></FO0TER><b><code>
<h1l>\!/Just for Fun ~Hacked By GeNErAL\!/</code>
</hl></b><p align='center'><font color='red' /><font
face='Superdie' size='5' color='#FF0000'>Hacked By
GeNErAL! !</font></font></p>

#WCVIE Nestor Angulo (@pharar) - 2020
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What
happens

if...

#WCVIE

Nestor Angulo (@pharar) - 2020
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Defacements
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Example:
Photographer Gallery




St. Louis Weddings -
Photography

Newborns &

Maternity

Engagements

Portraits

Headshots &
Executive Portraits

49



5 |
Photography

P ,"‘“F "%«

Gallerics - ALL

dHaeked

Securit\thtack m

Contact

#WCVIE Nestor Angulo (@pharar) - 2020
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Seniors
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Black Hat SEO
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- H) Web Designinspirat... x
¢ [

DESIGNS
FREE SHIPPING !!!

‘ BUY VIAGRA

NOW

#WCVIE
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marketplace.. Also, don't forget to check out the best android smarphones at

Cmp ws Chuist

with the rest, nrow hire

. J . H A ing i d h i h
U CGa:S’ta«‘/ %a’_n,bwg/ ome. But nothing beats the prices at Droidepot, the best android phones

YOUVE Oed

Droidepot.

Commercial Cleaning. But nothing beats the prices at Droidepot, the best

android phones marketplace.
Carpet. Droidepot.com is the only android hardware shop you must visit.

Stone, Tile, & Grout. Also, don't forget to check out the best android smarphones

at Droidepot.

Construction. But nothing beats the prices at Droidepot, the best android

phones marketplace.

Professional Janitorial Services

Consistency. Simplicity. Value,

Trusted by Corpus Christi businesses
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Example Domain
www.example.com/ ~

This site may be hacked.

Nestor Angulo (@pharar) - 2020




DDoS Attacks/
BotNets

oooooooooooooooooooooooooooooooo



S NORSE

O \ , , % -
ATTACK ORIGINS © P SR - | ATTACK TARGETS ¢

Country | : s el 1R > A ! Country
United States AN s , United States
China L g , S ST : W | France
Canada ~ A G ¢ . j Canada

Italy ; g ) & @) 4 Bulgaria
Mexico 5 14 5 #§2 \ Ir 2 : Italy

Russia : 5 ; :

ATTACK TYPES ©

Service

discard

ssh

unknown

netbios-dgm

db-Isp-disc
® ms-sql-s
@ isakmp
® unknown

ATTACKS ©

Timestamp Type
Organization Location P Location Service
2014-08-26 01:14:30.45 Shanghai QianWan Shanghai, China 219.235.2.112 unknown, Bulgaria ms-sql-s

2014-08-26 01:14:31.80 N/A unknown, Italy 93.186.241.139  unknown, Italy unknown

2014-08-26 01:14:33.80  (ariNet San Diego, United States 71.6.167.142 Miami, United States EtherNet/IP-2

-t o d e - N SR

2014-08-26 01:14:34.47  Nether Network Englewood, United States 204.42.253.130 | unknown, France snmp
2014-08-26 01:14:34.80  Highload Lab Moscow, Russia 93.180.5.26 domain

in ¥» f &
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& NORSE ;

> ATTACK TARGE TS

> ATTACK OGNS i »

! -

Lt . :

> ATTACK TYPES

0 O ron
»A e, :

SRR Ca. 3 AR A S
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Characters in the Story
(if something happens)

Hosting Security
Provider Expert

 Owner/ e Agent/C3 e Security
Admins * Support & department

e Developer & Backups e External
Designer services

e Users/clients
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Measures:

Reactive vs
Proactive

‘B Y

Reactive:

When bad things have
already happened

Pain mitigation

#WCVIE Nestor Angulo (@pharar) - 2020

A

Proactive:

Before anything bad
happens

Risk mitigation

64



Reactive
measures

Status:

9 Scan your site: sitecheck.sucuri.net
Blacklist: virustotal.com

CRC: Check, Remove and Change

Restore a backup

#WCVIE Nestor Angulo (@pharar) - 2020



A 4+ New SEO : B Howdy,

Dashboard Users Add New
Allin One SEO
Welcome to the newest version of WP Smush! Auto-smushing on upload is lightning fast now that we handle all the smushing asynchronously. Find out more here >>
) Jetpack
All (5) | Administrator (3) | Contributor (2) Search Users
! Unyson Bulk Actions j Apply Change role to... j Change 6 items
Username Name Email Role Posts
* Blog Posts
: admin ‘ Administrator 78
7 Media F
Pages
n akmin no@email.com Administrator 1
Comments :
Forms : janel — w Contributor 0
]| FooGallery
Portfolio levy m “_ Contributor 33
Feedback
managed-wp-migration- Managed WordPress Migration User noreply@secureserver.net Administrator 0
5] Forms 465790ae
Appearance .
wp.service.controllernlHmp6 None 0
¢ Plugins 3
Users 7 Username Name Email Role Posts
WUsers Bulk Actions j Apply Change role to... _vJ Change 6 items



Proactive
measures

A Reduce admins, plugins and themes
B Backups
& Updates

Invest in Hosting & Security

& WAF

Nestor Angulo (@pharar) - 2020



Have a backups strategy

NEVER store the backups in your
production server

BACKUPS

A clean and FUNCTIONAL backup will be
your best friend a bad day

#WCVIE Nestor Angulo (@pharar) - 2020



Updates

* PLUGINS

* THEMES

- CORE

* PHP

* APACHE / NGINX
* SERVER

* CPANEL / PLESK

#WCVIE Nestor Angulo (@pharar) - 2020
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Updates

Source:

Web Professional
Security Survey 2019
sucuri.net

#WCVIE

How Frequently do you Install
Security Patches for your clients'?

AUTOMATIC UPDATES ENABLED (208)
36.9% G

AS SOON AS POSSIBLE (172)
30.5% G

CLIENTS ARE RESPONSIBLE (72)
12.3% D

WHENEVER | HAVE TIME (69)
12.2% G

WHEN PROMPTED OR CLIENT REQUESTS (30)
5.3% D

| DON'T (13)
23% @@

Nestor Angulo (@pharar) - 2020
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o

SECURITY HOSTING

L]

Rememberto

Invest In...




1.

FIRST LAYER OF
YOURSITE'S DEFENSE

iy

BALANCE BETWEEN
PRICE AND FEATURES

Hosting

THEY ARE IN CHARGE OF
THE SERVER’S SERVICES,
DATABASE AND
MAINTENANCE

#WCVIE Nestor Angulo (@pharar) - 2020
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r

Shared-hosting vs! dedicated

7' 'HOLA,MAMHHEMOS STAx?o
AYUPANDO"A LOS POMBEROS,

it

-»
n

i) |
JN (R

iME GUSTARIA SABER
QLIEN FUMA E ESA
MANERA EN EL VES-

TiBULO!

1PLIES VAYA UN MONSTRUO QUE ME HA
SALIPO! TEN CUANTO SE ENTERA DE QUE |8
AY UN INCENDIO POR AHI, SE ME DES-

- s MAYA!
ool . N

1HORROR! 15) TOPAVIA NO HAN :
PUESTO LA LONA.'.Gocorzr-zooo

TEL NUEVO INQUILINO, CAPA veZ \|
QUE. HAY LN INCENDIO CERCASA-§
\ | £ CORRIENPO CON LA MANTA! -

T - , -
OH! iCON ESTE HUMO, EN VEZ TE
'cem_e LA OPERACICN AL GATO, SE

LA HE HECHO AL pueRo!




Source:
2019 Sucuri

survey to
ecommerce
owners.

How much budget do you have to invest in website security?

#WCVIE

ZERO (77)
45.6% G

UP TO $100 PER MONTH (64)
37.9% G

UP TO $500 PER MONTH (18)
10.7% D

UP TO $1,000 PER MONTH (5)
3.0% @

$1.000+ PER MONTH (5)
3.0% @

Nestor Angulo (@pharar) - 2020
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WAF

Your guard dog

Y

FILTERS ALLYOUR
WEB TRAFFIC

Pz

IFIT INCLUDES CDN,
IMPROVES YOUR SITE’S
SPEED & PERFORMANCE

1
Lo

PROTECTS AGAINST
XSS, DDOS, ...

R

FORENSIC ANALISYS
TOOL

#WCVIE Nestor Angulo (@pharar) - 2020

PATCHS VIRTUALLY WIDELY
KNOWN SOFTWARE
VULNERABILITIES

&

ALLOWS MANUAL
BLOCKING
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WAF

Your guarc w Af !

LY WIDELY
TWARE
LITIES

\NUAL
NG

#WCVIE
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Sucuri Network

All Application Signatures Correlation Original Host

HTTP / HTTPS Traffic Profiling and Heuristics Engine

Good
HTTP / HTTPS Traffic

Il

Bad
HTTP / HTTPS Traffic
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Eve rYbOdy needs a hacker
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Danke schon!

Fragen?



