Alin the
Hacking World War

Nestor Angulo de Ugarte (@pharar)



* A curious guy
Who | am ... Sometimes even more than a cat

* Computer Science degree & Technology Advisor

e 2015
e Security Analyst @ Sucuri
SULCLUTE N
i * ATS & Managed SSL specialist @ GoDaddy
e 2019

* Interim Head of IT @ GoDaddy Spain

@ GODGddy e Sucuri Free scanners:
e Sitecheck

sitecheck.sucuri.net

* Performance
performance.sucuri.net



Any sensitive information has been
protected or encoded to preserve privacy.
Any similarity with the reality is just a
coincidence.

DISCLAIMER I’'m responsible of what | say, not what you

interpret.

This talk is intended to be DIDACTIC. | don’t
encourage any hacking attempt with illegal

intentions. Always ask to an expert if you
have questions.




Philosophy applied

“If you know both yourself and
your enemy, you can win
numerous battles without
jeopardy.”

- Sun Tzu (The Art of War)




Walit, walt....
is there a

World War

currently happening?
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The Hacking World War

e Side of the Cyber World War

e Oriented to gain control of systems,
websites, databases, infrastructure...

Variety of players Different goals

(e.g.): (e.g.):

Individual / Information
freelancers Money

Governs Industrial Interests
Companies Political interests

Activists Hacktivism




DEALING WITH CYBER STRESS
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There are two types of
companies: those'who
have been hacked, and
those who don’t yet know
they have been hacked. ™
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John Chambers |
Chief Executive Officer of Cisco
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Hackers vs cyberterrorists

e Curious person who loves to go
beyond limits or conventions.

e Computer Hacker, aligned to enrich
&= iz 0 de . himself in a zero-sum game situation.

e The bad guy




acker Hat Colours

»Black Hat » Grey Hat » White Hat
Cyberterrorist, thief ~ White Hat one using  Security Analyst,
illegal procedures ethical hacker
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MRAE ROBOT



DATABASE CONTENT

WordPress
site common

e @ @

INFRASTRUCTURE BOT NET REPUTATION




Al concepts

e Artificial intelligence (Al):
simulation of human intelligence processes by machines, especially
computer systems.

* Buzz word with lots of sub-fields, approaches, goals and
philosophies.

 There are various discussions about what is considered Al
* One of them is: Is the ability to learn a requisite?



Some use cases of Al in the HWW

00000

MACHINE EVOLUTIONARY GENERATIVE RULE-BASED NEURAL
LEARNING (ML)  ALGORITHMS ADVERSARIAL SYSTEM (RBS)  NETWORKS (NN)
PERSONALIZING (EA) NETWORK (GAN) AUDITING IMAGE
EMAILS WITH CRACKING CREATING SPECIFIC CLASSIFICATION,
MALWARE PASSWORDS, DEEPFAKES OR BEHAVIOURS POI AND
ATTACHMENT. MD5 AND CRACKING AND LAUNCH OBJECTS

HASHES. CAPTCHAS. IFTTT ACTIONS. IDENTIFICATION
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™
You got an email...




The offer:

* Company wants to
ruin a competitor’s
innovative product
launch day

*Prize: 3BTC (~26,6k€)
*Specific date
*Specific URL



How to ruin a launch campaign?

The Problem




A DDoS attack!

The solution




A DDoS attack... Easy...

The solution




Initiate
Attack Initiate Attack Attack Traffic

Attacker
Control

Server

Botnet
Attach Nodes




The Expectations




The Reality

Active Visitors

Right now

2

active visitors on site
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Oh, wait...
WordPress is
used in the

36% of
Internet

Source: https://w3techs.com/

Usage statistics of content management systems

This diagram shows the percentages of websites using various
content management systems. See technologies overview for
explanations on the methodologies used in the surveys. Our
reports are updated daily.

Request an extensive
market report of
specific content

management
How to read the diagram: systems.
42.5% of the websites use none of the content management
systems that we monitor. Learn more

WordPress is used by 36.4% of all the websites, that is a content
management system market share of 63.4%.

None —42.5%

36.4%

WordPress 63.4%

Joomla
Shopify
Drupal
Squarespace

Wix

Bitrix


https://w3techs.com/

Let’s create a botnet of
WordPress sites!

The Path






OK, OK, but...
how | enroll WordPress sites
to my fancy Botnet?

The Process




Vulnerability

4

= Exploit B Injection
Final Code Backdoor
Y, J
Spam / BotNode Code

defacement

/
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First step

Pie graph of WordPress version distribution — May20
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Vector of infection stats in WordPress sites

Themes

How Hacked WordPress Sites Were Compromised

WordPress plugin
I
brute force
core
theme
hosting
file permissions
old files
password theft
workstation
phishing
insider
server

ftp

V4

Plugins 0.0% 10.0% 20.0% 30.0% 40.0% 50.0%




WPScan Vulnerability Database

Cataloging 20084 WordPress Core Vulnerabilities, Plugin Vulnerabilities and Theme vulnerabilities.

Email Alerts

Try our API

WPScan
Vulnerability

Latest WordPress Vulnerabilities

2020-04-29 WordPress < 5.4.1 - Authenticated Cross-Site Scripting (XSS) in Customizer
2020-04-29 WordPress < 5.4.1 - Authenticated Cross-Site Scripting (XSS) in File Uploads
D a ta b a S e 2020-04-29 WordPress < 5.4.1 - Authenticated Cross-Site Scripting (XSS) in Search Block
2020-04-29 WordPress < 5.4.1 - Cross-Site Scripting (XSS) in wp-object-cache
2020-04-29 WordPress < 5.4.1 - Password Reset Tokens Failed to Be Properly Invalidated
2020-04-29 WordPress < 5.4.1 - Unauthenticated Users View Private Posts

W [ ! u ‘ n d b CO m 2019-12-13 WordPress <= 5.3 - Authenticated Improper Access Controls in REST API
[ ]

Latest Plugin Vulnerabilities

2020-05-19 Paid Memberships Pro < 2.3.3 - Authenticated SQL Injection

2020-05-18 Ajax Load More <= 5.3.1 - Authenticated SQL Injection

2020-05-18 Visual Composer < 27.0 - Multiple Authenticated Cross-Site Scripting Issues
2020-05-16 Team Members < 5.0.4 - Authenticated Stored Cross-Site Scripting (XSS)
2020-05-15 Photo Gallery by 10Web < 1.5.55 - Unauthenticated SQL Injection

2020-05-14 Login/Signup Popup < 1.5 - Authenticated Stored Cross-Site Scripting (XSS)
2020-05-14 WP Product Review < 3.7.6 - Unauthenticated Stored Cross-Site Scripting (XSS)

Latest Theme Vulnerabilities

2020-05-01 Avada < 6.2.3 - Missing Permission Checks leading to Arbitrary Post Creation,...
2020-04-03 OneTone <= 3.0.6 - Unauthenticated Stored Cross-Site Scripting (XSS)


https://wpvulndb.com/

We need quantity!

Source: 2019 Website Threat Research Report (sucuri.net)



But how do | find
those vulnerable WordPress
installations to hack?
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Spiders & Al

The tools




QO
Crawlers / bots /
Spiders

 An Internet bot that

systematically browses the WWW.

 Starts from a small group of URLs
(seeds)

e Collect links, add them to the
gueue and visit all of them,
recursively

Scheduler

World Wide
Web

URLs

Multi-threaded
downloader

Queue

URLs

Web pages

Text and
metadata

Storage

—



Adding Al to the Spider: 15t approach

1. When links are visited:

ldentify if it is a WordPress and which version
List the plugins and themes

Compare with the wpvulndb.com database

Try to exploit all the vulnerabilities:
1. If any of them succeed, insert a backdoor and add to the botnet list

5. Repeat with the following URL

2. Optionally, store which vulnerabilities are faster to be exploited,
and prioritise those (save time, optimised process, less risk of
being detected).

W e



Adding Al to the Spider: 2"4 approach

1. Select 3 vulnerabilities of WordPress and of plugins which has more
installations and are more recent

2. Search sites only with those vulnerabilities (e.g. Google Dorks)

3. When links are visited:

1. Try to exploit all the vulnerabilities:
1. If any of them succeed, insert a backdoor and add to the botnet list

2. Repeat with the following URL

4. Optionally, store which vulnerabilities are faster to be exploited, and
prioritise those (save time, optimised process, less risk of being detected)

5. Include in the list new ones if the selected ones having low success rates
6. Find the optimal combination



Where to find this kind of tools?

@

You can develop yourself one You can buy one in the Dark Market




The Dark Web

The market
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Deep Web

Dark Web

Academic databases

Medical records

Financial records

Legal documents

Some scientific reports
Some government reports
Subscription only information
Some organization-specific
repositories

TOR

Political protest

Drug trafficking

and other illegal activities

of content on the
Web (estimated)




How Tor Works

When you use Tor’s browser, your Internet traffic is routed through a
ro e C yo u rS e number of different volunteer computers around the world (called 'relays’).

This makes it extremely hard for anyone to identify you or your location,

YOUR
COMPUTER

Y

* No footprint browsing

* Anonymous IP

Guard
relay

)
1
1

“ DESTINATION
)

WEBSITE
Exit Relay

* Secure connections Tor routes your
traffic through a

minimum of 3
servers before it
reaches its intended
destination.

Tor + VPN




HACK GROUP SERVICES m ABOUT FAQ SUPPORT [

W0 Lt iy

PROFESSIONAL HACK GROUP QUICKLY HELPS TO SOLVE YOUR NEEDS

SERVICES PRICE ORDER
Hacking web server (vps or hosting) 0.03598 ORDER
Setting up Keylogger 0.01758 ORDER
DDoS (For big sites price can change) 0.04628 ORDER
Device Tracking - smartphone/pc 0.02268 ORDER
Fraud Track - Find your scammer 0.01858 ORDER
Web server security audit 0.02058 ORDER
Hacking personal computer 0.02578 ORDER
Social Media - account hacking 0.02368 ORDER
Spyware creation 0.02878 ORDER
Intelligent report - locate people 0.02168 ORDER
Intelligent report - background check 0.01858 ORDER
Setting up your own botnet 0.06678B ORDER
Logs from Zeus 1 GB (CCs, PayPals, Bank Accs...) 0.02778 ORDER
Logs from Zeus 10 GB (CCs, PayPals, Bank Accs...) 0.08738 ORDER

IF YOU NEED SPECIAL SERVICES - CONTACT US HERE.




The conclusion



Acunetix software admin panel, which is a
software to scan and identify vulnerabilities

It is not a hacking software, but works well
for the purposes of the presentation since of
its similarity with real hacking admin panels.

Final result
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YOU'VE BEEN HACKED!







Some scary
stats




Measures:

Reactive vs Reactive: Proactive:

Proactive When bad things have Before anything bad
already happened happens

Pain mitigation Risk mitigation



Status:
Scan your site: sitecheck.sucuri.net

Blacklist: virustotal.com

CRC: Check, Remove and Change

Reactive
measures

Restore a backup




A Reduce admins, plugins and themes

B Backups

Proactive
measures

& Updates

Invest in Hosting & Security

£ WAF




Remember

to Invest ;

n... SECURITY HOSTING

o



Al against Al - E.g: WAFs

All

HTTP / HTTPS Traffic

Application
Profiling

Sucuri Network

Signatures
and Heuristics

Correlation
Engine

Il

Bad
HTTP / HTTPS Traffic

fow

Original Host

Good
HTTP / HTTPS Traffic
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Eve rYbOdy needs a hacker



WCEU2020

THANE YOU!

THANKS! e

QUESTIONS!!

Nestor Angulo (@pharar)




