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Hacking
WordPress

El Arte de la Guerra: En la mente de tu enemigo

Néstor Angulo de Ugarte (@pharar)




Quién les habla

* Un chico muy curioso
... a veces mas que un gato.
* Ingeniero informatico y consultor tecnoldégico

e 2015:

Analista de Seguridad @ Sucuri @

* 2017:
ATS & Managed SSL @ GoDaddy Security

e 2019:
Interim Head Of IT @ GoDaddy Spain

HWCZGZ - 2020 - Nestor Angulo (@pharar)



e Sucuri: Anaconda
(No Securi / Security)

Website security

Sobre

SULLIT

* Fully remote (personas > 25 paises)
2008: Fundacion
e 2017: Entra en la familia GoDaddy

Free scanners:

 Sitecheck
(sitecheck.sucuri.net)

(») GoDaddy

* Performance
(performance.sucuri.net)
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Hacking WordPress

#WCZGZ

Conceptos —

Hacker vs ciberterrorista Hacker Hat colours

Vulnerabilidad, exploit y Malware

Seguridad en capas

Facts

La fortaleza y la muralla

Las Debilidades

El arte de la guerra —|  El proceso

Medidas Reactivas vs Proactivas

Que pasaria si...

Agentes implicados

Medidas Reactivas

L Medidas Proactivas

2020 - Nestor Angulo (@pharar)
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DISCLAIMER

Toda informacion sensible ha sido protegida o encriptada para
preservar la privacidad. Cualquier similitud con la realidad es una
coincidencia.

Soy responsable de lo que digo, no de lo que interpretéis.

Contenido con intencion DIDACTICA, NO SE PROMUEVE ningun
proceso de hacking de tipo ilegal.

En caso de duda, preguntar siempre a vuestro EXPERTO de
SEGURIDAD.
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DEALING WITH CYRER STRESS
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There are two types of

companies: those'who
have been hacked, and
those who don’t yet know
they have been hacked.

John Chambers
Chief Executive Officer of Cisco



Software intencionadamente disenado
para causar dafos a ordenadores,

Malware . o
usuarios o redes de comunicaciones.

Troyanos,
Exploits Fremium
plugins

Ransomware Adware,
, Spyware Scareware

Backdoors,
zero-day
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Definiciones

* Vulnerabilidad

* Error en el codigo o posibilidad de utilizacidn
malintencionada de un recurso que puede ser
explotado para realizar actividad no autorizada en un

sistema informatico.

* Exploit
* Programa que aprovecha una vulnerabilidad

* Backdoor
* Malware que permite ejecucion remota de codigo
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HACKER VS Ciberterrorista

Hacker: Ciberterrorista / Cracker:

Hacker informatico, cuyo objetivo es
siempre enriguecerse en una
situacion juego de suma cero.

Persona curiosa que le gusta
ir mas alla de los limites y
convencionalismos.



* Black Hat * Grey Hat * White Hat

Ciberterrorista, White Hat Hacker Analista de
Ladrdn, el chico qgue utiliza métodos seguridad, Hacker
malo. ilegales. ético.
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Seguridad: Modelo por capas simplificado

T4, la capa mas débil Conocimiento

Tu dispositivo Antivirus

Tu conexidn SSL

Tu sitio web WAF

Tus credenciales Contrasenas fuertes, 2FA

La seguridad de tu sitio  monitor, plugins, updates

La seguridad del server monitor, sysadmin, updates

La base de datos monitor, sysadmin

Tareas de mantenimiento
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Un hackeo practicamente
nunca es orientado a un
cliente

(98% of cases)

Los parches de seguridad
y actualizaciones
aparecen normalmente
después de descubrirse Ia
existencia de exploits

Casi siempre ocurre ) Un certificado SSL
debido a un control y

mantenimiento
deficientes anti-hacking

no es un escudo

La Seguridad nunca
Errare Humanum Est garantiza (ni lo hara) un
100% de efectividad
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Infected Websites Platform Distribution - 2018

90%

e meas  09%  06%  04%  0.7%
® " X e x Z T .-

WordPress Magento Joomla! Drupal ModX PrestaShop  OpenCart Others FA : | f

Fuente: Website Hack Trend

... Y 1 de cada 3 sitios webs en Internet utiliza WordPress
O 2 de cada 3 si hablamos de los sitios web que usan un CMS

Report 2018 — sucuri.net
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El Arte de |la Guerra

En la mente de tu enemigo

! tor Angulo (@pharar) 16
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El Arte de |a guerra

* Tratado chino sobre tacticas y
estrategias en la Guerra (Sun Tzu)

e Separado en 13 capitulos

“Si conoces a tu enemigo y te conoces
a ti, no puedes perder una batalla”

“Toda batalla se basa en el engaiio”

”La mayor victoria es vencer sin
combatir”
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G T NTIRE )

”

Contenido
Reputacién

Base de datos

Tu fortaleza

Usuarios
Infraestructura
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.

Tu Muralla

Antivirus

Certificado SSL

WAF

Contrasenas

Monitores y escaneres

Actualizaciones

Plugins y Temas

karakter.design © HBO
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/(3) IP:
10.56.34.137

(4) Contenido: .~
HTML, CSS, JS y media
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,’/(3) IP:
10.56.34.137

HTML, CSS, JS y media
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Las debilidades

* T eres el punto mas débil
* Puedes ser enganado

* Contrasenas
* Vulnerables a ataques de fuerza bruta

* Restos
* Ejemplo: Admin users, FTP users

» Software desactualizado/vulnerable
* Ej: Activados/desactivados plugins/temas

* Conexiones no seguras (evitar puntos
Wifi publicos)

* Vulnerables a ataques Man-In-the-Middle
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Hacking WordPress. El Proceso
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Hacking WordPress. El Proceso

Vulnerabilidad
-> Exploit

Cddigo Final

Spam /
defacement

Inyeccion

Backdoor

BotNode

Cddigo final

- Z9Z0M#

- Quaue

(4eseyd@) ojn3uy J01saN
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@& exploit-db.com/go«

Google Hacking
Database

2020-01-17

2020-01-10

2020-01-09

2020-01-09

2020-01-09

2020-01-09

2020-01-09

2020-01-06

2020-01-06

<«

intitle:"WS02 Management Console"

intitle:"'webview login" alcatel lucent

intitle:"LABVANTAGE Logon"

site:*/cgi/domadmin.cgi

inurl:":8080/login.jsp?os_destination="

intitle:"index of" "wp-security-audit-log"

intext:"powered by codoforum" inurl:"/user/login”

inurl:"/index.php?enter=guest"

intitle:"Zabbix" intext:"username” .niext:'passweird”
inurl:"/zabbix/index.php"

g @ Incognito

Y Filters Y Reset All

Quick Search

Category

Various Online Devices

Pages Containing Login
Portals

Pages Containing Login
Portals

Pages Containing Login
Portals

Pages Containing Login
Portals

Files Containing Juicy
Info

Pages Containing Login
Portals

Various Online Devices

Pages Containing Login
Portals

Author

Alfie

Bruno Schmid

Reza Abasi

Reza Abasi

Reza Abasi

Reza Abasi

Prasanth

Reza Abasi

Reza Abasi

Google Hacking
Database

exploit-db.com/

google-hacking-

database
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https://www.exploit-db.com/google-hacking-database

WPScan
Vulnerability
Database
wpvulndb.com

HWCZGZ - 2020 - Nestor Angulo (@pharar)

Free Email Alerts

WPScan Vulnerability Database

Cataloging 16867 WordPress Core, Plugin and Theme vulnerabilities

Try our API

Latest WordPress Vulnerabilities

2019-10-14
2019-10-14
2019-10-14
2019-10-14
2019-10-14
2019-10-14
2019-09-05

WordPress <= 5.2.3 - Admin Referrer Validation

WordPress <= 5.2.3 - JSON Request Cache Poisoning

WordPress <= 5.2.3 - Server-Side Request Forgery (SSRF) in URL Validation
WordPress <= 5.2.3 - Stored XSS in Customizer

WordPress <= 5.2.3 - Stored XSS in Style Tags

WordPress <= 5.2.3 - Unauthenticated View Private/Draft Posts

WordPress <= 5.2.2 - Cross-Site Scripting (XSS) in URL Sanitisation

Latest Plugin Vulnerabilities

2019-11-26
2019-11-19
2019-11-19
2019-11-17
2019-11-14

AN A d AN

WP Spell Check <= 7.1.9 - Cross-Site Request Forgery (CSRF)

Jetpack 5.1-7.9 - Vulnerability in Shortcode Embed Code

WP Maintenance <= 5.0.5 - Cross-Site Request Forgery to Stored Cross-Site Scr...
Sassy Social Share <= 3.3.3 - Cross-Site Scripting (XSS)

Blog2Social < 5.9.0 - Cross-Site Scripting Issue

T O RGAEPR. YT PR SR - gt - ik Uy SR,y ¥ S e a2 M~ o~ RS i Talle. Ave.o b dnwsisie 5


https://wpvulndb.com/

@ google.com/s¢

EJ 1 U Sa n d O intext:»WordPress» ext:sql

G Oogl e Q Al [ Images [ Videos [E News [ Maps i More Settings  Tools

H a C kl n g D B Page 5 of about 2,310 results (0.39 seconds)

. www.- » blog » wp-content > uploads > 2016/08 > wp_posts
phpMyAdmin SQL Dump -- version 4.5.1 -- http://www ...

The ability to deliver content online is of course (relatively) new, though as <a
href="http:// S . Wordpress.com/2013/07/24/flipping/" title="Flipping; ELT ...

. www. I > \vp-content > uploads
db33272.sql - Buchhandlung Gernot Hykel

Dump with BackWPup ver.: 1.7.3 -- Plugin for WordPress by Daniel Huesken --
http://danielhuesken.de/portfolio/backwpup/ -- Blog Name: Buchhandlung Gernot ...

C I \ordpress ¥

Writing papers for money - NG

Sep 23, 2019 - ... Thesis statement speech - Our Services - Shows - Stilts - Theatar -
Uncategorized. Meta. Log in - Entries RSS - Comments RSS - WordPress.org.

O www. I > -
vsite WwuWG63K_db.sql - Index of
.. wp_comments’ DISABLE KEYS */; INSERT INTO ‘'wp_comments’ VALUES (1,1,'Mr

WardDracae! " ThitneTharardmrace Arqa!' " 1ONAA 41 ON AR-2AER-DQ' " O9ONA1A 41 929N
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r table wp_users

EJ 1 : U Sa n d O Zzﬁ:iss; = @@character_ set client */;

r set_client = 'utf8' */;

s™
G O O g | e igned NOT NULL AUTO_INCREMENT,

r(60) NOT NULL DEFAULT '',
: (64) NOT NULL DEFAULT '',
Hacking DB BelesietacNrs
r(100) NOT NULL DEFAULT '',
100) NOT NULL DEFAULT '',
Batetime NOT NULL DEFAULT '0000-00-00 00:00:00',
__key® varchar(60) NOT NULL DEFAULT '',

int(11) NOT NULL DEFAULT '0',
Y name~ varchar(250) NOT NULL DEFAULT '',

wp_users

Y “user login key  (“user_login’),

KEY “user nicename”~ ( user nicename”)
) ENGINE=MyISAM AUTO_INCREMENT=4 DEFAULT CHARSET=utf8;
/*140101 SET character_ set_client = @saved_cs_client */;

-- Dumping data for table wp_ users

/*140000 ALTER TABLE “wp_users DISABLE KEYS */;
INSERT INTO “wp_users ( “ID , “user_login , “user_pass , user_nicename , ~user_email”, “user_url”, “user registered”,
“user_status®, “display name )

VALUES ( 1, 'admin’, '[N | 'admin', ', ', '2010-04-29 18:57:2
INSERT INTO “wp_usersl (" "ID", “user_login®, “user_pass , ~user_nicename , "user_email, “user_url’, “user_registered”,
“user_status”, “displdy namé, )

VALUES ( 3,({rrichter}l) ', rrichter', '[N ¢ htto://
B . '2010-05-05pk3205809', '', 0, 'rrichter' );
/*140000 ALTER TABLE Wp_users ENABLE KEYS */;

/*140103 SET TIME ZONE=@QOLD TIME ZONE */;
/*140101 SET SQL_MODE=@OLD_SQL_ MODE */;
/*140014 SET FOREIGN_KEY CHECKS=@OLD FOREIGN KEY CHECKS */;
/*140014 SET UNIQUE CHECKS=@QOLD UNIQUE CHECKS */; 31
/*140101 SET CHARACTER SET CLIENT=QOLD CHARACTER SET CLIENT */;
/% 140101 SFT CHARACTFEFR SFT RFESIIT.TC=QRA0OT.ND CHARACTFR CSFT RFSIITTS % /.



-L-
Jo)

intext:»the WordPress» inurl:wp-config ext:txt

EJ 2 : U S a n d O () github.com > WOWHoneypot > blob > master » art ¥ Traducir esta pagina

Google

WOWHoneypot/wp-config.txt at master - morihisa ... - GitHub

<?php. /**. * The base configuration for WordPress. *. * The wp-config.php creation script uses

. this file during the. * installation. You don't have to use the web ...
Hacking DB

B www. S > \wp-content > uploads » 2018/07 > wp-config-... ¥
wp-config-backup

You don't have to use the web site, you can just copy this file * to "wp-config.php" and fill in the
values. * * @package WordPress */ // ** Ajustes solicitado ...

© I > dup-wp-config-arc__3266a... ¥ Traducir esta pagina
<?php /** Enable W3 Total Cache */ define('WP_CACHE ..

This file has the following configurations: MySQL settings, Table Prefix, * Secret Keys,
WordPress Language, and ABSPATH. You can find more information * by ...

. _ » wp-config v Traducir esta pagina
<?php /** Enable W3 Total Cache */ define('WP_CACHE!', true ...

This file has the following configurations: MySQL settings, Table Prefix, * Secret Keys,
WordPress Language, and ABSPATH. You can find more information by ...

. www. I > cs > wordpress > wp-c... ¥ Traducir esta pagina 2
<?php /** * wp-config.php - the James Canonical Version ...



?php

* %

*

Configuracidén basica de WordPress.

Ej2: Usando
Google
Hacking DB

Este archivo contiene las siguientes configuraciones: ajustes de MySQL, prefijo de tablas,
claves secretas, idioma de WordPress y ABSPATH. Para obtener mads informacidn,

visita la pagina del Codex{@link http://codex.wordpress.org/Editing wp-config.php Editing
wp-config.php} . Los ajustes de MySQL te los proporcionard tu proveedor de alojamiento web.

This file is used by the wp-config.php creation script during the
installation. You don't have to use the web site, you can just copy this file
to "wp-config.php" and fill in the values.

* Ok ok ¥ X Sk Ok F F* F* *

@package WordPress

*
~

// ** Ajustes solicitado 20180626 ** //

// ** Ajustes de MySQL. Solicita estos datos a tu proveedor de alojamiento web. ** //
/** E1 nombre de tu base de datos de WordPress */

define('DB_NAME', _ );

/** Tu nombre de usuario de MySQL */

define('DB_USER', '[INNEGMN ');

/** Tu contrasefla de MySQL */

define('DB_PASSwORD', '[N );

/** Host de MySQL (es muy probable que no necesites cambiarlo) */
define('DB_HOST', 'localhost');

/** Codificacidén de caracteres para la base de datos. */
define('DB_CHARSET', 'utf8mb4');

/** Cotejamiento de la base de datos. No lo modifiques si tienes dudas. */
define('DB_COLLATE', '');

33
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Ej3: Utilizando
E
WPVULNDB

WordPress Vulnerabilities

Version Published

5.3

5.2.4
5.2.3
5.2.2
9.2
5.2

5.1.3
5.1.2
2.1
8.1

5.0.7
5.0.6
5.04
5.0.3
5.0.2
5.0.1
5.0

4.9.9
4.9.8
4.9.7
4.9.6
4.9.5
4.9.4

2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-12-13

Title
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Improper Access Controls in REST API

34



WordPress 4.7.1 Vulnerabllities

Version released on 2017-01-11

I Changelog

< Download tar
< Download zip

N RSS

2019-12-13
2019-12-13
2019-12-13
2019-12-13
2019-10-14
2019-10-14
2019-10-14
2019-10-14
2019-10-14
2019-10-14
2019-09-05
2019-03-13
2019-02-19
2018-12-13
2018-12-13
2018-12-13

2N1Q_419_1°2

WordPress <= 5.3 - Improper Access Controls in REST API
WordPress <= 5.3 - Stored XSS via Crafted Links

WordPress <= 5.3 - Stored XSS via Block Editor Content
WordPress <= 5.3 - wp_kses_bad_protocol() Colon Bypass
WordPress <= 5.2.3 - Stored XSS in Customizer

WordPress <= 5.2.3 - Unauthenticated View Private/Draft Posts
WordPress <= 5.2.3 - Stored XSS in Style Tags

WordPress <= 5.2.3 - JSON Request Cache Poisoning

WordPress <= 5.2.3 - Server-Side Request Forgery (SSRF) in URL Validation
WordPress <= 5.2.3 - Admin Referrer Validation

WordPress <= 5.2.2 - Cross-Site Scripting (XSS) in URL Sanitisation
WordPress 3.9-5.1 - Comment Cross-Site Scripting (XSS)
WordPress 3.7-5.0 (except 4.9.9) - Authenticated Code Execution
WordPress <= 5.0 - Authenticated File Delete

WordPress <= 5.0 - Authenticated Post Type Bypass

WordPress <= 5.0 - PHP Object Injection via Meta Data

\AlAvADrace ~— E N _ Aiithantinatad Mrace_Qita QarintinAa IYQQ)

fixed in version 4

fixed in version 4.7.16
fixed in version 4.7.16
fixed in version 4.
fixed in version 4.7.15

sar twuakeian 4:7 45
fixed in version 4.7.1¢

fixed in version 4.7.15
fivard ir rarcinn A 7 1F
IxXea In version 4./

fixed in version 4.7.15

Iveard n varcimm / 7 4/
fixed in version 4.7.14

fixed in version

fixed in version 5.0.1
fixed in version 4.7.12
fixed in version 4.7
fixed in version 4.7.12

mw A7

Y

" 4

715
/ )

Fliraid tos i pminstiam A7 4B
fixed in version 4.7.16




WordPress 4.7.0-4.7.1 - Unauthenticated Page/Post Content
Modification via REST AP

Affects WordPresses

4.7.1 fixed in \ 14.7
4.7 ed i on 4.7
References
r
CVE 2017-1001000
METASPLOIT auxiliary/scanner/http/wordpress_content_injection
URL https://blog.sucuri.net/2017/02/content-injection-vulnerability-wordpress-rest-api.html
URL https://blogs.akamai.com/2017/02/wordpress-web-api-vulnerability.html
URL https://gist.github.com/leonjza/2244eb15510a0687ed93160c623762ab
URL https://github.com/WordPress/WordPress/commit/e357195ce303017d517aff944644a7a1232926f7




Ej3: Utilizando
laWPVULNDB

La WordPress REST API se activd por
defecto en la version 4.7.0y 4.7.1

Venia con un bug (fallo) que permitia
modificar cualquier Posts por visitantes

Se hizo un Disclosure (articulo de
revelacion) desde Sucuri conjunto con
WordPress y los mas importantes
empresas de hosting del mundo.

Hubo cientos de miles de infectados que
no actualizaron.

SUCLT]

VULNERABILITY DETAILS

W

Content Injection Vulnerability in
WordPress

FEBRUARY 1,2017 & MARC-ALEXANDRE MONTPAS [Jol

Security Risk: Severe

Exploitation Level: Easy/Remote

DREAD Score: 9/10

Vulnerability: Privilege Escalation / Content Injection

Patched Version: 4.7.2
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Previous

Current Revision by
3 months ago (4 Mar @ 09:03

Title

Hacked By BALA SNIPER

Content

<p>Hacked By BALA SNIPER<br />

Kurdish Hacker Here<br
If you want Fix Problem

Contact Me via Gmail

Contact Me Via Facebook :

/balasniperee?7 </p>

/>

Website &#8230; !<br />

: darinsniper007@ gmail.com<br />

https://www.facebook.com

<

Restore This Revision

Hacked By GeNErAL

<title>~!Hacked By GeNErAL alias Mathis!~</title>
<h2>Hacked By GeNErAL</h2>&nbsp;</font></p><img
border='0' src='http://www.officialpsds.com/images/thumbs
/Baby-Devil-Toon-psd9848.png'><br><br><br><b>Greetz :
Kuroi'SH, RxR, ~ </b><br><br></FO0TER><b><code>
<hl>\!/Just for Fun ~Hacked By GeNErAL\!/</code>
</hl></b><p align='center'><font color='red' /><font
face='Superdie' size='5' color='#FF0000'>Hacked By
GeNErAL! !</font></font></p>
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Defacements
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Example 1:
Galeria de fotogratia




St. Louis Weddings -
Photography Engagements Portraits

Newborns & Headshots &
Maternity Seniors Executive Portraits

43




5 |
Photography

Galleries - ALL

Inlaeked Ba

’.
e

Securit\rzttack m

Contact

HWCZGZ - 2020 - Nestor Angulo (@pharar)

-Dik4hbnZ

Seniors
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Example 2:
Tienda on-line de comida




Dog
Dry Dog Food

Wet Dog Food

Dog Treats & Dog Bones

Dog Supplements & Special Food
Dog Kennels, Dog Flaps & Gates
Dog Crates & Dog Travel

All

Cat

Dry Cat Food

Wet Cat Food

Cat Litter

Cat Litter Boxes & Litter Trays
Cat Trees & Cat Scratching Posts
Cat Baskets & Beds

All

1. 0.6 0.6

#WCZGZ

2020

SPECIALIST DIETS &
SUPPLEMENTS

). 0. 6.6.6 ¢

Nestor Angulo (@pharar)

Healthy from whisker to tail

). 0. 6.6.6 ¢

). 0.0.6.6 ¢
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Black Hat SEO
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¢ I

DESIGNS
FREE SHIPPING !!!
‘ BUY VIAGRA
NOW

50



- H) web Design Inspirat...
¢ I

: ﬂ %WW% Home. But nothing beats the prices at Droidepot, the best android phones

marketplace.. Also, don't forget to check out the best android smarphones at
"You've dealt with the rest, now hire the best’

Droidepot.

Commercial Cleaning. But nothing beats the prices at Droidepot, the best

android phones marketplace.
Carpet. Droidepot.com is the only android hardware shop you must visit.

Stone, Tile, & Grout. Also, don't forget to check out the best android smarphones

at Droidepot.

Construction. But nothing beats the prices at Droidepot, the best android

phones marketplace.

Professional Janitorial Services

Consistency. Simplicity. Value.

Trusted by | "businesses

—
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Example Domain
www.example.com/ ~

This site may be hacked.
Example Domain. This domain is established to be used for illustrativ

documents. You may use this domain in examples without
for permission. More iInformation. ..

e examples in
prior coordination or asking




DDoS Attacks /
BotNets




S NORSE

A8 \ , , % -
ATTACK ORIGINS © P SR - | ATTACK TARGETS ¢

Country | : s LY > i " 4 Country
United States P 3y ‘A ? ; A United States
Italy y Ay, ) & gy 4 Bulgaria
Mexico 5 14 5 #§2 \ Ir : Italy

Russia : > { i

ATTACK TYPES ©

Service

discard

ssh

unknown

netbios-dgm

db-Isp-disc
® ms-sql-s
@ isakmp
® unknown

ATTACKS ©

Timestamp Type
Organization Location P Location Service
2014-08-26 01:14:30.45 Shanghai QianWan Shanghai, China 219.235.2.112 unknown, Bulgaria ms-sgl-s

2014-08-26 01:14:31.80 N/A unknown, Italy 93.186.241.139  unknown, Italy unknown

2014-08-26 01:14:33.80  (ariNet San Diego, United States 71.6.167.142 Miami, United States EtherNet/IP-2

-t o d e - N SR

2014-08-26 01:14:34.47  Nether Network Englewood, United States 204.42.253.130 | unknown, France snmp
2014-08-26 01:14:34.80  Highload Lab Moscow, Russia 93.180.5.26 domain

in ¥» f &




"N 0
> ATTACK TARGE TS
H»

S =

> ATTACK TYPES

a

v~ ?{.:.——.5‘.m., ¥ e
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Reactivas vs Proactivas

Nuestras defensas
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Personajes en esta historia (si pasa algo)

Tu sitio Proveedor Hosting Experto en Seguridad
Duefio / Admins Agentes / C3 Departamento
Desarrollador & Soporte & Backups Interno

Disenador Servicios externos

Usuarios/clientes



Medidas: Reactivas vs Proactivas

Reactiva: Proactiva:

Cuando ya ha pasado algo malo Antes de que pase lo malo

Mitigacion de danos Mitigacion de riesgos



Status: Sitecheck.sucuri.net

Escanea tu sitio -
Blacklist: Virustotal.com

Medidas
Reactivas

CEC: Comprueba, Elimina y Cambia

Actualiza

Restaura una copia de seguridad
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A o

<+ New SEO

8 Howdy,

Dashboard
Allin One SEO

) Jetpack

! Unyson

Blog Posts

7 Media
Pages
Comments
Forms

] FooGallery
Portfolio
Feedback

Forms

Appearance
¢ Plugins 3

Users

Il Users

Users AddnNew

Screen Options ¥ Help ¥

| Welcome to the newest version of WP Smush! Auto-smushing on upload is lightning Fast now that we handle all the smushing asynchronously. Find out more here >>

All (5) | Administrator (3) | Contributor (2)

Bulk Actions j Apply

Bulk Actions j Apply

Username

admin

n akmin

janel

levy

managed-wp-migration-

465790ae

Change role to... j Change

Name

R

e
R

wp.service.controller.lHmp6

Username

Name

Change role to... LI Change

Managed WordPress Migration User

Email

P

no@email.com

w
T

noreply@secureserver.net

Email

Role

Administrator

Administrator

Contributor

Contributor

Administrator

None

Role

Search Users

6 items

Posts

78

33

Posts

6 items



Reducir administradores, plugins y plantillas

Medidas

Proactivas E Copias de seguridad

&  Actualizaciones

a Invertir en un buen Hosting y en Seguridad

fiiift Web Application Firewall
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A Mas puertas, 00
Mas riesgo A (€

)

A mas administradores,
plugins y temas, mas riesgo
(incluso deshabilitados)

“Al César lo que es del César’
Administracion con el Admin,
el resto, una cuenta limitada.

Aplicado a todas las capas
(wp-admin, [S]FTP, cPanel,
db, ...)

TODAS las contrasenas de
usuarios deben ser Unicas y
fuertes (Si se puede con 2FA)
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How Frequently do you Install
Security Patches for your clients'?

AUTOMATIC UPDATES ENABLED (208)
36.9% G

AS SOON AS POSSIBLE (172)
30.5% G

CLIENTS ARE RESPONSIBLE (72)
12.83% G

WHENEVER | HAVE TIME (69)
12.2% CEED

WHEN PROMPTED OR CLIENT REQU
5.3%

| DON'T (13)
2.3% @9

65

"
= N

Actualizaciones

Source:
Web Professional Security
Survey 2019 — Sucuri.net
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Recuerde invertir en

SEGURIDAD HOSTING



Hosting (Alojamiento)

\ 1
PRIMERA CAPA DE LA EQUILIBRIO ENTRE
DEFENSA DE VUESTRO SITIO PRECIO Y CARACTERISTICAS

A CARGO DE LOS SERVICIOS, BASE
DE DATOS Y MANTENIMIENTO DEL
SERVIDOR



Y iNos Gue-

jFea i i cosna - 2
. PAMOS SIN
COBRAR! /
THOLA, MAMI I THEMOS esrAvo
I AYUPANPOYA LOS BOMBEROS!

(' (77,96 iMIRA, CON LA cmrus:du
QUE HAY ABAJO, HE ROBAPO UN
 DOMBERO!

1PUES VAYA UN MONSTRUO <ue ME HA
SALIPO! TEN CLUANTO SE FNTERA DE QUF F
AY u\ INCENDIO POR ~Al, SE ME DE® P
: — [

\'.}

3 .

B / iHoRROR! 15) TODAVIA NO HAN :

PUESTO LA LONA!{S0CORR0O0O.

LR 4
A

© Alojamiento & :
compartido vs Jic =
Dedicado A

Al
] P

Q\Ju. NO, CADA VEx
NCENV 0 CERCA,SA
LA MANTA!

1EL NUEVO IN
QUE HAY UN |
£ CORRIENDO CON

ENVIE AN JLANTO
en?A’ TERA

ELESGE%RL?SOPIF s mcamos ve mn Tl
E , ERA




How much budget do you have to invest in website security?

ZERO (77)

1560 Fuente: 2019 Sucuril
survey to ecommerce

UP TO $100 PER MONTH (64) owhners.

37.9% S

UP TO $500 PER MONTH (18)
10.7% D

UP TO $1.000 PER MONTH (5)
3.0% @

$1,000+ PER MONTH (5)
3.0% @@
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WAF

Tu perro de Guarda

HWCZGZ -

2020 -

Nestor Angulo (@pharar)

Filtra todo el

Trafico web

Parchea
virtualmente una
gran cantidad de
vulnerabilidades
conocidas

Herramienta de
analisis forense

Protege de ataques
XSS, DDos, ...

Siincluye CDN,
mejora la velocidad
y rendimiento

Permite bloqueo
manual

70



#WCZGZ -

e ataques

A

CDN,
velocidad
ento

loqueo

2020 -

Nestor Angulo (@pharar)

71



All

HTTP / HTTPS Traffic

Sucuri Network

Application Signatures Correlation » Original Host

Profiling and Heuristics Engine

Good
HTTP / HTTPS Traffic

Il

Bad
HTTP / HTTPS Traffic
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Eve rYbOdy needs a hacker
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(PREGUNTAS? 2>
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