


USH START
B {yesr UNt




k ""Z€S Q%o

" &,6636& RUJ
T
" $QDOLVWD GH 6HJX
| # *R'DGG\ :HEG6HF

| # 6 XFXUL QHW

\._;-v: - Remediation
./ #SKDUDU Product
| 2 Managed SSL




4Xp HV OD
6HIJXULGDG (
"QIRUPDFLYQ

Communication

* Confidencialidad
Concepto

Rl . Disponibilidad

Conceptor ML Sl
A\D) * Alteracion

(B/2\B)F 1« Destruccion




// A rin 2 c.r»f/ fLE4, /{!////’1“

iﬁﬂ :

7




e S$Z€7aG A&

SHSUHVHQWD WX 6LWLEF




YUY ]

- %

-7:.:

-
N .
| —
- .

- - - ——— -~ .



—Z"1pG St ]* NIt¢S QS ce*S




AaSPEAEEAS S31

1,40

DHSUHVHQWD OD FDSDEFLC
GH WX VLWLR ZHE
O£V EDUREBMUREDEIGOHL GIDGL




dut>"

SOOI : 50000




A4y”ZE€ "Sece S

4% y"4QSA4SGASpALEl

&DGD PHGLGD GHXBHIH DIGVWH DNV HQ FMEPDFDW
SXQWRNVVWD HO PE[LPR GH ORYV SWV
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Hacker:

Persona curiosa que le gusta
ir mas alla de los limites y
convencionalismos.

Ciberterrorista / Cracker:

Hacker informatico, cuyo objetivo es
siempre enriquecerse en una
situacion juego de suma cero.
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1)

dominio.com

(2) IP:!
10.56.34.137

/(3) IP:
10.56.34.137

(4) Contenido: ",
HTML, CSS, JS y media



$WDTXH

3KLVKLQJ

'HVFULSFLYQ &DWHJRUtD

6SQPHFFLYQ R XVR GH SDUD FDSWDU LQ|RUPFL@2§

™



Remote site: /public_html/wp-content/plugins/joom,

Remote site: /public_html/wp-content/plugins

Filename

_inc

views

index8632.php
joomjs.php.suspected
index.php

akismet.php
class.akismet-widget.php
error_log

readme.txt

wrapper.php
class.akismet-admin.php
class.akismet.php

Fi

Filename

Login-wall-KiLxb
Login-wall-NUJIF
advanced-custom-fields
all-in-one-wp-security-and-firewall
alltimeusdflowingin
contact-form-7
disable-comments
google-sitemap-generator
joomjs

js_.composer

page-links-to
really-simple-captcha
sucuri-scanner
wordfence

wordpress-seo
wp-pagenavi-master
hello.php

index.php

Filesize

24313
28



*A OYGZ"S S
— GEe%1Q "4 0A"S "JAVZQ” Q741G e %

$aD “YAYZQ” Q"4”, O °

SOXJLQV
| ZS OD]\ORDG "UDQGRP FKDUV"
| WDVN FRQWUROOHU

| FRUH VWDE FRUH HQJLQH

| ZS LS

| SOXJLQV

WKHPHY

| VHRWKHPH

| FODVVLF

| WKHPHV



e o
o m"““

"
o




$WDTXH

3KLVKLQJ 6

'HVFULSFLYQ

SDPHFFLYQ R XVR GH SDUD FDS

&DWHJRUtD

WDU LQIRUP

)XHU]D % U XV
'LFFLRQDULF

VBUREDU FRPELQDFLRQHV GH XV
XLQIRUPDGR R QR

“ :LNLSHGLD BPRVWBFRPPRQBS
¢ KDYHLEHHQSZQHG FRP

/ XRUL@R FRQW

' DVVZRUGYV

™


https://haveibeenpwned.com/

$WDTXH 'HVFULSFLYQ &DWHJRUtD

3KLVKLQJ 6SDPHFFLYQ R XVR GH SDUD FDSWDU LQIRUP

)XHU]D %UXWBUREDU FRPELQDFLRQHYVY GH XVXRUL®R FRQWUDVHXxD
'LFFLRQDULRLQIRUPDGR R QR

¢ :LNLSHGLD BPRVWBFRPPRQBSDVVZRUGYV
¢ KDYHLEHHQSZQHG FRP

;66 SHGLUHFFLYQ -6 SHS X

™
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Google

Google Membership
Rewards

Congratulations !
Every Tueday we select 10 lucky Apple ut
our sponsors. This free gift is exclusively
continuous support for our product and si

You have been selected to win a gift from~

The page at promotion.com-rewards.club says: * |

Congratulations iPad user!

You are selected by Google to be among the first few ]
persons to win an iPhone 6s or other Google prizes! This

free gift is exclusively only for loyal Apple users in Canada.

Please confirm that you are the owner of this iPad phone

by clicking OK. Google Gift!

v 1) from T——————————

i is just our way to thank you for your

‘WOrtn up to-$ 74y 1ryou-answer tme next 4 questions correctly.

ACT NOW! 9 other Apple users have received this invitation with only 5 prizes to win.

You have 1 minutes 30 seconds to answer the questions before someone else takes over your spot. Good luck!

Question 1 of 4: Who founded Google?

Bill Gates

Mark Zuckerberg

Larry Page
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Show notifications
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$WDTXH

3KLVKLQJ

6

'HVFULSFLYQ

SDPHFFLYQ R XVR GH SDUD FDS

WDU LQIRUP

&DWHJRUtD

)XHU]D % U XV
'LFFLRQDULF

VBUREDU FRPELQDFLRQHV GH XV
XLQIRUPDGR R QR

¢ KDYHLEHHQSZQHG FRP

¢ :LNLSHGLD BPRVWBFRPPRQBSDVVZRUGYV

[ XRBULQR FRQWUDVHXxD

166

SHGLUHFFLYQ -6

SHS X

1XHYDV

YXOQHUDELC

'HVFXEULU QXHYDV YXOQHUDEL
JLGDGHYV

_OLGDGHYV

™

Y |
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$WDTXH

3KLVKLQJ 6

'HVFULSFLYQ

SDPHFFLYQ R XVR GH SDUD FDS

&DWHJRUtD

WDU LQIRUP

™

)XHU]D % U XV
'LFFLRQDULF

VBUREDU FRPELQDFLRQHV GH XV
XLQIRUPDGR R QR
“ :LNLSHGLD BPRVWBFRPPRQBS
¢ KDYHLEHHQSZQHG FRP

/ XRUL@R FRQW

' DVVZRUGYV

166

SHGLUHFFLYQ -6

SHS X

1XHYDV
YXOQHUDELC

'HVFXEULU QXHYDV YXOQHUDEL
JLGDGHYV

_OLGDGHYV

0DQ LQ WKH

0IQM\GOMHHQLU FRPXQLFDFLRQHV
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$WDTXH

3KLVKLQJ 6

'HVFULSFLYQ

SDPHFFLYQ R XVR GH SDUD FDS

&DWHJRUtD

WDU LQIRUP

)XHU]D %UXWBUREDU FRPELQDFLRQHV GH XV
'LFFLRQDULRLQIRUPDGR R QR

“ :LNLSHGLD BPRVWBFRPPRQBS
¢ KDYHLEHHQSZQHG FRP

/ XRUL@R FRQW

DVVZRUGYV

™

:66 SHGLUHFFLYQ -6 5HS X W DEEYQ

1XHYDV '"HVFXEULU QXHYDV YXOQHUDELOLGDGHYV QY]

YXOQHUDELOLGDGHV

0DQ LQ WKH 0QG\GHIH HQLU FRPXQLFDFLRQHYV

'R6 ''R6 '"HVKDELOLWDU XQ VHUYLFLR XQLF
UHFXUVRYV
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$WDTXH

3KLVKLQJ 6

'HVFULSFLYQ

SDPHFFLYQ R XVR GH SDUD FDS

&DWHJRUtD

WDU LQIRUP

)XHU]D %UXWBUREDU FRPELQDFLRQHV GH XV
'LFFLRQDULRLQIRUPDGR R QR

“ :LNLSHGLD BPRVWBFRPPRQBS
¢ KDYHLEHHQSZQHG FRP

/ XRUL@R FRQW

DVVZRUGYV

™

66 SHGLUHFFLYQ -6 5HS X W DEEYQ

1XHYDV '"HVFXEULU QXHYDV YXOQHUDELOLGDGHV QY]

YXOQHUDELOLGDGHYV

0DQ LQ WKH |0,IQGMGHOH HQLU FRPXQLFDFLRQHV

'R6 ''R6 'HVKDELOLWDU XQ VHUYLFLR XQLF
UHFXUVRV

64/ QMHFWL

RKWDTXH D OD EDVH GH GDWRYV
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$WDTXH

3KLVKLQJ 6

'HVFULSFLYQ

SDPHFFLYQ R XVR GH SDUD FDS

&DWHJRUtD

WDU LQIRUP

™

)XHU]D %UXWBUREDU FRPELQDFLRQHV GH XV
'LFFLRQDULRLQIRUPDGR R QR

“ :LNLSHGLD BPRVWBFRPPRQBS
¢ KDYHLEHHQSZQHG FRP

/ XRUL@R FRQW

DVVZRUGYV

166

SHGLUHFFLYQ -6

SHS X

1XHYDV
YXOQHUDELC

JLGDGHYV

'"HVFXEULU QXHYDV YXOQHUDELOLGDGHYV

0DQ LQ WKH

0IQM\GOMHHQLU FRPXQLFDFLRQHV

'‘R6 ''R6 'HVKDELOLWDU XQ VHUYLFLR XQL
UHEXUVRV

64/ ,QMHFWLRIQVDTXH D OD EDVH GH GDWRYV Fo

5DQVRPZDUH 6HEFXHVWUR GH ORV GDWRYV ILEKHURYV
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$WDTXH 'HVFULSFLYQ &DWHJRUtD

&U\SWRPLQL@VR GH LQIUDHVWUXFWXUD DMHQD SDUD PLQD LS




$WDTXH

&U\SWRPLQL

'HVFULSFLYQ

BNVR GH LQIUDHVWUXFWXUD DM

&DWHJRUtD

HQD SDUD PL

QD

%YRWI1IRGH

8VR GHO VLWLR LQIHFWDGR |]R
GH DWDTXH

JLEFEKHURYV

PRER_RHX QFLRFFDRF lSR)(D).)I RUP I
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$WDTXH

&U\SWRPLQL

'HVFULSFLYQ

BNVR GH LQIUDHVWUXFWXUD DM

&DWHJRUtD

HQD SDUD PL

QD

%YRWI1IRGH

8VR GHO VLWLR LQIHFWDGR |]R
GH DWDTXH

JLEFEKHURYV

&URVV VLWH
&RQWDPLQD!

'HVGH XQ VLWLR KDFNHDGR R >
WMLHRIXULGDG LQIHFWDU RWURYV

ReERAHX FLRFFDRF ISRO@
_I

(QIDF KRBRY G
VLWLRYV

.}IRUP[
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3KLVKLQJ 6SDPHFFLYQ R XVR GH SDUD FDSWDU LQIRUPDFLf;

)XHU]D %UXWBUREDU FRPELQDFLRQHYVY GH XVXRUL®R FRQWUDVHXxD
'LFFLRQDULRLQIRUPDGR R QR o
:LNLSHGLD BPRVWBFRPPRQBSDVVZRUGYV e
KDYHLEHHQSZQHG FRP

- -
@ @

;66 SHGLUHFFLYQ -6 5HS X W DELy

1XHYDV 'HVFXEULU QXHYDV YXOQHUDELOLGDGHYV
YXOQHUDELOLGDGHYV

0DQ LQ WKH 0IQGMGOH HQLU FRPXQLFDFLRQHYV

'R6 ''R6 'HVKDELOLWDU XQ VHUYLFLR
UHFXUVRV

64/ QMHFWLRKWDTXH D OD EDVH GH GDWRYV

SDQVRPZDUH 6HFXHVWUR GH ORV GDWRYV ILFKHURYV

&U\SWRPLOLGBVR GH LOIUDHVWUXFWXUD DMHQOD SDUD PLOD &=
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I
Top 10 Web Application Security Risks

There are three new categories, four categories with naming and scoping changes, and some consolidation in
the Top 10 for 2021.

2017 2021

A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
A03:2021-Injection
(New) A04:2021-Insecure Design

% A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization (New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities / A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

A01:2017-Injection
A02:2017-Broken Authentication
A03:2017-Sensitive Data Exposure
A04:2017-XML External Entities (XXE)
A05:2017-Broken Access Control
A06:2017-Security Misconfiguration

* From the Survey
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$WDTXH SURWHFFLYQ SURWHFFLRQHYV



$WDTXH SURWHFFLYQ SURWHFFLRQHYV

SKLVKLQJ 6SDP +DELOLGDG )URQWHQG PRQLWRU SHS




$WDTXH SURWHFFLYQ SURWHFFLRQHYV

SKLVKLQJ 6SDP +DELOLGDG )URQWHQG PRQLWRU SHSEX

)XHU]D %UXWD 'LFFLR)DULIAR.W ORJLQ SOXJLQ /IRJLQ







Website Application Firewall (WAF)

Protect and Speed Up Your Website

| Sucuri Network

All Application Signatures Correlation : Original Host
HEIE [HLIES Tratic Profiling and Heuristics Engine -
Good
HTTP / HTTPS Traffic

Il

Bad
HTTP / HTTPS Traffic



Filtra todo el Protege de ataques

Trafico web XSS, DDos, ...

Parchea
_ virtualmente una
gran cantidad de
vulnerabilidades
conocidas

Si incluye CDN,
mejora la velocidad
y rendimiento

Permite bloqueo
manual

Herramienta de
analisis forense




$WDTXH SURWHFFLYQ SURWHFFLRQHYV

3KLVKLQJ 6SDP +DELOLGDG )URQWHQG PRQLWRU 5HS X

)XHU]D %UXWD 'LFFLR)DULIAR.W ORJLQ SOXJLQ /IRJLQ

;66 $) ,QWHJULGDG GH ILFKHURYV SHSXWDI




$WDTXH SURWHFFLYQ SURWHFFLRQHYV

3KLVKLQJ 6SDP +DELOLGDG )URQWHQG PRQLWRU 5HS X
)XHU]D %UXWD 'LFFLRE)DULMR.W ORJLQ SOXJLQ /RJILQ
166 '$) ,QWHJULGDG GH ILFKHURYV 5HSXWDH

1XHYDV YXOQHUDELO

LGDGADQWHQLPLHQWR

,QYHVWLJD

FL




$WDTXH SURWHFFLYQ SURWHFFLRQHYV

SKLVKLQJ ©6SDP

+DELOLGDG )URQWHQ(

5 PRQLWRU S H

> X

)XHU]D %UXWD 'LFFL

RDULIAR.W ORJLQ SOXJI

Q /IRJLQ

66

:$) ,QWHJIJULGDG GH IL

FKHURYV SHSXW

1XHYDV YXOQHUDELO

LGDGADQWHQLPLHQWR

,QYHVWLJD

FL

ODQ LQ WKH OLGGOH

66/

&RPXQLFDFLRQHYV




SOL

Secure Sockets Layer
Data Theft Eavesdropping
@ Internet %
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Encrypted Connection Website
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Internet Service Providers Hackers Govemments

@ Encrypted tunnel

. VFN

Using your computer Internet
abroad



$WDTXH SURWHFFLYQ B3URWHFFLRQHYV

3KLVKLQJ 6SDP +DELOLGDG )URQWHQG PRQLWRU 5HS X
)XHU]D %UXWD 'LFFLREDULAR.W ORJILQ SOXJLQ /RJILQ

166 :$) ,QWHJULGDG GH ILFKHURYV 5HSXWDF
IXHYDV YXOQHUDELOLGPGHMWHQLPLHQWR L QYHVWLJDFL
0DQ LQ WKH OLGGOH | 66/ &RPXQLFDFLRQHYV

'R6 ''R6 '$) &RPXQLFDFLRQHV UHI




$WDTXH SURWHFFLYQ B3URWHFFLRQHYV

3KLVKLQJ 6SDP +DELOLGDG )URQWHQG PRQLWRU 5HS X
)XHU]D %UXWD 'LFFLREDULAR.W ORJILQ SOXJLQ /RJILQ

166 :$) ,QWHJULGDG GH ILFKHURYV 5HSXWDF
IXHYDV YXOQHUDELOLGPGHMWHQLPLHQWR L QYHVWLJDFL
0DQ LQ WKH OLGGOH | 66/ &RPXQLFDFLRQHYV

'R6 ''R6 '$) &RPXQLFDFLRQHV UHI
64/ ,QMHFWLRQ :$) /RJIV %DVH GH GDWRYV




$WDTXH SURWHFFLYQ 3URWHFFLRQHYV

3KLVKLQJ 6SDP +DELOLGDG )URQWHQG PRQLWRU 5HS X
)XHU]D %UXWD 'LFFLREDULAR.W ORJILQ SOXJLQ /RJILQ

166 :$) ,QWHJULGDG GH ILFKHURYV 5HSXWDF
IXHYDV YXOQHUDELOLGPGHMWHQLPLHQWR L QYHVWLJDFL
0DQ LQ WKH OLGGOH | 66/ &RPXQLFDFLRQHYV

'R6 ''R6 '$) &RPXQLFDFLRQHV UHI
64/ ,QMHFWLRQ :$) /RJIV %DVH GH GDWRYV
5DQVRPZDUH %DFNXSV JLEKHURYV







$WDTXH SURWHFFLYQ 3URWHFFLRQHYV

3KLVKLQJ 6SDP +DELOLGDG )URQWHQG PRQLWRU 5HS X
)XHU]D %UXWD 'LFFLREDULAR.W ORJILQ SOXJLQ /RJILQ

166 :$) ,QWHJULGDG GH ILFKHURYV 5HSXWDF
IXHYDV YXOQHUDELOLGPGHMWHQLPLHQWR L QYHVWLJDFL
0DQ LQ WKH OLGGOH | 66/ &RPXQLFDFLRQHYV

'R6 ''R6 '$) &RPXQLFDFLRQHV UHI
64/ ,QMHFWLRQ :$) /RJIV %DVH GH GDWRYV
5DQVRPZDUH %DFNXSV JLEKHURYV
&U\SWRPLQLQJ /RIJV XVXDULRYV SHFXUVRV B5HS




SKLVKLQJ 6SDP +DELOLGDG )URQWHQG PRQLWRU SHS X

)XHU]D %UXWD 'LFFLR)DULIAR.W ORJLQ SOXJLQ /IRJLQ

;66 $) ,QWHJULGDG GH ILFKHURYV SHSXWDI
1XHYDV YXOQHUDELOLGDPGHDWQWHQLPLHQWR ,QYHVWLJIDFL
ODQ LQ WKH OLGGOH | 66/ &RPXQLFDFLRQHYV

'R6 ''R6 :$) &RPXQLFDFLRQHV UHI
64/ QMHFWLRQ :$) /RJIV %»DVH GH GDWRYV
SDQVRPZDUH %DFNXSV JLEKHURYV
&U\SWRPLQLQJ IRJV XVXDULRYV SHFEFXUVRV O5HS

YRW1IRGH :$) /RJIV &RPXQLFDFLRQHV | )




SKLVKLQJ 6SDP +DELOLGDG )URQWHQG PRQLWRU SHS X

)XHU]D %UXWD 'LFFLR)DULIAR.W ORJLQ SOXJLQ /IRJLQ

;66 $) ,QWHJULGDG GH ILFKHURYV SHSXWDI
1XHYDV YXOQHUDELOLGDPGHDWQWHQLPLHQWR ,QYHVWLJIDFL
ODQ LQ WKH OLGGOH | 66/ &RPXQLFDFLRQHYV
'R6 ''R6 :$) &RPXQLFDFLRQHV UHI
64/ QMHFWLRQ :$) /RJIV %»DVH GH GDWRYV
SDQVRPZDUH %DFNXSYV JLEKHURYV
&U\SWRPLQLQJ IRJV XVXDULRYV SHFEFXUVRV O5HS
YRWI1IRGH :$) /RJIV &RPXQLFDFLRQHV | )

&URVV 6LWH &RQWDPLADOVMHIRIQGDG GH )LFKHURYV J)LFKHUR\



$) ‘HE $SSOLFDWLRQ )LUHZDOO



$) ‘HE $SSOLFDWLRQ )LUHZDOO

ORQLWRUHYV /IRJV HVFIQHUHV \ WULJJHUYV



$) ‘HE $SSOLFDWLRQ )LUHZDOO
ORQLWRUHYV /IRJV HVFIQHUHV \ WULJJHUYV

%WDENXSV &RSLD GH VHIXULGDG



$) ‘HE $SSOLFDWLRQ )LUHZDOO
ORQLWRUHYV /IRJV HVFIQHUHV \ WULJJHUYV
WDFENXSYV &RSLD GH VHIXULGDG

66/ TUDQVPLVLRQHYV VHJXUDYV



$) ‘HE $SSOLFDWLRQ )LUHZDOO

ORQLWRUHYV /RJV HVFiQHUHV \ WULJJHUV
%WDENXSV &RSLD GH VHIXULGDG
66/ 7UDQVPLVLRQHV VHIXUDV

ODOWHQLPLHQWR ﬁBFWV[%g@LH{IULI@Q]HV DFFLRQHY GH SURWHFFL



$) ‘HE $SSOLFDWLRQ )LUHZDOO

ORQLWRUHYV /RJV HVFiQHUHV \ WULJJHUV
%WDENXSV &RSLD GH VHIXULGDG
66/ 7UDQVPLVLRQHV VHIXUDV

ODOWHQLPLHQWR ﬁBFWV[%g@LH{IULI@Q]HV DFFLRQHY GH SURWHFFL

+DELOLGDG 8Q H[SHUWR SHQGLHQWH GH OD VHJXULGDG
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